






























































































































4.3.2 Property Specification for a Network Statistics Monitor 

The packet latency of an intennittent network can vary greatly. The end-to-end latency 

depends on the level of congestion for the medium and the availability of the network. 

When the user invokes a function, the latency he experiences is often related to the 

current network performance, e.g. clicking on a button to read an uncached mail message. 

In order to provide predictable performance, the application needs to monitor changes in 

the network latency so it can adapt its user interface accordingly. Existing network 

interfaces do not provide access to latency information. 

Fortunately statistical multiplexing in networks does not result in unpredictable 

performance parameters. To a first approximation, the expected latency on the next 

packet is close to the average latency of recent packets. We propose a new system 

service, the Network Statistics Monitor, which collects performance statistics at the 

transport layer. This statistics is used as hints for predicting the current network 

performance. The Network Statistics Monitor exports the property that the performance 

of the network can vary with time. The Network Property Interface is shown in Figure 

4.2. Applications can use GetLa tency () to get the predicted latency of the network. 

We allow applications to monitor changes in the predicted network latency by binding a 

callback procedure to the La ten eye han 9 e d environmental event using the 

Moni torLa tency () call. Applications can register callback procedures for more than 

one latency range. . 

At first glance, our use of a latency range appears to be overkill because most 

applications only need to know if they are connected or not. There are two reasons for 

using a range instead of a single latency value. First, if a single value is used, the 

application could be flooded with callbacks if the average latency oscillates around that 
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value. Second, the definition of connectivity is application specific: the distinction 

between a slow network and a disconnected network depends on how slow a network the 

application can tolerate. For example, background printing can tolerate network latencies 

on the order of minutes but xmh is practically disconnected if the latency is even a few 

tens of seconds. 

INTERFACE NetworkProperty; 
IMPORT Time; 

TYPE 
EnvEvent - {LatencyChanged}; (* Environmental Event *) 
Range - RECORD 

low : Time.T; 
high: Time.Ti 

ENDi 
CallbackProc - PROCEDURE callback(event 

callback_arg : REFANY)i 

PROCEDURE GetLatency() : Time.Ti 

EnvEventi 

(* Query: returns the average network latency in units of 
seconds and microseconds *) 

PROCEDURE MonitorLatency(threshold : Range; 
callback: CallbackProci callback arg : REFANY)i 

(* Notification: invokes callback in the application's 
address space when the average network latency exceeds 
threshold.high or falls below threshold. low *) 

END NetworkProperty. 

Figure 4.2 - The Property Specification for a Network Interface 

4.4 Subtleties in the Semantics of Query and 
Notification . 

There is a subtlety in the semantics of the interfaces given in Figure 4.1 and 4.2. Since 

paging activities are asynchronous and the cache manager may be serving many 

applications concurrently, the results from the F i I e sAva i I ab 1 e () and the events 
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from Moni torF i 1 es () are only hints. Those calls give a snapshot of the state of the 

cache at some point in time between the start and completion of the call, but the state of 

the cache may well be different by the time the result is returned to the application. This 

causes race conditions which are especially complex when the application is 

multithreaded 10 . 

Let us first consider a single threaded application. All incoming events are queued and 

handled in turn with an event loop. An application starts up, makes a query on file A and 

then registers a callback to monitor it, as shown with the pseudo code in Figure 4.3. If A 

was in the cache at line 1, the button gets enabled in line 2. Now assume A is paged out 

of the cache before we register the callback procedure in line 3. The button will remain 

enabled even though A is not available. 

1 AisAvailable:- FilesAvailable("A"); 
2 EnableOrDisableButtons(AisAvailable); 
3 MonitorFiles("A", EnableOrDisableButtons); 

Figure 4.3 - Potential Race Condition in using the FileSystemProperty Interface. 

It appears that the problem might be solved by putting line 3 in Figure 4.3 before line 1, 

as illustrated in Figure 4.4. If A is paged out between lines 2 and 3, the button will be 

incorrectly enabled after line 3, but a Paged Out event will invoke the callback to disable 

the button later. It seems to work for the single threaded case. Now let's assume the 

application is multithreaded, and the callback procedure is invoked before line 3 in a 

different thread. We see that the fix in Figure 4.4 does not work either: at line 2, A is still 

in the cache; the callback disables the button before line 3; but line 3 enables the button 

again using the state of the cache obtained in line 2. 

10 A multithreaded application has multiple simultaneous points of execution in a shared address space. 
Refer to Chapter 4 of [Nelson91] for an introductory discussion to concurrent programming using threads. 
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1 MonitorFiles("A", EnableOrDisableButtons); 
2 AisAvailable:- FilesAvailable("A"); 
3 EnableOrDisableButtons(AisAvailable); 

Figure 4.4 - Fix for Race Condition described in Figure 4.3 for Single Threaded 
Applications 

The problem in Figure 4.4 can be solved by executing lines 2 and 3 atomically, that is, 

disabling callbacks between lines 2 and 3. If the callback is invoked after line 3, it would 

leave the button in the correct state. lithe callback is invoked before line 2, there is no 

problem because the result of FilesAvailable () in line 2 is up to date. Figure 4.5 

shows how the multithreaded application's problem can be fixed using mutual exclusion. 

In general, an application should register callbacks for all the files it is interested in 

before querying the cache. Similar problems in the Network Monitor Interface can be 

solved in the same way. 

VAR CallbacksMu : MUTEX;· (* lock for mutual exclusion *) 

PROCEDURE EnableOrDisableButtons( ... ) -
BEGIN 

LOCK CallbacksMu DO (* acquire MUTEX to proceed *) 

END; (* release MUTEX *) 
END EnableOrDisableButtons; 

BEGIN (* Main Body of Program *) 

MonitorFiles("A", EnableOrDisableButtons); 
LOCK CallbacksMu DO 

AisAvailable :- FilesAvailable("A"); 
EnableOrDisableButtons(AisAvailable); 

END; 

END. 

Figure 4.5 - Disabling Callbacks using Mutual Exclusion 
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A careful reader might notice that our effectiveness in managing partially functional 

applications depends on the quality of the hints we get from the Query and Notification 

mechanisms. This is only a problem if events are generated faster than we can handle 

them, e.g. if file A is paged in and then paged out while we are still in the callback 

procedure, the button will incorrectly enabled until we complete next callback for the 

PagedOu t event. The only time this can happen is if the cache is thrashing or if the 

network latency oscillates. One solution is to detect these conditions and suppress 

callbacks until the system stabilizes. We ignored this problem in our implementation 

because it does not occur frequently enough to justify the additional programming 

complexity. 

4.5 Generalizing Property Specifications 

Although we claim that Property Specifications are a generally useful abstraction for 

system service interface design, our discussions have focused on Property Specifications 

in the context of mobile computing. This section describes how Property Specifications 

can be applied to virtual memory (VM) management. Our discussion here is aimed at 

VM systems in general, not just in the context of mobile computing. 

4.5.1 The Traditional Virtual Memory Interface 

Like caching, virtual memory management has traditionally been transparent to 

applications. The basic idea is to use primary storage as a cache for secondary storage. 
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The VM manager is essentially a cache manager which moves chunks of data (or pages) 

between primary and secondary storage. 

For most applications, the transparent VM interface is a feature. Application 

programmers are freed from the tedious task of storage management. But for some 

applications, the VM interface seems to hide too much. One class of applications that 

wants less transparency is applications which need to keep key data structures in primary 

storage for performance reasons. For example, both the UNIX Fast File System (FFS) 

[McKusick] and the Sprite Log-structured File System (LFS) [Rosenblum] cache 

inodes 11 in main memory to reduce disk accesses. The problem is that the VM manager 

can swap these data structures out to disk without informing or asking for the 

applications' opinion, causing poor performance or even incorrect behavior. Property 

Specifications solves this problem without sacrificing the transparency preferred by most 

applications. 

4.5.2 Property Specifications for a Virtual Memory Interface 

For simplicity, we define a memory object to be an arbitrary chunk of storage allocated 

by malloc () and deallocated by free ( ). The key property we choose to expose is 

that a memory object has two states: either it is entirely in primary storage or otherwise 

(part or all in secondary storage). The Property Specification, as shown in Figure 4.6, 

exports three procedures. I sInPrimary () lets an application query the location of a 

memory object. The application can monitor the paging activities of a memory object 

with Moni torMemoryObj (). We also allow the application to explicitly request to 

llIn the UNIX file system, every file and directory is represented by an inode. It is a data structure internal 
to the file system and contains the file's attributes (access rights, owner, etc.) and the physical location of 
the file on disk. 
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have a memory object "pinned" in primary storage by cal1i~g KeepInprimary () . 

KeepInprimary () 's semantics is similar to MakeAvailable () of the file system 

Property Specification: it is a one time request which the VM manager can accept or 

refuse. The VM manager can limit the amount of primary storage each application can 

pin down to guard against overly demanding applications. 

INTERFACE VMProperty; 

FROM VMFunctional IMPORT MEMORY_OBJ; (* Import definition *) 

TYPE 

EnvEvent - {InToPrimary, OutOfPrimary}; 

MEMORY OBJ - REF ARRAY OF CHAR; 

CallbackProc - PROCEDURE callback(event : EnvEventi 
mem : MEMORY OBJ; callback arg : REFANY)i 

(* callback arg is supplied by the application 
when registers the callback procedure *) 

PROCEDURE IsInPrimary (mem : MEMORY OBJ) : BOOLEAN; 
(* Query: Returns TRUE if all of mem is in primary 

memory, FALSE otherwise *) 

PROCEDURE MonitorMemoryObj (mem : MEMORY_OBJ; 
callback: CallbackProc; callback arg : REFANY); 

(* Notification: invokes callback in the -
application's address space if any part of mem is 
moved out of primary memory, or if all of mem is 
moved into primary memory *) 

PROCEDURE KeepInPrimary (mem : MEMORY_OBJ) : BOOLEAN; 
(* Hinting: RETURNS TRUE if the VM manager can promise 

to keep all of mem in primary storage until 
mem is freed, FALSE otherwise *) 

END VMProperty. 

Figure 4.6 - Property Specifications for the Virtual Memory Interface 

With the VMProperty interface, it is trivial for LFS and FFS to monitor the paging 

activities of their critical <12' . structures and to keep them in primary storage if necessary. 
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FFS also caches parts of files in memory, and it can now pin those pages in primary 

storage to prevent the VM manager from making another copy of the files on the swap 

disk. The VMProperty interface allows us to provide adequate support for sophisticated 

applications such as LFS and FFS while maintaining transparency for ordinary 

applications. 
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Chapter 5 

Implementation 

We built a prototype system to clarify, demonstrate and evaluate our ideas. Our rewards 

have been threefold. First, we gained a better understanding of the engineering and 

semantic issues in realizing Property Specifications. Second, we experienced first hand 

how an application programmer might use Property Specifications. Third, we verified 

the effectiveness of our approach through using wc-xmh. The feedback we got from 

users instigated changes and simplifications to our interface design. 

This chapter describes the design and implementation of our prototype system. In 

Section 5.1, we provide the system overview and describe the major design decisions we 

faced for each component of the system. In Section 5.2, we explain our decision to 

modify xmh and describe how wc-xmh's features were implemented. We save the trials 

and tribulations we experienced during those frustrating debugging sessions for Section 

5.3. In Section 5.4, we present some ideas for future research. 
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5.1 Implementing Property Specifications 

5.1.1 System Overview 

As shown in Figure 5.1, the prototype system consists of a simulator for an intermittent 

network (LinkSim), a user level cache manager and file system (file system with Property 

Interface or FPI), a Network Statistics Monitor (NSM), and a modified version of xmh 

(weakly connected xmh or wc-xmh, as illustrated in Chapter 2.) We implemented FPI 

and NSM as specified in Figures 4.1 and 4.2. Any distributed file system would have 

been adequate as our underlying file system, but we chose NFS [Sandberg] because it 

does not cache files. Since our implementation was for UNIX workstations, it is no 

surprise that we chose to test our ideas by redesigning the file -system and network 

interfaces: both are key components of the UNIX distributed computing environment. 

Our decision to simulate a mobile environment was due to the flexibility and control we 

needed to better explore the design space, e.g. being able to easily change the frequency 

and duration of unplanned disconnections. 

We chose to implement the NSM, FPI and LinkSim as separate processes because they 

are functionally and logically independent. In a production system, these three entities 

will most probably exist separately: the NSM will be part of the transport layer network 

interface, the FPI will be part of the file system, and LinkSim will be replaced by the true 

characteristics of the network's link layer. Using RPC as our primary interprocess 

communication mechanism forced us to focus on our original goal of designing clean 

abstraction boundaries. It would have been harder for us to stay focused had we 

implemented the NSM, FPI and LinkSim as a single UNIX process with multiple threads. 
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Figure 5.1 - Overview of the Prototype System 
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The implementation was done entirely on a UNIX workstation. FPI, NSM and LinkSim 

were all written in Modula-3 [Nelson90] with the exception of the application libraries 

for FPI and NSM, which were written in C. Wc-xmh added about 1,000 lines of C to 

xmh's 13,000. We chose Modula-3 as our primary implementation language because it 

provided lightweight threads, objects oriented programming, modules, garbage collection 

and type checking, which all contributed to the shortening of development time. NSM 

and FPI are multithreaded so they can handle multiple client applications concurrently, 

mimicking concurrency in the kernel. For interprocess communication, we used Sun 

RPC [SunRPC], Xerox P ARC Modula-3 RPC [ParcRPC] and UNIX FIFO files. 

5.1.2 Implementing Notification 

Both the FPI and NSM have an application library which is linked into every application. 

The actual services are implemented in the FPI and NSM servers. The libraries provide 

wrappers which initialize RPC connections and cause the RPC's to the servers to look like 

system calls local to the application. The key function of the libraries is in managing 

callback procedures. This is necessary because the callback threads need to execute in 

the application's address space. Each library maintains a table of callback procedures and 

arguments, indexed by environmental events. When an application registers a callback 

on a particular event, the library registers with the FPI or NSM server to receive the event 

and inserts the given callback procedure into the table entry for that event. An event can 

arrive either by RPC or on a UNIX FIFO, at which point the libr;;rry extracts the 

appropriate callback procedure from the table and invokes it. In our implementation for 

the Xt12 toolkit [Xtlntrinsics] [Asente], we mounted a UNIX FIFO as an input source for 

Xt, and caused Xt to call our table lookup procedure whenever the FIFO is ready for 

12Xt is a toolkit for the X window system. Wc-xmh was implemented using Xt and Xaw [XtIntrinsics], the 
MIT Athena widget set. 
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reading. The lookup procedure then invokes the application's callback procedure before 

returning control to the Xt event loop. 

5.1.3 Implementing the File System Property Specifications 

As shown in Figure 5.1, FPI has two components: an application library and a cache 

manager. The application library provides wrappers for all the file system calls, similar 

to libc.a13 , but re-directs those calls to our user level file system instead of the kernel. 

We implemented FPI as a user level process instead of modifying the NFS code in the 

UNIX kernel. This enabled us to easily experiment with different file system interfaces 

and implementations without dealing with the complexity of kernel programming or 

affecting other processes running on the workstation. In order to transparently route 

system calls away from the kernel, we implemented wrappers for existing file system 

calls such as open and close as well as the new calls we added. Applications which use 

the FPI must be linked with the FPI library (libfpLa). The UNIX linker resolves library 

calls on a "first come, first served" basis, thus in order to have libfpi.a's wrappers shadow 

those supplied by libc.a, libfpi.a must be linked before libc.a. For example, the open () 

call from an application linked with libfpi.a would go to our user level file system rather 

than the kernel open () call, whose wrapper is in libc.a. Although our user level file 

system is functionally backward compatible with the existing UNIX and NFS file system 

semantics, it is not binary compatible. Existing applications linked with libc.a must be 

relinked against libfpi.a even if they only want to use FPI's functional interface. In a 

production system where the FPI is implemented in the kernel, the new file system will 

be binary compatible. 

13libc.a is the UNIX C library, which includes wrappers for system calls. 
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FPI's cache manager maintains a file cache on the workstation's local disk. The cache 

manager's replacement and write back policies are detennined in part by the hints given 

by applications. For each file, the cache manager keeps the set union of all the hints 

given by different applications. Files marked "UserRequest" are given the highest 

priority, followed by "AppRe s oure e" and then "AppDa ta". The priority of a fue is the 

sum of all the hints it is associated with, so an "AppResouree" file shared by many 

applications may have a higher priority than a file with a single "UserReques til hint. 

Our replacement algorithm also ages all hints so their influence deteriorates with time and 

lack of use. The algorithm was kept quite simple because we were not trying to find 

optimal use for hints in the cache manager. 

Figure 5.2 - A Command Interpreter for FPI 

For our user experiments, it was useful for the cache size to be dynamically configurable. 

The FPI server has a command interpreter as shown in Figure 5.2. It allows the user to 

change the cache size dynamically, and to choose whether or not to simulate the network 

with LinkSim. We were able to observe the effects of a thrashing cache on wc-xmb by 

reducing the cache size. All network operations in FPI such as file copying were delayed 
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by the latency value supplied by LinkSim. Large files were delayed proportionally more 

than small files. 

5.1.4 Implementing LinkSim 

LinkSim is an event driven simulator for the packet latency of an intermittent network. It 

has three states: disconnected, connected and interference. The latency for both 

disconnected and interference modes is infinite. Disconnected mode simulates the user 

moving out of range of the communication medium or being forced to disconnect for 

congestion or cost reasons. Disconnected mode typically lasts from seconds to minutes 

whereas interference is temporary, lasting for a few seconds in most cases. Interference 

mode corresponds to the user moving near a phone, refrigerator or other sources of 

interference for radio and infrared networks. The simulator goes between connected and 

disconnected states, spending a random duration in each. A certain percentage 

(probinterl) of time in connected mode is spent in interference mode, and the duration of 

the interference is also a randomly distributed. We chose to model these durations with 

exponential distributions because we did not need to specify the variance. The means of 

the exponential distributions and probinterf, the percentage of time spent in interference 

mode, can be set dynamically using a command interpreter, as shown in Figure 5.3. The 

default means were 10 minutes for connected mode, 5 minutes for disconnected, and 2 

seconds for interference. On average, 10% of the connected time is in interference mode. 

Increasing the interference percentage has the effect of increasing the frequency of 

interference. 
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Figure 5.3 - The LinkSim Command Interpreter 

While in connected mode, the latency is randomly distributed but is a function of the base 

latency and the number of users sharing the medium. We modeled the interval between 

new users arriving and the duration of each user's stay as exponentially distributed 

random numbers. They can also be set using the command interpreter. The user can also 

explicitly set the simulation state and latency. This was useful for simulating voluntary 

disconnections. Figure 5.4 illustrates the output of a typical run by LinkSim. LinkSim 

makes RPCs to FPI and NSM whenever the latency changes, this proved to be much 

more efficient than having FPI and NSM polling LinkSim. 
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5.1.5 Implementing the Network Statistics Monitor 

13:00 13:02 

Our implementation for NSM is an event generator which monitors change in the 

network latency given by LinkSim and sends La tencyChanged events onto 

applications which have registered interest. If the underlying network interface is a real 
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network instead of LinkSim, our NSM will monitor statistics collected by programs 

similar to TCP [Postel]. For example, the TCP retransmission mechanism has an 

efficient and effective algorithm [Jacobson] for estimating the mean and variance of the 

round-trip packet latency. Therefore implementing the NSM in real networks should be 

quite trivial. 

5.2 Using Property Specifications for Application 
Programming 

5.2.1 Approach and Choice of Application 

Our primary goal was to gain experience in implementing and using new application 

features that support mobile computing. We were faced with the following possibilities: 

implement a new application from scratch, modify an existing application, or build an 

application independent tool as we discussed in 4.1.3 but make no change to existing 

applications. We would liked to have tried all three options, but time limitations forced 

us to choose only one. Our decision to modify an existing application was mainly due to 

our desire to learn about the effectiveness of application specific features as well as the 

implementation overhead needed to acquire them. We did not implement the application 

independent tool because we believe that the scope of support it can provide is limited 

and does not fully exploit the power of Property Specifications. Building an application 

from scratch would allow us the freedom of exploring new application features but it 

would be difficult fo~ us to gauge the implementation overhead caused by these features. 

We chose to modify xmh because it was widely used, had a graphical user interface, used 

the file system extensively. and because we had access to the source code. In addition, 

email was of particular inte~ : to us because it was being hailed by industrial sources as 
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the "killer" application for wireless mobile computing [Loudermilk]. Xmb's popularity 

was an advantage because our users were familiar with the user interface and basic 

functionalities, allowing them to focus on exploring the effectiveness of our new features. 

Some of the other applications we considered were: xrn14, cm15, and xedit16, because we 

felt they would be useful applications for mobile computing. We did not choose xm 

because it used NNTP17 to access its articles instead of the file system. Therefore, unlike 

the file system, any solution we provided for NNTP would not be applicable to any other 

application. We chose xmh over cm and xed it because it was more challenging. Xmh 

worked with a much larger data set and had many more interesting features. 

5.2.2 Wc-xmh: Weakly Connected xmh 

First we partitioned all the files wc-xmh used into two categories: resource and data. 

Resource files are needed for xmh's features, e.g. context, .mh_profile, mtstailor, and all 

the .xmhcache files. Mail messages are data files. We then had to understand wc-xmh's 

internal dependencies, i.e. the resources needed by each of its features. In designing the 

user interface techniques to handle graceful disconnected operation, we tried to be 

consistent with original xmh conventions and being as unobtrusive as possible. We were 

delighted to find that our users often did not even notice the new features at work until we 

pointed out to them. 

The majority of the implementation was fairly mechanical. An excerpt from wc-xmh's 

startup sequence is shown in Figure 5.5. Note mutual exclusion is not necessary because 

wc-xmh is single threaded. At startup, we register callback procedures to all the resource 

14X News Reader, a NetNews browser with a graphical user interface. 
15Calendar Manager from Sun's SparcStation DeskSet. 
16Simple text editorlbrowser built with the Xt toolkit and Xaw widget set. 
17Net News Transfer Protocol, xrn uses it to access news articles stored on a NetNews server. 

79 



files, and ask the cache to try to make them available. We then query the cache and 

enable or disable all the menus and buttons according to the availability of the resource 

files. The same callback procedure, EnableProperBu t tons () ,is registered with 

both the cache and the NSM. It is invoked whenever a resource file is paged in or out and 

when the network connectivity changes. EnableProperBu t tons () encapsulates all 

of xmh's internal dependencies. It enables or disables buttons depending on the state of 

the network and the availability of wc-xmh's resource files. Callbacks from NSM 

updates the network latency thermometer shown in Figure 2.3 whenever the network 

latency changes substantially. Code excerpts from Enabl eProperBu t tons () is 

shown in Figure 5.6 and Figure 5.7 shows the callback procedure for monitoring the 

network latency. 

static char *resources[] - { 
IIreplcompsll, II .mhyrofile ll , IIcontext ll , IImtstailor ll , 
IIforwcompsll, "components fl

, IIMailAliases ll /* etc. */}; 

struct latency latency_range; /* the latency range which 
defines what it means to be 
connected for xmh */ 

void InitializeWorld() 
{ 

} 

MonitorFiles(resources, EnableProperButtons(), NULL); 
MonitorLatency(latency_range, EnableProperButtons(), 

NULL) ; 

(void) MakeAvailable(resources, AppResources); 
EnableProperButtons(FilesAvailable(resources»; 

Figure 5.5 - wc-xmh startup sequence 
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The availability indicators described in Section 2.1.1 are implemented by registering 

callback procedures for messages, and adding or removing the asterisk next to the 

message header when the corresponding file becomes available or unavailable. Since wc-

xmh typically manages thousands of old messages, we only registered callback 

procedures for messages in folders which the user had opened. 

Boolean CompAvailable{) 
{ /* Dependencies of the "compose" feature */ 

return (BareEssentialsCached{) 

} 

/* resource files required by all features */ 
&& EssentiaIFilesMonitor[COMPONENTS] . cached 

/* the "Components" template is needed for compose */ 
&& TocGetScanfileCached{DraftsFolder» 

/* .xmhcache file for drafts folder is needed */ 
I I NetworkGood () ) i 
/* these files are all available if we are connected */ 

void EnableProperButtons{) 
{ 

} 

{ 

SendMenuEntryEnableMsg{Message Menu, "compose", 
CompAvailable{»i -

NetLatencyCallbackProc{event, latency, client_data) 
EnvEvent eventi 
struct timeval latencYi 
XtPointer client_datai /* unused */ 

switch (event) { 

} 

case LatencyChanged: 
NetLatency - latencYi /* NetLatency is global */ 
UpdateNetworklndicator{)i 
EnableproperButtons{)i 
if «PendingJobs > 0) && NetworkGood(latency» 

DoPendingJobs{)i /* send any pending mail */ 
default: break; 

Figure 5.7 - Callback procedure for network latency changes 
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Implementing the Smart Availability Management and Dependable Future Availability 

features as described in Sections 2.2.3 and 2.2.4 were relatively simple using Hinting. 

Resource files critical to wc-xmb's features were distinguished by the "AppResource" 

hint, given by the Gi veHint () call. Any user request to make files available through 

"Enable" or "BringOver" commands translated into MakeAvailable () calls with the 

"u ~ erReque s t" hint. These calls are answered synchronously, providing the 

application and the user with immediate feedback on whether the request was granted or 

not. Wc-xmh also registers callback procedures on any files explicitly made available 

due to user request, so that if these files later become unavailable, wc-xmh will either try 

to make them available or notify the user. This way, after the user has explicitly made 

some data and features available, he can continue working without worrying about 

unknowingly causing some of those data and features to become unavailable again. Thus 

the user does not have to request his set of data and features just prior to disconnection. 

He can request whenever he wants and unless otherwise notified, he can depend on those 

features and data to be available when he disconnects. 

5.3 Challenging Aspects 

Since wc-xmh was written in C, it was not multi-threaded. This made asynchronous 

callbacks difficult to implement. Fortunately, wc-xmh used Xt toolkit's event loop, and 

we were able to simulate an X event by writing the event record into a UNIX FIFO file, 

and mounting the FIFO as an event source for Xt. However, if wc-xmb is busy, the FIFO 

may not be read for a long time. We found that during long running wc-xmh operations 

such as generating the header summary for a folder, events were lost because UNIX only 

buffers 2 KB of data for each FIFO file. Our solution to this problem was for the NSM 

and FPI to each maintain a queue for all the events destined for a particular FIFO, and 
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monitor the FIFO with a background thread. Whenever the FIFO is empty or near empty , 

the background thread takes one event record off the queue and writes it to the FIFO. 

There are a number of difficulties associated with implementing the user level file system 

on top of the kernel file system. First, the user process only gets a maximum of 256 open 

descriptors, which must be shared by all of its client applications. This was not a 

problem in our prototype system because we rarely ran more than one or two applications 

simultaneously as FPI clients. Second, we could not arbitrarily assign "pseudo" 

descriptors for the files managed by the FPI because they might conflict with descriptors 

the kernel gives to things other than files, e.g. sockets. We generated non-conflicting 

"pseudo" descriptors by forcing the kernel to assign a descriptor to "/dev/null" every time 

we needed a new descriptor. The third difficulty with our user level file system was 

preserving the application library's state, e.g. our "pseudo" descriptor table, in child 

processes created by the exec () system call. The problem exists because our descriptor 

table is in the application's address space which is not inherited by the child process 

created by exec ( ). Our solution was to write the library's state to the /tmp directory 

before the ex e c () call and reading and restoring the library state in the child process 

when the library initializes itself. 

Xt, Xaw and the mh library programs consist a large amount of fairly sophisticated code. 

Our reluctance to change this body of code had two effects. First, we did not get to test 

out our ideas for "tri-state" buttons and "color-coded" buttons we introduced in Section 

2.1.4. Second, some of wc-xmh's new features were hard to implement because these 

library programs did not provide adequate error prevention and handling. For example, if 

the Xaw text widget cannot open the file containing the text it needs to display, it calls 

Xt's "quit application" procedure. Thus if we try to read an uncached message and the 

network disconnects while Xaw is trying to open the file containing the message, wc-xmh 
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will crash. Similarly, some of the mh library programs exit when they encounter errors 

like "network timed out". It is difficult for wc-xmh, which forks these programs as child 

processes, to detect and report such errors in a meaningful way to the user. 

Another problem we confronted was the need for atomicity and recoverability. This 

problem was amplified by the mh library programs: when they crashed, they often left the 

wc-xmh's file and directory structure in an inconsistent state. There are two 

complementary approaches to address this problem. One option is to provide application 

independent support, such as a file system level transaction mechanism which allows 

groups of operations to be executed atomically or use a programming language which 

provides transactions as primitive operations [Liskov87]. These solutions have very nice 

semantics but implementing them efficiently for production systems is a major challenge. 

Our other option is to always proceed optimistically, detect errors and restore the 

application's external state using application specific methods. We implemented error 

recovery for wc-xmh' s "pack" feature using this technique. "Pack" uses the mh program 

pack () to consolidate the message numbers of all the messages in a folder by renaming 

the files containing those messages. If the network disconnects while pac k () is 

running, pack () immediately stops and returns with an error. But it is impossible for 

wc-xmh to know exactly which message caused the error and how much pack () was 

able to accomplish. Thus the table of contents for the folder (the .xmhcache file) 

becomes out of date, e.g. the header for message 5 may no longer refer to the same 

message. Instead of executing "pack" as an atomic operation to ensure consistency, we 

chose to mark the effected folder as "out of date" and use wc-xmh's built-in feature, 

"rescan", to bring the table of contents up to date once connectivity is restored. "Rescan" 

generates new table of content files. This is an example where error recovery is greatly 

simplified by using application specific information and tools. We think it may be a good 

idea for system services to allow applications to override system level error recovery 
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methods with application specific ones. We believe that support for transactions will still 

be necessary for application operations where error recovery is difficult. Transactions 

may also be useful for application programmers who do not wish to deal with the 

overhead of writing application specific error recovery routines. 

We considered letting the cache manager allow applications to "pin" down files in the 

cache temporarily. The idea of "pinning" is not new, virtual memory systems [Y oung92] 

[McNamee] [Cheriton] [Harty] often provide this feature. In our file system, pinning 

would be useful to prevent errors caused by disconnections: an application can bring all 

the files it needs for a particular operation into the cache by calling MakeAvailable () , 

and pin them in the cache for the duration of the operation. Of course this only prevents 

those errors caused by using unavailable files when disconnected. We did not implement 

this feature because wc-xmh did not need it. We also had no desire to complicate the 

semantics of FPI or to distract any attention from clearly illustrating the idea of Property 

Specifications. 

5.4 Ideas for Future Work 

5.4.1 Verifiability of Property Specifications 

Formal specifications [Wing] allow us to reason about the correctness of programs. 

Although formal specifications are a promising area of research in programming 

methods, their utility across a wide range of software development projects has yet to be 

demonstrated [Liskov90]. But this is likely to change as we build larger and more 

complex systems. The use of formal methods is especially important for understanding 
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the behavior of mobile computing environments because they are massively distributed, 

highly heterogeneous, dynamically configured, and evolve over time. 

There exist languages and tools [Guttag85] [Guttag90] that reason about the correctness 

of programs based on their Functional Specifications. While Functional Specifications 

describe the behavior of the program, Property Specifications describe the effects of the 

computing environment on the program. We believe that it should be possible to reason 

about Property Specifications just as we reason about Functional Specifications. 

Auxiliary specifications are needed to model aspects of the computing environment, such 

as network latency and disconnections. Although it appears that modeling the 

environment in real time is difficult, e.g. distinguishing sluggish networks from 

disconnected ones, the fact that we were able to implement Property Specifications 

successfully gives us confidence that we can reason about them. We propose the 

verification of Property Specifications and formal specifications of environmental 

constraints as future work. 

5.4.2 The "cause/effect" Problem 

One problem in a multiprogramming environment is the "cause/effect" problem: when 

something is paged out, how does the user know what caused it to be paged out? When 

disk space is limited, the user needs a way to tailor the availability of features, which 

requires knowledge of the effect of enabling one feature on the availability of others. 

This is particularly difficult when the operating system is multitasking: background jobs 

may be running and may wake up to run periodically (e.g. cronjobs18), causing files to be 

paged out of the cache. 

18Background UNIX tasks which are scheduled to run periodically. 
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We are optimistic that this problem can be solved for two reasons. First, inside the cache 

manager, there is definitely sufficient information to know at least which application 

caused paging activities. The cache manager may allow some files to be marked "super 

critical", and when they must be paged out, it will lock the cache and notify the 

application before proceeding. The application can tell the user the consequences of this 

file being paged out as well as the name of the other process which is causing this file to 

be paged out. At this point, the user has the option to directly influence the cache 

manager's decision. 

The second reason for our optimism is that disk capacity will continue to become less 

critical in the future. Portable computers today often have hundreds of megabytes of disk 

space19. Increased disk capacity means we will not need to deal with application features 

and data on as fine a granularity as we did with wc-xmh, where messages and features 

were managed individually. Future applications might only allow the user to manipulate 

"working sets" consisting of large chunks of features and data, and either all or none of 

the features and data in a group are made available. This level of granularity would make 

user level negotiations much simpler. Another consequence of the increase in disk 

capacity is that applications can afford to keep resources like icons and fonts with the 

executable like Macintosh applications, rather than like UNIX applications which 

separate application resources and binary. If we assume that the application's binary and 

resources are local on the portable computer. we can achieve a high level of availability 

without using the "AppResource" hint. and not have to monitor every feature with 

EnableProperButtons(). 

19por example, I recently acquire- 210 MB Macintosh Powerbook internal disk for $575. 
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5.4.3 Supporting Atomicity 

Another interesting area for future research is in investigating data access interfaces 

which would provide better support for data consistency and atomicity. It might be 

interesting to try organizing the file system as a database and to think about operations on 

files as database transactions rather than as operations on a collection of bytes. This 

could make error prevention and recovery easier for the application. More attention 

should be paid to understanding the tradeoff between the semantics of the data access 

interface and its efficiency, and the role of application specific error recovery in allowing 

more optimism but using weaker semantics. 

5.4.4 Remote Evaluation 

Another interesting area of research is in providing support for remote evaluation. 

Remote evaluation would be particularly useful for implementing features like wc-xmb's 

"rescan". "Rescan" generates a table consisting of message headers by examining every 

message file belonging to the same folder. "Rescan" is expensive because it causes the 

cache manager to page in all the message files which will be used only once. Remote 

evaluation can prevent "rescan" from thrashing the cache by executing the code to 

generate the message headers on a backend machine. It might be challenging and 

expensive to implement general remote evaluation where an application can execute any 

arbitrary program remotely. An alternative approach is to provide a toolkit of popular 

remote procedures, such as searching. The toolkit procedures are implemented by a 

proxy process running on the backend which communicates with the toolkit on the 

frontend via RPC. For example, the toolkit might provide remote - grep () for 

searching. "Rescan" would call the remo te - grep () wrapper in the toolkit, which 
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sends the arguments to the backend server. The server executes grep ( ) , accessing files 

over a high speed network, and returns the result to the toolkit. Then wc-xmh would 

complete the "rescan" operation by formatting the headers returned by the toolkit into a 

table of contents fIle. 

5.4.5 Loose RPC 

We also feel that traditional RPC semantics are too strong for an intermittent 

environment. It might be interesting to explore a "loose" RPC mechanism which allows 

the application to make a call, disconnect, and then asynchronously reconnect in the 

future to collect the result. For example, an application may send a database query to a 

backend database server, disconnect, and eventually reconnect to retrieve the results of 

the query. On the client side, we need to put calling threads to sleep during the call and 

waking them when the result becomes available. On the server side, we need to collect 

and buffer results for future retrieval. The key difference between "loose" RPC and 

traditional RPC is that the call is not completed by the server returning the result as soon 

as it is produced, but rather by the client who eventually reconnects to get the result. 
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Chapter 6 

Experience and Evaluation 

We have learned a great deal from building and using our system, even though our 

experience is limited to one programmer and five users, four of whom read email with the 

prototype in a simulated environment for about a week each, and the other (biased) user 

used it for several months. In this chapter, we first highlight some of the interesting 

feedback from our users, and then conclude by evaluating the effectiveness of wc-xmh 

and Property Specifications in meeting our goal of supporting graceful disconnected 

operation in an intermittent environment. 

6.1 User Experience 

6.1.1 A Furious User 

One day a furious user walked into my office. He demanded to end the experiment early 

because "[he does] not know what is going on with the simulation and wc-xmh is 
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unusable". "But you had no complaints during the first two days. What specifically do 

you want to know?" I asked. He then told me that he had clicked a button to open a 

folder and waited for a long time and he was not sure if wc-xmh was hanging, so he 

ended up killing the process. He found wc-xmh to be no longer usable because he felt 

uncomfortable waiting for any slow operation to complete. After examining the code, I 

realized that his problem was caused by a bug in EnableProperButtons () which 

overlooked some of the folder buttons. After I fixed the bug and explained to him that 

wc-xmh was designed specifically to prevent problems like what he had experienced, he 

continued with the experiment. 

The user's fury caused by this bug immediately underscores the problem this thesis 

addresses: unpredictable failures are intolerable! Although LinkSim produced unplanned 

disconnections quite frequently, none of our other users found using wc-xmh to be very 

different from using xmh. This is an encouraging sign that wc-xmh was effective in 

allowing users get work done despite the intermittent network. 

6.1.2 Obtrusive User Interface Techniques 

The fIrst user of the wc-xmh complained that after he had left wc-xmh running overnight, 

upon his return, he found his screen covered by about a dozen pop up notices telling him 

that various features were no longer available . We learned two lessons from his 

experience. First,' it is very important for an adaptive user interface to behave 

unobtrusively. The user should be warned with pop up notices only when absolutely 

necessary. Second, pop up notices about features being unavailable are a lot more useful 

if the user can find out what was the cause. This problem raises some subtle issues about 

the role of cause and effect as discussed in Section 5.4.2. When some features of 
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application A are paged out, the user needs to know whether they were paged out by 

some unimportant background job or by application B when he asked it to make some 

features available. If he knew the cause, he could kill the background job or ask B to 

make fewer of its features available so he could retain A's features. 

6.1.3 Voluntary Disconnection 

One user simulated voluntary disconnection by manually switching LinkSim between 

connected and disconnected modes, pretending that he was moving in and out of active 

areas for his portable computer's radio. The surprise came when we examined his 

activities log. He was connected only a few times each day, and eacp. time for only a few 

minutes. Apparently the confidence he has gained in wc-xmh's ability to operate 

disconnected allowed him to dramatically lower his connection time. It appears that if 

the application does not handle disconnections gracefully, the user would remain 

connected for much longer than necessary just in case he might do something which will 

hang or crash the application. 

We feel that the applications' connectivity requirements can be reduced even further by 

generalizing Notification. For an application which is voluntarily disconnected because 

of network cost or congestion concerns, it is very useful to have backend services which 

will notify the application when something of interest happens. For example, wc-xmh 

would like to be notified if new mail arrived in the user's mail box. Another example: 

when I am away from my office and another user tries to schedule a meeting with the 

calendar manager on my workstation, it should try to confirm the appointment by paging 

the palmtop computer I carry with me. Notification is not only useful for managing 
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applications in an intermittent environment, but more importantly, it can reduce the 

applications' connectivity requirements. 

6.2 Five Conclusions From Our Experiences 

First, intermittent connectivity is a good model for mobile computing environments. For 

most mobile computing applications such as mail or news browsers, editors, calendar 

managers, and database browsers, strong connectivity is not a strong requirement because 

we can exploit the locality in their data sets. We believe the predominant mode of 

operation will be autonomous applications which occasionally connect to backend 

storage or retrieval systems, burst or trickle some data, and then disconnect. Intermittent 

connectivity is also cost effective if users are charged for network services, e.g. cellular 

modem users are charged based on connection time. Finally, the reliability of wireless 

networking will always be constrained by cost and the physical environment. An 

intermittent model for connectivity is practical because ordinary radios will always be 

cheaper and smaller than radios optimized to work near refrigerators. 

Second, Adaptive user interfaces are an effective way for providing fine grained graceful 

disconnected operation. By fine grained we mean that we can manage the availability of 

a partially functional application at the level of individual features or data objects. 

Adaptability is a powerful way of influencing a user's expectations in the capability of his 

application and computing environment. The user is hidden from the intricacies and 

dependencies in the system and interacts with high level entities like application features 

and data objects, e.g. appointments in calendar. Applications which are informed about 

their environment and can adapt to changes in it will thrive in mobile computing 

environments which are highly heterogeneous and dynamic. 
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Third, autonomy and predictable performance are key requirements for mobile 

computing. Autonomy and predictable performance are the prevailing reasons why we 

are willing to tolerate noisy and bulky workstations or personal computers on our desks. 

Graceful disconnected operation provides both autonomy and predictable performance. 

Ca.ching enables autonomy, and user friendly management of partially functional 

applications provides predictable performance. Predictability means there is a close 

correlation between user expectation and reality. Our users were highly irritated when 

their expectations were not met, e.g. when pressing an enabled button caused the 

application to hang. Predictable performance was enough of an incentive for our users to 

become a little more knowledgeable about the environment and to cooperate with the 

application in managing availability. Adaptive applications are important because they 

greatly reduce the amount of knowledge the user needs to have about the computing 

environment in order to work effectively. 

Fourth, Property Specifications reduce the programming overhead for application 

features supporting graceful disconnected operation. As illustrated in Section 5.2.2, well 

designed Property Interfaces made most of our modifications to xmh fairly trivial. We 

only began to fully appreciate our ideas when we had to implement some new features on 

top of these libraries which do not export Property Specifications, such as Xt and Xaw. 

For example, Xaw causes the application to exit when it encounters network timeout 

errors and we had no clean way to catch those errors and continue without leaving the 

toolkit and application in a slightly confused state. We experienced first hand the effect 

of programming with the wrong abstractions in producing ad hoc code and frustrated 

programmers. 

94 



Fifth, application specific information can greatly simplify error recovery. Even til0ugh 

this thesis does not address cache consistency as a research topic, we had to provide 

practical consistency mechanisms to entice our users to trust their mail to our system. A 

errors occurs in our system when a cached file becomes stale because the original was 

modified by a third party, e.g. the .xmhcache file changed because the user incorporated 

new mail from another instance of xmh while wc-xmh was disconnected. The system 

detects the inconsistency, but can do little to rectify it because .xmhcache looks like any 

other sequence of bytes in the file system. Traditionally, the system alerts the user who 

must then manually sort out the problem. Based on the observation that our attempt to 

hide such errors from the application burdened the user, we allowed wc-xmh to override 

the system's default error handler on .xmhcache with its method. The error handler 

supplied by wc-xmh simply called an mh library routine to regenerate a most up to date 

.xmhcache. Resolving the inconsistency was a trivial task for wc-xmh because it 

understands the exact semantics of the .xmhcache file. 

6.3 Evaluating Property Specifications 

The strengths of our approach lies in the effectiveness in supporting both planned and 

unplanned disconnected operation. We demonstrated the usefulness of adaptive 

applications and how user expectations can be changed while still keeping the user 

hidden from the intricacies of the underlying system. Property Specification is a 

powerful abstraction for providing system level support for achieving autonomy and 

predictable performance. Query and Notification allow centralized and efficient 

monitoring of environmental events, and ensures that applications are notified of 

environmental, changes in a timely manner. Hinting provides a general way for 

applications to influence and customize system level entities without having to deal with 
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unnecessary details of the implementation. Although applications must be modified or 

rewritten in order to take advantage of Property Specifications, we take great comfort in 

knowing that the new interfaces are backward compatible and existing applications can 

be ported incrementally. 

Although Property Specifications greatly simplify the implementation of some 

application features, one disadvantage is that it requires extra understanding from the 

application programmer and the operating system programmer. The application 

programmer must understand the internal dependencies of the application, and the 

operating system designer must decide which properties and tools to include in the 

Property Specification. We believe that there is a lot more to learn about building 

systems and applications for mobile computing. W c-xmh is evidence that there is fruitful 

research in this area. 

Critics may argue against Property Specifications because we give up transparency at 

both the system and the user level. We believe that complete transparency at the user 

level is impossible in an intermittent environment. The fact is that if the network fails 

frequently, then the only choice we have is whether to deal with it in the system, in the 

application, or leave it to the user. It is not surprising that traditional system interfaces 

are inadequate for supporting mobile computing because they were designed for 

stationary workstations connected with network cable~ which fail very occasionally; and 

when they do fail, we reboot our machines and g() f<)f" coffee. Mobile computing 

radically changes our assumptions about the computin~ environment and require new 

abstractions and tools to be developed. Property Specifications is a step in this direction. 

By specifying the properties of the environment and the functions provided by the 

implementation in separate interfaces, we give power and flexibility to sophisticated 

applications while maintaim:-:; transparency for ordinary applications. 
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