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SKEYINp

SKFCK

LysR2
LWaR3
EQuy
SLDsR2
BAL s SR
BCS,8
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CLM,RE
BCR,S
FIN
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BAL»15
B
LwaDy
PULL
BALsSR4
B

£Qu
PULL

B

EQU
BALa.11
BrS.8

KPLBsR7
KPL, *1,R7
$

8

DEVCK
KEYERR
RBCADE
RBL Mg
KEYERR

CWECK IF LEGAL DEVICE

H
Ne RB DEVICES aN sYMBiaNY KeYINg
]

!
Rg
SKFeK
SKFRM
SRy
R2
SYMCOM
KEYINR
$
R2
KEYERR

s
NXKICMR
SKEYIN?
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Ho49g
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88#90
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0049¢
00kAD
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O04AY
N04AZ
O04A3
004AL
B8une
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NOHAT
NO4A8
nO4A9
AOHAA
52&Aa
00%AC
AOU4AD
O ouAE
OOLAF
004BO
no4B1
do4B2
no4B3
00484
88435
4Bg
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00487
,oo“gs
489
004BA
AnkBB
38«8:
604Bp
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22300003
718604DF
F83pn000F
6“38849C
20F00001
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004a1l

&AB00039
«88004A¢
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#1388890
£9300497
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22200005
30980007
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48200497
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gKEYIN2
GIFLD
SKEYIN2
KPLB

7

KFLa7

S&EY!NZ

&
SKEvyIN2
921
110y
SKEYIN2
'

*9,
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Xtpp!
LBY
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SKFF
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2417
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2427
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ol
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O04BF
do4Co
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do4C2
ao4C3
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60“C5
ao4Cé
004C7
004C8
01
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no4CA
no4CB
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oobgg
Aok
RO4CE
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no«gﬁ
o
834p?
604D2
no4D3
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00404
do4D8
004Dé
004p7
HoHD8
50689
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'7%
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320E0005
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680004CF
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69300404
&AF Q0499
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«8000066
25Co00008
»0C00000
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SKFF
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SKFRM2

BalLs1®
LwsO
BNEZ
Lt.12

BaLs15
BCS,8
Clay
BG
LWasl2
B

EQU
BALay®
LWsq3

EnQu
Balis11
BAL,s ¢S
LWwsgé
EQU
Cls,n
BNE
BaL,15

EQU
PULL
BaLast1

B

SL.Sat2
Alst2
S1L.S.3
B8R, 2

SKFSEY
KPLBs7
s*3

0

SKF 4
DECBNV
SKEYINZ
33
SKEYIN2
1

SKF 1

]
SKFSET
KPLB,7?
SKF 4

$
8CPCK
SKFSET
KPLBa.7
R

’
SKFRM»
SKFEK
SKFRMY
SKEYIN2
s

s¢
SYMTARCK
$e2
KEYERR

8
KFRMGFC
16

3

KSGeo

FALL THRU T8 XSGCQ

138



Ho1

17142 SEP 08
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2441
2442
2443
2444
2448
2446
2447
2##8
244

2450
2451
2452
2453
2454
2455
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2456
2487
aNs8
2459
2460
2461
2462
2463
2464
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o1
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(0}
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01
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01 004nC
Ho4DE 6A400000
004pp ~8000068
0604DE #800006D
Ao4DF 40C6D6D
01 004r0
Ao4ED 22100000
A0%E1 ~8300497
0o4E2 R2100000
004E3 72120000
AO4Eé 21100000
no“ES 69300497
oo4Es  F800000B
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Ksaeo EQU s
&l*iiiliiﬂl*i**iﬂ*ﬁ&liliiﬂ‘l&i*ﬁ*ﬂ6#!#*****&%&#Qﬂi*#*‘{&*iﬁﬂ**l**‘***’i
“Fx NAME & KSGeR
*Fy i}
“re PURPBSE} T8 pRAVIPE A KEyIN INTERpACE T8 THE Sgco ROUTINE 1IN
*re coer,
“Fa
“Fa DrSCRIPTIANG BALS T8 SGCQ WiTH THE NOBRMAL RgTURN GAING TE
*Fo KEYINR (KEYIN EXIT) AND THE ERRBR RETURN
#F s a8 INg T8 KEyERRY (1 ATER' MESSAGE AND ExIT),

L ryenyppe et TR FYT YT L FERYRIYEFYEYYSYYY IS A2 RLIR LRSI 2 XL AL L AL L
»
BAL 4 sGCQ

B KEYERR!
B KEYINR
SPACE 5
FKrC TeEXT v FBU,
8CpcK EOU $
LIsRY aCP1s
BE SKEYINZ

LWaRY #TSTACK
LRaRY DCT4sRY
CraRy 8CPTYP

BNE SKEYIN2
B8 “11
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2467
2468
2469
2470
2471
2472
2473
2474
2475
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5&
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7

X

9'

10+

11+

12+

13%
2476
2477
2478
2479
2480
2481
2482
2483
2484
2485
2486
2487
2488
2489

01 OO04p7
BO4EY 22400000
004E8 48300066
004ES 22400000
O04EA 92100000
HO4ER 72320000
Go4EC 91300091
Bo4ED #83004FB
004EE  4410Q4EB
do%EF  atkooo01
60%Fo 69300066
y04F 1 122A0000
H04F2 25200110
HO4F3 221000E2

rd

> X >
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Kigrsy
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T I Y3 Y2232 22 SR XSRS R A2 FRSRSYR YR LSS SRR RASYESE A AL 2D B0

*Fy
*Fa
*F »
“Fa
SF»
*F %

*Dy
“o'
*Da
“Dsy
*Du
QD;
#Da
L
*Day
iDg
*Dw
’D‘

»

K187SYo

KISTSY,

NAME ¢

K1STsSy

PURPBSE! T8 pROCESS THE 1SS! (BTART SyMBIANT) KEyIN,

DESCRIPTIANS

NAME?

Call:

REGISTERS!
ENVIRONMENT]
DpSCRIPTIGNI

L1,Ré
BeZ
L1,Ry
LB,RY
LBsR3
C1.R3
BE
BDR,Ry
ClsRy
BNE
LDsR2

gLDsR®

LTs,RY

IF ONLY {1 LBCAL INPUY SYMBIGNT EXISTS, AN

1gYYNDD,1' KEYIN 1§ SIMULATED T8 GET 17 GBING

BRERPRRRRBRRRRRRRBR RPN R R BRRERRRTRB RN BB BRI R T R IT 03203090040 00 040203620 00 0

KISTSy

KEYIN FORMAT;

MASTER /MARPED

ALL ARE VULNERABLE

SNDUX 1S SCANNgD AND tF BNLY 1 INPUT SYMBIONgy

1S PRESENTs A '"SYYNDD,1' KgYIN 1S SIMULATED FR THAT
SYMBIBNTY (!SyyNpp,1t 16§ pLACED IN KEYINBUF) AND KFYIN
1S RESENTERED AY THE TOP,

L Z Y T 3 2 X2 YT R XYY ALY NS YR TE YR SSR SRS R XY 2SN R AL S AL S 4

SNDDX
KEYERR

0
SNDDX
SYMyaR1

1
KISTSY2
KI1STSYq

&EYERR
DCT464R5
16
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NN, SYSMBIONTY SYSTEM
NAs« BF SYMBIBNT DEVICES

ves

NB L 8P

WAS THERE BNLY ¢ INP, SYmR,
N®w=ERRSR
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2498
2499
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ol g
o1 &
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01 ¢
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Ao4F4 75100002
004F8 22100001
AOHF 6 22406BCS
d04F7 85420003
No4F8 n2200020
Ao4F9 »B200000
004F A 8000027
004FB ¥2220000
) oooooob;

AoNFE 19200000
6o4FD 689004EE
004FE 22500002
NO4FF 20400001
60800 ABO0O0OMEE

X > > >D>

>»>»

»
Kigrsy?

STB.R1
L1sRy
L1sR4
STH.R&
Let
STM.R2
B

LR,R2
[o].]
CLM,RE
BCRsO
FIN
LWaB
AlsRé&
B

R2

1
1aly
R3sRy

2
KEY INRUF
KEYIN2Q

SNDDX,RY
RBCADE
RBL 1Mg
KISTSYY

2
1
KISTSY!

MAKE NAME SYMBIGNT

STBRE AS SNAME,!

KeYIN wiLl D@ THE REST

Gpy DCYX
H

tF tH1S 1S AN RB DgV]

CE sk

AND DBN1T CBUNT AS A CARD é

!
BUMP CBUNT 8fF INPUT DeTx1s
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7o
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9
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12«

13

14

g+

16+

17*

1as

ig*
20+

AR

-4

23+

24w
a5
26+

27

28+

zo»
30+
3ls

32*

33+

34

35

364

YA

o1
ol
o1
ol
o}
o1

i
o
01l
ol
ol
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SEP 08, '7R

01 00snl
00501 «A4p0B26
no%02 32400003
60803 204FFFF?
00504 2260000¢
60508 »QE00002
00%06 ¢540000E
00%07 20300003
00%038 2530007¢
A0509 20302700
H0S0A 25300010
60508 353C0000
no%ocC 22300000

> >>P>P>> >

ERSEND
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HRRRRRRRR R RRRFERRRRRRER R D AR RRRBRF R BRBPRRRRERRRRRRE R R R BT RN TN

‘F“
"
*Fyu
*Fw
*F »
e

NAME ¢ ERSEND
PURPBSE! 18 PRACESS THE 'ERSEND' KEYIN,

DESCRIPTIONG CAUSES SpECIF1eD MESSAGE T8 gE pUT INTE THE
ERRARLEG AS A TYPF»27 ENTRY,

(2T Y ST I 22 XY Y Y s 2R R R R Y Y YT YIRS TSR R TR TR S 2 R L 2 4

D
“De
*D*
*Dw
*Pw

*Dw
DD*

»

B
*Dw
L
lD*
*Dw

NAME } ERSEND
ERSEND TEXT

KRRMVO, FRRLBG, RMB

cally
INTERFACES
ENVIBRNMENT ;

KEYIN FBRMAT;

MASTER/MAPPED

DeSCRIPTIONI  CALLS KRBMVO ta ACGUIRE AN MPBBL BUFFER AND MOV
THE MESSAGE TEXT FReM KpYINBUF 1@ THE BUFFERe ERSEND
THEN pBRMATS THE guprER AS A Typgw27 ERRBR 845 ENTRY
AND CALLS ERRLBG, RMB 1S CALLED T® RELEASE THE
MPOBL BUFFER,

PRRBRENBREBYRRR R RN PRI RR P ERBDERRRBRBRRRBERRRRPHBRDRRERBRR R RE RN BR R u %

*

BALs4 KRBMVO GFT AND MBVE MgG

LWak 3 TATAL # BF BYTES

Alsd .9 DFCREMENT 4 OF BYTES
LW,e 14 MAN BUF ADDRS

Alsté 2 PAINT T8 MSg L8¢c

STBs 4 o164

Als3 3 RAUND

8.8, 3 el . Tat8TAL NUMBER OF WBRODS
A1,3 X'2700! CREATE ERRBR MSG HMEADER
81.8,3 16 SHIFY INY® PBSITION
STws3 026 AND pUT INTB pLACE

LWa3 TIME TIME
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38« 01 AO%OD 253Co001 A STW.3 146 INT® BUFFER

39* 01 H0oB0E #A800000 X BAL,S ERRLBG ReCBRD MSG INTB LOG

40* 01 AosOF 20gFFFFE A Al,14 .l PRINT T8 BEGINNING BF MPasL
41e 01 60510 »2B0006p Llatl KEYINR ¢OMPLETIAN EXIT PBINT

42» 01 noB11 ~8000000 X B RMB RELEASE MBN BUF,
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2518
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2523
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2525
2526
2527
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1as
X
3
4 »
5*
6*
7.
8
9w
10+
11
12+
2%529
2530

00000001

01 00542
01 60si2 22C00000 N
01 00%13 48300066
01 00514 22C00000 N
01 60518 21800015 A
0l 00516 «9300528
01 nosiy 2200000 A
01 no518 6800040C
ol coslg  22C00000 N
01 6051a ~8000520

01 00548
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Da RBCBDF H
* - .
KRBBCST EqU $ P T T T YT vep pipiy Jpaery P T Y
2 Y I XY YT YRR RRYARS ALY YRS RIS SES RSS2SR SR L R 4
*Fw NAME ! KRAREST
*Fu
:§¢ PURPBSE! TO pROCESS THE tRpBPESY! KEYINS
»
“Fu DESCRIPTIaNé CAUSES THE SPECIF1ED MESSAGE T8 BE PASSED T8
*F» RBBAY VIA A sYMBIGNy GHBSY COMMUNICATIEBN BUFFgR)
SFw THIS MESSAGE wlLL THEN BE BROADEAST T8 AL REMBTE
*F » TERMINAL BPERATBRS,
2T F Y s IS S 222 RIS IR I 2RI TR PR TTRTS LYY RS Y PR Y ETYE L L L L4
»
L1,12 8FFR1Y PUy MgSSAGE IN MESSAGe Filp HEADING
Bel KEYERR ALL RBTS, ERRBR IF NOT RBSYSTEM,
L1,12 BCSYGFC MeSSAGE R1420 R12 Ggy GHAST FUNCTI
C1,8 X118 FAR RBBDCST
BNE KRBMV
L101“ o .".p.--g'wtg.,nﬂ-q.....;--.pp--..q
B KSGeo
* PeemoepanPRencssetTnygees P orvene®Pleosrese
LI TS 2 XSS T YR YR AR Y S E RS AL RS2SR IYYRS TSRS SIS S SRS ESL RS SRS S A 2
*Fa NAME ! KRBCAM
*Fw
:r' PURPBSE: T® pRBCESS THWE 'Rpedmt kEVIN
Fa
*Fe DFSCRIPTIBN; PASSpS RBBAT A KCOMGFC GHBST FUNCTIBN €BDp FBOR
*Fu PROCESSOR TO PRACESSAR CEMMUNICATION,

L F YT T2 YT SIS IS NS T XARS R R IS SY YRR 2SRRI SRS SR 2 SIS LS LS L8R 4
*

L1,12 KCOMBFC

B KRBSe

*
KRBSEND EpU L ] SEND A MESSAGE Y6 THE SPECIFIED RBT

T YT YRPTrwews s 2T TTYER YL AT TSRS YSY S XSS RS RS RL RN X R LA 2 28 2 2 )
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2531
2832
2533
2534
2535
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253y
2538
2539

1

2&

i}

e )

5&

6»

7«

]

g¥

10»

11

12+«

13

14

15«

16*

17+

1g*

19+

20+

2i»

22*

23»

2 *
254
2541
2542
2545

0L 00siR
ol oosic
01 A0Sin

17%

22DE0Q0, A
22D0000D A
21D000D5 A

*F
“F
LI £
*E .
*F»
*F»
“Fa
h"g

NAME ¢ KRBSEND
PURPOSE: T8 pRACESS THE 'RgSEND! KEyINe

DESCRIPTIQNA CAUSES THE SPECIFIED MESSAGE T8 B PASSgD TB
RBBAY VIA A SYMBIANY GHAST COMMUNICATIBN BUFFgR)
THIS MESSAGE WILL YHEN Bp SENT AS THE NgXT PRINT FllLg
T8 THWE SPECIFIED DEvIEE BR WORK STATIEN,

I I L R iy a2 YR R YN AR A X R R R Y Y R YR ST XSRS 2SS S 2SR S AR AR 20

#De
“Da
*De
*Ne
“Dw
’ID‘
ﬁD;
*Da
*Da
*Dw
'DQ
#Ds
Dy
OD‘
#Dy
QD.,
*De
*De
“Da
*Dg
%DQ
*Da
*De

NAME } KRBSEND
ENTRY KRBBCST, KRBCOM

Call! KEYIN FBRMATS! |RBRDCST!
IRBSEND | TEXT
IRBCOM |

INPUTS Ry = aADR OF ngza-ﬁAnAM;;ER LISY
REGISTERSY AL ARE VULNERABLE

INTERFACE; KRBRMVO

ENVIRONMENTE MASTER/MAPRED

DESCRIPTIAN; VERIFIES TMAT REMBTE PROCESSING IS INCIUDED IN
THE SYSTEM (1F RBRDCST) BR THAT THE SPECIFIeD STATISN
zg ACTIVE (1F RBSpND aR RBEBM) AND Callg KRAMVO t8
MOVE THE MESSAGE FR®M KEYINBUF T8 AN MpP8B_ B 8cK wHIC
WiLL THWEN BE PASSED TR RBBAY WITH AN APPRBPRIATE GHOBS
FUNCTION CODE (BCSTGFC IF RBBDCST; SNDGFC IF RBSEND
KCOMGFC IF RBCBM) VIA THE KSGCA RBUTINE.

BRARTR U R BB B R REERRBRR R B RTRRERRERB B RP BB RN WGB3 20 000N

»

Lw,13 KPLBe1,7
LB,13 13
clas13 tN1
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2546 o1
2547 01
2548
2549 01
28%0 o1
25%1 ol
2852 (0}
2%83 o1l
2554 01
25585

1w

Ttz SEP o8
noSig

6081LF
-0t
00520
00521
no%22
00523
noB%24
005258

7%

69300066
22Co00000

00520

«ADooS 44

73040000 X

68300066
25200008
49Co0002
2240053A

KRRSC

KRRMV
»

BNE
L1ast2
EoU
BAL,y3
MyB, 0
BEZ
SL.Ss2
BRL12
LYs4

FIN

KEYERR
SNDgFC

*

KRBDCT
RBBtIN,2
KEYERR

8

2

KRBMV4
KRBMVO
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DeTX 18 @BTAINED BY KRBDCT, IF RBT
NeY LBGGED 8N 8R IF NB MESSAGE ERRS

FBR RBSEND
FaLL THRU T8& KRBMVO
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2%89
256
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2564
2565
2566
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o
3
4n
5&
6
7 #*
B
9!
10+
11
12+
13
14#
ig+*
16+
17*
18+
19«
20+
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22*
23

2547
2568

17342 SEP DR, '7%
01 00526
01 AoB2s 4AB00000O X
ol #o%27 68300068

2569

KR8MV(
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EQU s

L I T S XS s T 22222 YT FYYYIASI RS2 YY R YR YR SRR S YRR LIS FE LTSN L L L LR S

*Fa
*F %
*Fu
*Fw
*F»
*F
*Fa

NAME $ KRBMVO

PURPBSE: SUBRBUTINE T8 MANIPULATE A KEYIN MgSSaGp SUPPLIED VA
RBBCgy/RBSEND/RBCAM/ERSEND KEYING®

DESCRIPTIANG ACQVIRES AN MpBBL gUFFER AND MBYES THE CURRENT
MESSAGE IN KEYINBUF INTS THWE BUFFER.,

T Y T Y I 2 T Y Y Y A S T R Y R PR YT PSS SS ST SR YRR YT RS L L 2 2

&D“
l'D‘
*Du
*Da
*Du
*Na
*Dy
*Dw
*Da
'D*
*De
*Da
*Du
*Da
*Da
*Da
QDQ
*Da
*D»
*De
QD*
DD*

*

NAME ! KRBMVO
CALL! BALIR4 (SEE DESeRIpTIAN BELBW)

INPUTH Ry = ADR 8F KpYIN PARAMpYER L1ST
KEY INRUF

suUTPUT R1b s MPOBL BUFFER ADDRESS
R3 = NgXT AVAILABLE (BYrg) POSITIEN IN MPAal RUFFgR

RFGISTERST RO, R}s» R3 & Rit1 ARE vy NERABLE

INTERFACEy GMR, RMB, KSGCO

ENVIRONMENTI MASTER/MAPPED

DESCRIPTIAONS ACQU!RES AN MPBBL BUFFER V1A GMB AND MBVES UP T8
;2 CHARACYERS (1GNBRING LpaDING BLANKS) INTR THE
UFFgr, IF CaAlLLgD BRY KRBBESY 8R KRBGEND, RprURN 1§

MADE IN SycH A WAy AS 78 ¢ bL SaeQs RELEASE THE ByFFE
vIA RMB AND gX1v, 1F CALLE BY gRs:ND, REYURN IS T8

BAL#*4,
’D"""'*****"’*’..‘“""’.*l‘.*’.."’**“.."*"’.”ﬁ""*‘.“‘.”****’ﬁ**“*.***ﬁ'
BAL211 GMB
BEZ KEYERRy SAY LATER IF NONE
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2570
2571
2572
2573
2574
2575
2576
2577
2578
2579
2580
2581
2582
2583
2584
2585
2586
2887
2588
2589
2590
2891
2592
2593
2594
2595
2556
2597
2598

ol

o1
01

ol
ol
ol
ol
o1
o1

i
o1
ol
ol
ol
ol
o}

o1

ol
o} }
01

0l
01
ol
01
01
ol
o1
ol

60%28
oo529
00524
00%2n
noseac
60520
ho%2g
00Sar
40530
00531
00832
00533
60834
00538
no836
a08537

538
00 o1
Ao%39
0053A
ofel %c]: ]
0053C
00%3D
HoS3E
0053F
00§40
00541
00%542
00543

175

223000014
21400534
«830052¢
22300009
R21E0001
72020000
21000015
~8300539
21300001
«9300534
21000040
«83008536
FS06000E
20300001
20100001
21100048

~8200%52D

00549

> > > > > >» > X>>

«8080000 A

22B00066
203FFFFF
~8200000
21300050

42200000
F%30000F
?2800058
#A400000
8000000
68000060

x X > X X>

KRBMVy

KRBMV2
KRBMV4

L1s3
Clais
BE

L123
LWa1
LBsp
C1,0

Cl.2
BNE
€1,0
BRE
8TB,0
AT,3
AYast
Clat
BLE
EQU

LYas11
AT,3
BLE2
Cl,3
BG
STB,3
L1,11
BAL. 4

1
KRBMV,
g2

9
KCCP,7

KEYINBUF 2y

Xtige
KRBMV?2
1

s+3
]
$+3
olh,3
i

1

72
KRBMV 4
$

Oasb
KEYERR
wl

RMB

a0

RMB
*ie
KEYERR1]
8GCO
RMB
KEY INR

ASSUME RBSEND FIRST
TRUE e e

Yep

NaPEs MusT BE ERSEND
CURRENT CHWARACTER PBSITIEN
GET NEXT CHAR.

EX!T 8r FALL THRU

148
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1 PalGp

-3 00000001 DA RBCADF o v
2630 01 00S4# KReDCT EQy [ GFT DeTX FBR wSN B8R ERBNpn.
2631 0l 60544 &AB0n0%0 BALa1l GKIFLD {
2632 0l 00545 «9800066 BCS.8 KEYERR IF N8 tgt 1S PRESENY SEARCH RBDIWSN
2633 01 nob4é R220008 A LWse2 KPLB,7? WaNe 1F NOTY FBUND ERROBRs 1F '&!
2634 01 60547 223E0006 A Lws3 kpkpet1a? 6 18 DEyC T8 GET DCTe g NOT REM
2635 01 qo548 v2Epp002 A LBat4 2 F EVERYYHING A«BOK EXIT WITH DCTX I
2636 01 00849 »21E00050 A Clats 5!
2637 01 00B4A #9300551 BNE KRBWSN
2638 01 00%4B 25200108 A SLD.,2 L}

2639 01 0084C KRBDCK  EGQU s
Balasy1 DEVCK

2640 01 ocoB4C «ABogooo X

2641 01 00840 69800046 BCS,8 KEYERR
2642 01 oS4k 19200000 X KRBDCYy CLMap2 RBL tMS
2643 01 NOB4F 69900066 BCS,9 KEYERR
2644 01 40550 3000000 A B #R13

2645 01 00gg1 KRBWSN  EOU s

2646 01 00%%1 «AB00OSEO BALs11  KRBSPN
2647 01 o552 48000066 B KEYERR
2648 01 00553 11280000 X Chs2 RBD tWSNs 4
o oome Simeeet x PEo i
2 1 5 73 2 N

265? 81 28555 Asgogggg BEZ ° KRBSPNI

2682 ol 60557 22200004 A LWa? 4

2653 01 50558 F800000D A B #13

2654 *

ngs 01 00gg9 KRRONCK EQU s

2686 o1 (0559 70280000 X Le ocT3s4
2657 01 AoS5A £9200000 A BCS2 ol3

2688 01 Ao%58 70280000 X Le DCT24s4
65 H035C 9400000 A BCS, .

5668 8} 20559 90008881 A A;,1§ 113

2661 01 00553E 47080000 X 87S,0 RBIFLAG, 4
2662 01 noS5F £3000000 A B »13

2663 '-,pnn-ngvg-wg-qw-9--.a---;u!l9-9-!"

*
2664 01 00840 KRRgPN  gOU s CyYeLE THROBUGH ALL RB DCT INDEXS(SIC
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2665
2666
2667
2668

2669
2670
2671

01
01
0

ol

ol

ol
o1

6086
30861

1 nose2

00563
00564
00568
no%ée

175

20B00001
22400001

21400000
F8100008
20BFFFFF

r8000008
&H%400562

>> > xZ >

KRBSPN?2

KRBSPN1

Alagq
LWak
CWok
BGE
ATatd

BDR, &

b

RBL Mg+l
RBL tMs
s11

ol

.11
KRBSPN2

180
ENTRY 18 T8 KRBSPN AND SUCCESSIVE E

T8 KRBSPNI1,
BAL111
B

KRBSPN

AL CHECKED

18 THIS THE BNE

BNE

KRBSPN{



HO1

17342
1»
2674
is
2
3
4
Se
(3]
7*
8‘
9&
10«
11+
12+
13
14
15
16
17+%
18#»
19+
20+
2ls
-3
23»
che
B«
26%
27
'TY
25+
30+
ch
32
33
34
2675

SEP Ogy, '75
01 00547
01 HoSé7 22300000 N

KRB X

PAGE sl
EQyY * DISPANNEeT ALL RBTS AND pREVENT NEy

L E T YT 2 2222 X2 2R YS A2 32T S YT YR SR YT SR SR Y Y RS R AL EL 22 4

*FQ
*F
“Fa
*F
OF'
*F »

NAME ¢ KRBy
PURPBSE! v8 PRACESS THE 'RBX!' KEYIN

DESCRIPTIONG DESCONNECTS AND DISALLBWS CONNECTIAN 8¢ BNE BR
ALL REMBTE PROCESSING rERMINALSE FoTE

L F Y S I IS 2222 YT 2 YRS ARI L 2SS Y2222 LA 2SS 22 SRR RS L S A2 2

*Dw
QD‘
GD*
#D
*Dw
LI
ﬁD*
«Ds
*Da
QDQ
*Dy
*Dw
QD;
*Du
iD*
*De
*Das
*D‘
*D»
*De
QD“
.D.
*Ds
*Ds

NAME ¢ KRBX

ENTRY? KRBp!1S¢, KRBS
L4 X e oo LY ]
CalL: KEYIN FBRMATS; |RBX | |SRBNDD|
IRBNISCI [WSN |
IrBS | w»w LX)
X ] L K ]
INPUT? R7? = ADR OF KEYIN PARAMETER L1IST
RBL.{Mg, RBDIWgN, RBBI{D, RBIFLAG

BUTPUTY RBIFLAG

REGISTERSE ALL ARE VULNERABLE

INTERFACETL GkIFLPs DEvVCK

ENVIRONMENT; MASTER/MAPPED

CrRITTION AGRETE St I Tolh, O SRR e
RBO!SC;DRE"GTE PRECESSING TERMINALS B8R WBRK STATIANS

BY VALIDATING THE RANDD/WSN INPUT PARAMETER AND
SETTING APPROPRIaTg B1YS IN RBIFLAG FOR RBR,y,

I Y L T a2 Y XS AR 2R RS ST YRR AZE RS RS Y R 22X RS R 2 2 4

*

L1s3 OFFalT



HO1

17042
2676
2677
2678
2679

2680
aéaé

2633
2684
2685
2686
2687
2688
2689

SEP 08, '7s
01 00568 4#8300066
01 H50%6% 21800018
01 DOS6A 4«830054F
01 00568 ~AD0OS 44
01 60%6C 22300000 N
01 60560 22500000
01 DOB&E 48000579
01 005&F
0l HOB6F 22500000
o1l no%70 ~ABooS60
01 60571 ~8000060D
ot oo§;3 sgiooggc
6 6
o1 98878  &955%ee

KRaXx1

BEZ
C1,R8
BF
BaL,13
LLY.R3
L1,RS

Eay
LT2RS
BALs11

BALsy

KEYERR

X115

KRBX1{

KRBDCY

BFFRIT
RBXBIT+BADBIT
KRBDX

s
RBxB1T4B8ADBIT
KRBSPN

KEYINR

KRBDS ¢
KRBSPN{
KRBSPN1

152



HO1

17442
1
2682
1
2
3
'Y}

SEP 08, '75
01 00575
o1 60%75% &ADOO%B 44
01 noS7e 32400002
ol 60877 22300000
01 00578 22500000
01 00599
01 00579 ~A10057C
01 f0S7A 48000060
01 no578 43000060
01 0057C
ol AoB7¢C 22700000
01 505 D 6D000037
ol 605;5 21780000
o1 aoggw sgagossa
¢ 473
01 89587  4p0o0ags?
01 o582 F8000001
01 00583
01 H0383 47880000
o1 no%84 60000027
01 009%85 +8020001

z>» >

>>» X xX» Z

> >»x

PAGE

KRaDIsSc EOU

Y 2SI a2 YT R ARSI LSRR NS YRS RSS2 SIS AR 2R R 2 X A 0L L0 0

*F
*Fa
'F‘
e
*Fo

NAME!

L
KRBDISC

153
DISCONNECT GIVEN RBT,

pURPBSE: T8 pRACESS THE 'RpD1se! KEYIN

DISCONNECTS A RgMBYE PROBCESSING TERMINAL

I I e A 2 Y YT A PR R R Y 2 R Y L Y SR AL S XSRS YT 2 LA 2 AL A0

*

KRBRDX

L ]
L ]

KRRDS1

KRBDS?2

DESCRIPTIAN:
pAL213  gRpgDCTY
LWak 4

L1.3 0

L1.8 RBXRIY
EQU $

BALsy KRBDS

B KEYINR

B KEY INR
gouU $

L127 ACTRIT#LIPBITY
D1SABLE

cwa7 RBIFLAGs &
BAN7Z KRBDS?2
§78,3 RBIFLAGs
ENABLE

B »1

EQU s

878,58 RBIFLAGs#
ENARLE

B 1aRy

Q-qpq---g’nqvpu.n..q..?-..,-w.----m

2AP TERMINALS,

|
1F THE TERMINAL IS CBNNECTED STARE
H18 FLAGS CAUSING HWIM TB RE MWUNG UP
1,8 OPERATION, IF HE ISNT CONNECTE!
CANTENTS B8R R3 SELECTIVELY INTB HIS
BRANCW 18 BaL+1l IF NaT ConnNgCTED,B
CANNECTED
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i+ PAGE

2717 01 0056 KRBS gau s RpSTART RBTS BY ALLBWING NpwWw CBNNEC
i1 L T Y Y 2 222 2 TR 2 YR AR a2 2SS R PR SRS AR RN L LY SZ LSRR LS A 2 2R &0
2 . NAME $ KRBS
3 “F ‘ o '
4e *Fe PURPASE! TO PRBCESS THE 1RAS: KEYIN
™ *Fe
2* *Fe DESCRIPTIANT ALLOWS CONNECTION OF ONE OR ALl ReMBTe PRECESSIN
7* *Fs TERMINALS
- T T E T T I Y e R R P2 R TR E R PR Y YR R 2T YT R TP TS I X R
g« ™

2;13 0! dosse 22000000 A L1s0 0

2719 01 A0%8? 21800018 A cls8 X11%9

2720 01 00588 #8300591 BF KRBSY

2721 01 noB89s &4ADo0S 44 BAL»y3  KRBDCTY

2722 01 AoB8A 22000000 A LYsg 0

2723 01 60588 p§iooogo N LT,R BFFB1T+GADBIY

2924 01 oosac 2+1g0000 X CW,R RBIFLAG, R4

2725 01 00B%8D ~8400066 BAZ KEYERR

2726 01 60B8E &AD0O559 RAL213  kRpDNCk

2727 01 AoS8F «8000066 8 KEYERR

728 v059 68 6D ] KEYINR

2759 ot 0o o? 005910000 KRRS1 EQU s

273? 0} 60894 22100000 N LYsyq BFFBIT+OADBIY

273 ol oos92 &AB00B60 BaL,!!  KRBgPN

2732 01 60593 6800006p B KEYINR

2733 01 0059 6AD00559 BAL213  KRBNONEK

2734 01 30595 648000566 B KRBSPN4

2735 01 80596 48000566 B KRBSPN{



Hot

17342
i+

2740
1%

2%

3

G

Be

b

7%

8w

L
10
11*
12+
13»
14
15+
16
17*
18+
19+
20+
21
g2
23*
1Y
25
L3
27 »
P8
29*
30+«
31
2vul
2742
2743
27 kb

Sep 084 '78
01 005e7
0l 6059y «AB00080
01 60598 69800066
01 60599 325E0008 A
01 A059A 226Ep006 A

PAGR

KRASWIT Eny

RRBRRRERRBRRBEB TR BB R P RRR RN R RRBUERBRRRERRRRRRT RN RTINS P 0000 %eR

#F 5
*F
*Fe
L2
*Fy
’p*

NAME ¢

155
3
KRBSWIT

PURPBSE! 78 PRMCEBS THE 'RBEWITCH! KEYIN

DeSeRIPTIAONG SWITCHES BUTPUT plLeS FROM BNE BR(STATION

TO ANBTHER,

Y e I YR Y2 A2 2SR S AR RS L S22 R 2R PAALS SIS E RS 2SS X AL A2 2

GD‘
*Dx
Qoﬁ
*Dx
*De
*Dw
&8&
*Dy
*Dw
‘D'
#Dy
*Dw
*“Dw
QD’
'D*
’D‘
*Ds

08‘
*Uw

*Das
*Ds

NAME !
CALL g

INPUTS
BuUTPUTS

KRBSWITY
KEYIN FORMAT; RBSWITCHW WSN)DEVICE«TYPE,USER
Ry = ADR 8F KEYIN PaRraAMpygR L1ST

RS/R6 » WORKSTATIBN NAME

R12 4 LENGTH OF WSN (BITS 16e23), SWITGFC (RITS 24=31
Ry3 = CONVERTED svsro (WEX)

R14 &« DEVycs.yYP (LgFT1.JUSTIFIED) gBCD1C)

R15/Rn = 0 KSTAT:QN NAME

REGISTERST ALl ARE VULNERABLE

INTERFACE; GKIFLD, CVSYSID, SGCOP
ENVIRONMENTS MASTER/MAPPED

DESERIPTIONG ¢ALLS geIFLD AND evSySID T8 pBRMAT THE REGISTERS

AS INDICATED ABBVp; THEN CALLS SGCQ2 WiTH A GHEST
FUNCTIBN COBDg = SWIrGFC t@& PASS tHE DATA 1B RBBAT,

L E TS I s I TS s 2222 YRR ALRS S22 222222222 22 XS 22 S AL S L 00 A

»

BaL,11
BrSs8
LWsS
LWak

GKIFLD BUILD tWs CBMBUFS AS FBLLAWS
KEYERR !

KPLBa7 DATA WA (WSN)
KPLBkqa? H
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1 po598

2745 0 22CEQQ04 A LWat2 KFlas? GEN, 8,24 LINK, 0
2746 01 0596 &ABnao0S0 BAL,q1 GKIFLD TEXY WSN
2747 01 00590 63800066 BCS, 8 KEYERR

2748 01 AOS%E a2EEgoou A LWsgs KFL:?

2749 0l 00%9F 21E00002 A Cras14 2

2750 01 AoSAo #9200066 BG KEYERR

2751 o1 605A4 32EEQ005 A LWagk KPLBs7

27%2 01 ao5A2 »8EQo470 A SASs14 w46

2783 01 A0SA3 #ABop050 BALs11 GKIFLD

754 1 A05A4 69800066 RCS,8 KEYERR
5755 81 “85 AS AA588°00 X Balsql  CVSYSID

27%6 01 00gAg 22000002 A LWas13 2

2787 01 00SA? 22F 00005 A LWaySs 5

2758 (g1 ANBSAS8 22000006 A LWag 6

27589 01 Go%A9 25C00008 A SLSs»12 8

2760 01 noB5AA 20C00000 N Alst2 SWITGFC

2761 01 poSAR  2240Q4DD LYss KSGCO« 1 o
2762 01 n0OSAC ~8000000 X 8 8GCn2 T T Y P T P T P YL L LY
2764 01 00%aD KRRLBG EQy $

2765 01 00SAD 6ABoo0So BALsq1 GKIFLD

2766 01 AOSAE 69800066 BCS,8 KEYERR

2767 1 5“ 322E0005 A LWep KPlLBaY

768 g no 9 32358386 A LWasd KPLB#¢s7

2769 0 aoss &«AD00OBC BaL,13 KRBDCK
2770 01 60SB2 21800068 A eta8 et

2771 0! A0%B3 «83005%587 BE KRB 8N

2772 o1 60%Be #2400000 A LYss 0

2773 o1 60885 »2C00000 A Llsg2 0

2774 01 A0%B6 «8000%58D B KRBL VN

2778 01 005R7 KRRL SN EQU s

2776 01 Ao%B? 09200000 X PSWa2 TSTACK

2777 o1l Ao%Bs8 6ABo00S0 Balsgl GKIFLD

2778 01 ApSB9 a%200000 X PLWs2 TSTACK

a;gS 01 6032; gaagooos : LWog ::tg:v ,

a 505 225E0006 LWas *q

9 81 ggsac agcogooo X Lw,i2 ALBY

2752 01 005a0 KReLVN  Enu s
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2783
2784
278%
2786
2787
278

a78

27%0
2791
2792
2793
2794

01
01
01
ol

ol
01

ol
ol

01
ol

o38N
005BE
A05BF
008Cn
005C4
00%C2
60533
AoBL4

01t
n05Cs
ﬁ05C6

17
32000000
20000000
22100000
31140000
#9400066
15440000
47C40000
#800006D

005¢5
»2C00000
68000520

> X X Z X X

KRBCOM

LwaRy3
AW,R13
Llse

Cwal
BANZ

STD2 4
818212
B

EQU
Llsagp
]

FIN

ALBITY

DeBIY
ACTBIT+LIPBIT
RBIFLAGsZ
KEYERR
RBDIWSN,s 2
RBIFLAGZ
KEYINR

s
KCOMGFC
KRBSC

END SAM KEYS Cpq UPDATES

157
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279%
2796
2797
2798
799
gsgo
2801
2802
2803
2804
2805
1+
2»
3%
he
B*
6*
T
8»
O
10+
11
12+
13»
14»
15+
16+
b Ad

ig#
19+
.
ele

22%
23

Che
2806
2807

01 0057

o1 AoSCY

«~AB00050

158
PaGE
SRR ERRRRRNRRRTRRRB RN RRBRTRBRRRDRB RS URRERRRRENERERNTDRRR DN
F NAME ¢ KI19UTpUY
*Fe ,
#F g PURPBSE TO PRACESS THE 1BUTPUT STOR,YYNDD1 AND
*Fu 18UTPUT GB,ID! KEYINS,
*Fy ;
#F o DESCRIPTIBNG SgTS UPp A gMBST CAMMUNICATIBN BUFFER'FBR,‘
*Fa 1OUTPUT STBP)1, AND SETS THE X1801 BIT 8F UM,FLG2
*Fy FOR 'aUTPUY GB',
&i{il**l#i*lni*i*'l&}i&&{iﬁ*l’&%ﬁliil»i«l*Iﬂllﬂﬁ*!&**4&****%*#*}**%&*
*De NAME ¢ K18UTPUT
*D‘ *ew [ X ]
#Dy CALL? KEYIN FORMATT SUTPUT |STBP,YYNDD|
*Da 1G8, 1D I
D ‘ ow L)
*Ds INPUYT! Ry = ADR OF KEYIN PARAMgTER L1IST
*Dw
*De pUTRUT! UMIFrLg2 (IF g8)
“Da
*D» REGISTERST ALL ARg VULNgRABLE
*On .
*Dw INTERFACEY GKIFLD, CVSYSID, GETUSER#, DEVCK, SYMTABCK, KSGCQ
QD*
#Ds ENVIRBNMENTY MASTER/MAPPED
*Daw L
*Da DESCR!PTIBNé GKIFLD 1S CALLED YB GEY THWE STOP/GA BPTIAN; IF
*Dx STBP, YYNDD 1s @ByayNgD BY GKIFLD, DgVCK VERIFIES
*Da tHE DpVICE, SYMYABCK BBYAINS tHE SYMYAB INDpX AND A
*Dy K8SysP GHASY FUNCyraN CobDp 1S PASSED 18 RBBAY VIA
*De KsGca, IF Ge, tHg SYSID 18 OBYAtNgD BY GKiFLD,
#De CONVERTED TO HEx BY €ySYSID, VERIFIED By GETUSER#,
*De AND THE X80 BIT BF UWIFLG» 1S SET.

BURRPS R BB R RGO R RN R BN R BT BB BRBRIRR RN RN T30 000333

»
KIsyuTeuY Enu $
BALs1tl GKIFLD
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2808 01 AoOSCA 9800066 BCS!.8 KEYERR
2809 01 40509 222E0005 A LWs2 KPLB,7 GFT FUNCTIBN (STOP OR GO,
2810 01 AoSCA 2120000F CWa2 TXTSTAP
2811 01 008Cs «8300508 RE KOUTSTOP
2812 01 §osCe 3120000F CWs2 TXTGH
2813 01 008CD 59300065 BNE KEYERR
2814 01 A0SCE 6AB00a050 BaL,y1  GKIFLD GET SYSID
2815 01 A0BCF 69800066 BCS,8 KEYERR NS GB8D
2816 81 60500 &«ABna0on X BAL,g1  CVSYSID CANVERT T8 HEX IN Rp
2817 1 20501 9800044 BCS,8 KEYERR
2818 o1 §08P2 32600002 A LWss ? USER ID 70 Re
2819 01 00503 4A700000 X BAL.7? GETUSER¥ RETURN USER NUMBER IN Rsg
2820 01 00804 68000066 B8 KEYERR
2821 01 $0o30B 60200037 A D18ABLE |
2822 01 00%Dé 522A0000 X LHa2 UHIFLG2sRS GEYT USER FLGS
2823 01 405D7 43200008 N 8R,R2 X80 SEY CBMBDE FLAG FBR USER
2824 01 00508 882A0000 X STH.2 UHIFLG2.Rg
2825 01 005D9 40000027 A ENABLE
2826 01 605DA ~800006D R KEYINR
2827 »
2828 ™
2829 01 00snB K8UTSTBP EQU s
2830 01 60%p8 ~AB000S0O BAL»11  aKlppn WHAT ARE WE WA TING cBMBpF 8N
2831 01 Ao%0C 69800066 BCS,8 KEYERR WHMATELER IT WAS, IT WEREN»T NB GBBD
2832 01 AoSPD 122E5005 A LWap KPLB.7? GEYT YYNDD INT® Rz=Rj3
2833 01 00SDE 223E0006 A LWs3 KPLB#127
2834 ot A0S0OF &«ABop000 X BaL,11l DEyvEK RETURN DCTx IN R2
2835 01 505E0 49800066 BCS, 8 KEYERR DEVICE N® GB8D
2836 01 0Osgl &£AB00000 X BalL,11  sYMyaBCK GpT SYMTABX IN R3
2837 01 008E2 £30005E4 B $+2 SCREWBALL RETURN IF 8k
2838 0l A0S5E3 68000066 B KEYERR nNaT symB DEVICE
2839 ol 605E4 32C00003 A LWsg2 3 u
2840 01 0OSBES »5Co0010 A SLS,12 16 ALIGN FBR SGCQ
58“ o1 QQSEQ 22C00000 N Ai,ig Kesrepr GFC FBR 18UTPUT STAP!
84 01 o037 22D00000 A L1a12 0
2843 01 00BES 22E00000 A L1sté 0

2844 01 00OSE® #80004DC B KSGea Ge SETYUP RBBAT CBMM, RUFFFR



mMO1

17:42 sEp 08,

1+
2w
3
4
5%
6+
7 #
]
O
10»
11
12+
13
14e
15+
16+
17+
1o
19
20+
21
44
23+
24w
25+
26*
29+
28+
29+«
30w
31«
32
33*%
4
35+

35

!75
01 OO0SFA

01 00BEA 6AB00050
01 éoSEB 9800066

6oSEC 322E0QQ5 A
8% QSBED 32358886 A
ol qosgs «ABOO00O X
01 008Ef ~9800066

160
PAGE
KIFLUSH EQU s
LY 2 Y 2 R A2 YR T2 AR TR RS2 ST YESZE RS2SRSS SR LR 2SR L AL 2 2 8 A
*F NAMF! KIFLUSH
L 12 .
:;n PURPBSE! 70 pRACESS THE 'pFLUSH! KEYIN
#F » DrSCRIPTIANG SETS UP A GHAST COMMUNICATIBN BUFFgR FAR 1FLUSH
*F AUTPUT ! e
T Yy s 222 Y I N Y A AL XSRS RSSYSZSSSSS AR SR RS SRYL I RYLR LS 20 L 24
*De NAME § kIFLUSH
QD_..
*Da Cal.l$ KEYIN FBRMAYT! FLUSH YYNDD,SYSID
*Da
.8‘ INPUT? R? = ADR 8F KEYIN pARAMETER LIST
:gv DCT4as SCNTXT, SYMX, SCSVDG!
»
#Dy REGISTERST ALL ARg VULNERABLE
*Dn
'gu INTERFACEL G6KIFLDs DEVCKs SymTABeKa CVSYSID
*Du
*Dx ENVIRBNMENTY! MASTER/MAPPED
*Da
*Ds DESERIPTIAON] DEVCK IS CALLED T8 VALIDATE 1yyNDD' FIE(D 8F THE
*Ds KEYIN; SYMTABCK 1s CALLED T8 CONVERT THe DCT INDeX
*De T® A SYMTAB INDgX; IF TWg SPECIF1ED DgviCe 18
*Dw CURRENTLY PRINTING/PUNCHING THE SPpCIF1gD UseR'S
*De BUTPUTs A GHBST cOMMUNICATIEN BUFFER (KELYSH) I8
»Dy PASSED TU RBBAT VIA KSGCOD,
#%1&Q*il*iiﬂlﬂ'*ﬁiiQQQQ’{l#’**{*%**i&*&'}QQ'l»l'l'l0’#&*%&'&*l*i“ﬁti*ﬁ*“*#*‘*
»
BALsR1l gKIpLD MBVE yyNDD T8 kpL FIE(D BuUFfrER
BCS.8 KEYERR =
LWaR2 KPLB,RY MBVE YYNDD T8 REGISTERS
LW,R3 KPLB+1,R7 ;
BaL,R1} Dgvek ValL1Date 174 RpTURNS DCyx 1N R2

BeS.8 KEYERR



MOt

17%42 SEP Q82 178
38* o1 0o8Fo &«ABnpooo X
39* 01 AosFi «80005F 3
4?* 01 AoBF2 ~8000066
4lx
42+ 01 NOSBF3 22C40000 X
43» 01 008F4 25¢00008 A
u;» ot 603;5 5520000: Q
45* 505F 6 .
4o 8} 885?7 :28888%8
47" 01 OOSFS 69800066
48* 01 aosfFg «AB00O00OO X
49+ 01 008BFA «9800066
50 01 005FB 32000002 A
51* 01 0osFC £230000C A
g2+ 01 noBrFp 72160000 X
53+ 01 605§£ aélooooa A
Ky 1 60BFF ~84000b6
g5+ Ol 88600 5&128 00 X
LT3 01 00601 68300066
g7+ 01 00402 25100001 A
58» 01 A0603 22300010 N
%9« 01 A0604 45220000 X
0% 01 60605 69300066
61% 01 00606 6800040¢
3016 01 OOOMD 5 R
1 6ob07? F1U3D34 4
81 38688 anFvog A
01 40609 F3C3C840 A
01 5060A N7E4C203 A
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SYMBBL VALUES

A3CERR/0000000n
ANSPRBE/000000A1
AYR/01 00333
AVRS/01 0032C
RAUNITL/01 000A7
BI.KSZ /00000003
CHKILBLZ01 88361
CHKID/01 00
CHkO/061 002FC
CKFS/31 003FQ
CKSERIAL/01 00298
CKZER83/01 00482
PCYX/81 002C0O
DEVICEDBWN/OL1 nO3AE
DTVALCK /01 002nA
D4/0000000F
F /00000001
GDTKIVAL /01 QO1EE
GDTKIV4/01 00209
6JOBpe/000000123
GJBBUSY /01 000F9
GKIFLD3/01 0Q0%D
10LE/60000001
15pS3/01 002R8
KBUF ,60000003
KC1/0600000C1
KEYERR1/01 00048
KFFFF/0000FFFF
K1ABBRT/01 00077
KIDATE/pn1 00109
K[ERRBR?/O? 00n7C
KIFDBWN/OL 001NA
KI1GBUP,01 00124
K[GJBBQ!Ol ooon2
K [GJOB6/01 000FC
KIHEAD/p1 Q0164

AMNTSCR/01 00289
ANSREE| #,01 n025¢C
AVRBZERR/01 00390
AVR1,01 0033p
BAUNIT2/C1 00008
2t$é°é100006 ,
L p7A
CHK101/8% 8828A
CHk1,01 0030A
CKF6/01 003F2
CkZERB/01 OO42C
CBNTUGSRCH/01 00QAD
pDEva2os01 0012¢C
DIScBPRB /00000000
D1/0000000C
EAPRBG/1 0p3A8
FK¥C101 00 4DF
GpTKIvVi/ol 00iFrp
GETAVR/01 00238
GJaBpuLL/ol 00105
GJOBWAKE ,01 00100
GKIFLD4/01 000OSF
{SPszoi 002¢1
SPSS/01 002AE
KCCP 400000001
KDIAG/01 00145
KEYINAZOY 00020
KFkAGS/00000002
KIANSM/01 00P12
KIDELY/q01 0o0B8
K1gERL12/ 1 800
KIFLySH/01 00 EA
K!GEBNN ol ooi1?
KIGJ083/01 00000
K1GJRB7 /01 000F7
KIM1/01 00170

ANSASN/00000004
ANSYB|_/00000003

AVRIBERR/01 0038%
BACONCAT/0000003g

817%5,00000000
Ccigﬂé01 003AA
CHKGACN/ 4 Y
CHKSR/04 oogoo 0
cxFREE/01 003E9
CKF7/01 003F4
CkZERB1/01 Q0421
D/00000002
pev3osol 00134
p.TPSD/01 000BC
p2/0000000D
ENTINT/01 00073
FMT/00000005
apTklvasol 00203
GETAVRazol 00230
GJ8BTXT/02 0000F
GJ8BWC /00000013
GK!FLDS/OI 00060
18PS0/01 002CD
KA/0000000A
KCBMMA ,TEXT
KDI1AG1/01 ppy4a
KgYING/QOL 00004
kF0/000000F0
KIANSB/01 00214

K1DbL/
K,Ea181°?°800 29
«I1F1/01 005F3
k16488 01 000B8E
K164884/01 000k
K1GUP/01 00123
KIHM2/01 00176
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ANSFNMAX/00000011
ASev8 1/01 003B4
AVRLBERR/n1 0038A
BAKPLB/00N0001 4
BLKkcNT /000000114
CHK /01 002F7
CHKGNAME/ 4 ¢ AB
CmkgR1/01 Oogug
CkF10/01 00408
CKF8/01 003FB
CK2ERB2/01 0042A
DCBPROC/00000000
DEFAULTGACN/01 0004Aq
DBSRCH/01 00373
03,0000000E
ERSEND/n1 00501
FSN/00000040
GDpTKIV3/01 00708
GETFLGL/01 001381
GJBByC /00000018
GKIFLD1/01 00036
GNAME/01 00098
1sPS2/01 00251
KBLANK/TEXT

KCRET /00000015
KESB/ 00000026
KgYIN20/01 00027
KF9/000000F9
K!AN§5101 ooaao
K1ERROR/

Klg Rls/oglogg
Kraszox oolzv
K1GJ9BY ,01 000CH
KIGJ055/01 000EA
K1G1/01 00143
KIMQUNT/Oi 00216
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KIMBUNTZ, 01 0021C

KIPL/ga1 1
Kxncwgzo?ogogah
KIREQR K701 00418
KIREGNDD /01 002aDA
KIREQY2/04 004, ;
KIRQu51/01 003¢
KISTSY, 01 OQ4EY
KISTVy/01 00164
KNAXKIFLIOOOOOnOC
KNLO/FFFFFFFO
K8BF y01 0006E
KRBCBM/n1 00%5Cr
KRBDISC/01 00575
KRBDX/01 00579
KRBMV/01 00525
KRBMV#4/01 0053,
KRBSPN,01 0056én
KRBS1/p1 00591
KecPyUso01 001?
KXcPy2/01 001p4
K2/00000002
LBCK/ 51 g2DA
MAXMINVAL/OI Qnlige
MNTSeR/01 00263
MEMDAT,01 00107
M7/00600007 S
NK1DL/00000007
NEYANS /00000001
NETVAL1/01 00389
Nxx ICHMR2/01 00048
K1cHR4701 00a3D
PesTAPE1/01 Q03gg
RDILBL/01 00369
REQ#RS,01 003Cr
REST/01 00268
R0O/00000000

KIMyHDR /01 00164E
KIRA0157101 00465
{ n/014 ooaag
REopcps01 0l412
KIREQNDé ,01 00321
KIREQ 11/01 0040A
KISCRTHlol 00218
KISTSY0,01 OQOER
K1$Tva/01 0o166
KMCSEND/01 0014C
KNL18/FrFrFFER
K8BN,01 00070
KRBDCK/pn1 0oB4C
KRBDONCK /01 00559
KRBLBG/01 00BAD
KRBMVO/01 00824
KRBS/01 00586
KRBSPNL 01 00566
KRBWSN/pny 00551
KSCPU1/01 001g
KXCP3/01 ooaag
KS/oaooooos
RCS2/00000012
MAXHQNVAL/01 O0lESR
MONPROC/00000000
”16/00000010 3
M8/00000008 S
NB8BRANCH/01 00009
N8Tp_p/0t 0024p
NaUstw/01 00234
Nxx ICcHR3,01 oocaA
NXKICeHRS /01 0003
PREMAUNY /01 002
READTAPE /04 00357
REQTY,01 003CF
RESTy0/01 00268
R1/00000001

K INBHDR 01 00179
KIRCN/ g1 qouaf
K IRE 08P /0 0041g
k IREQDD/0L 0040R
KIREQSy,01 0041D
IREQG/O OOaéc
kISEN5101 001
KISTSY1,01 OO4EE
k181701 00183C
KMCSEND1/01 001g4
KN6/FFFFFFFA
KBUTSTBP 01 0O%DR
KRBOCT/01 00844
KR3081/01 0087¢
RBLSN/0OY 00%R7
KRBMv1/01 0058p
kRBSe/01 00520
KRBSSNz,oi 00562
KRBX/01 00%67
KeCPyU2/01 00140
k0/00000000
k8,00000008
MAXODAYVAL/914 poeEA
MAXVRVAL101 001gC
MPBITSIOOOOOOOl
‘00000002 8
NCPU/0Q0000001 8
N8CC/01 0034g
NB8TEXPR/00000002
NSTARTB/00000004
NxkiCHR31/04 0004C
8CPCK/01 QO4ED
PUBLK/04 002g¢
REAVR/014 003«&
REQTY1/01 003D1
REST20/01 00272
R10/00000004A

KIBUTPUT s01 o0sC?
KIRCNy{/Za1 ooWs?®
K:nEGBK/01 00418
KIREQF I /01 00436
KIREGTL1,01 Q040E
KIRQUE/Oy 003ES
K1ETART/01 00085
KISTSY2,01 O04FB
KITIME/p1 001C1
KMCSEND2/01 001g9
KNB/FFFFFFF8
KRBBCST,01 00812
KRBDCT1/01 00B4E
KRpDS2,s01 00583
KRBLVN/0O1 0088D
KRBMV2/01 008539
KRESEND/O1 0081g
KRBSWIT,01 00597
KRBX1{/01 nOB6F
KXePU/01 001aaA
K1,00000001
L8C/01 OON1A v
MAXHRVAL/n1 go1E4
MCFC/014 00358
MS3T/01 00380

M24 ,00000018 S
NKE4!N3/00000031
N8 1DPUB/01 002D3
NeT NIguE/O1 00330
NST@PB/00000002 S
Nxc ICHR32,01 DOO4E
88TAPE/01 00395
RBCADE /00000001
REE #/01 00265
REQTY2,01 00307
REST30/01 00274
R11,/00000008
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R12/0600000C
R2/00000002
R&/00000006
SEp10/01 0029F
SKEYIN2,01 00497
SKF8/n1 0o4CC
SKFSET/01 004AY
SKIN2/01 00478
SR1700000008
STARTSKEYIN/01 0001
ST8PPEDP/000000n0
TXYGB ,01 0000F
U’00060004
v/00000003 ]
VPXPSPT/00000061
XFF/00000008 s
X7FF /00000008 §
yciFp/0t 00001
Y08,0000001C &
Y8/00600020 S
142/01 00458

EXTERNAL DEFINITIONS

GKIFLD,01 00054

KFL/90600000%
KSGCQA/01 004DC

PRIMARY REFERENCES

ACNCFU ANSFLGS
AVRID AVRNBUY
BGRCFY BL ANK
cVsYsip DATE
DCT4 PECANY
E:ERR ERRLBG
HBWALS WIBASE
KFRMGFC K1DeL
MASKS MAXG
NEWG NgCPU
RAD1gY RATIDCy#

R13/0000000D
R3700000003
R7/00000007
SEP20/01 002A5

' SKFCK,/01 00499

SKFRM/01 p0OuB?
SKF1,01 004CF
SKIN3/01 00483
SR2/50000009

Sxp/pyNe
TXTST8P,01 0000E
UFLAGBS/ 00000000
VERB,0000001e 8
x/00000032
XFFOA00/01 00387
Xxg0/0000000g §
YeSFrF/01 00003
Y1,/0000001D §
ZAP10/01 00106E
2941c8DE /00000001

KEYERR /01 00066
K1JMPTBL/03 a0000
NXxK1cHR/01 00039

ANSPRT
AVRTBL
BT;&TBO
pCisg1Z
DEvEK
FCMe
JICCBUF
KiDts
MBsap#
sCQUEUE
RBB1¢D

R14/0000000E
R4/00000004
rRg/0000000g
SETNEW/01 0031F
SKFF 01 004C9
SKFRM1/01 004BA
ek IN/01 004gR
SNFN,/00000000
SR3/0000000A |
STARYB17/00000004
S69PR8 /00000001
TYPERR 01 00276
USER/00000002
VERS 18N/00000028
xeF/0L 00004
XF7/01 00005
xga/01 0038
v01700000019 ¢
Y2,0000001E §
7AP20/01 00116
1LBL/01 0038¢g

KEYINR,01 00060
K1T8L/02 00000

TXMEBSE/0L Q000C

ASPIN
AVRYB
CsCPU
ocTe

DID

GETUS
JiJdir
KIPR1
MING
aHiNM
RBL M

; AVRDCY

LNE AVRTBLS12
CiMgM
DCTLie
DOUBLEZERS

ERy GMB
KEY INBUF
KesTspP
MXSTRM
PLBIMIN

] RMB
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R15/0000000F
R%/00000005
R9,00000009
SKEYIN/O1 0Q04R9
SKFJ/01 004BD
SKFRM2/01 00404
SKIN1/01 004gR
SRCHAVYR/01 OOPEA
SR4/00000008
STePB1T/00000002
TPIGEBN/0O1 00168
T1,04 001CB
UTSPROC/OO 00001
V8L1/0! 003Bsx
XF/00000004 S
X30/01 00002
Y/00000000
YO4/000000i8 S
Y4 ,0000004F 8
1A1/01 004SF

KEYN/01 £0000

KPLB/00000005

AVRFLGS AVRFNMT
BATAPE 8CS8taFC
CFUS]ZE CTIRIG
peT24 ncT3
ELABRT £:1CBK
GBADONGT HEXCK
KFLUSH KFRMCG
LPART USERTAL
NBQ}TOQ NDD
PLwlsD QUEUE
RSERIAL siBUalS
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SICUN

Ne UNDEF INED sYMBBLS
ERROBR sgvgRITY Levelt O
N8 ERROR LINES

S1GJBBACN
S3§RTY SCNTXT
sH!RNM SH‘RBCU
SNULL seL 1ctT
SYMTABCK SYMX
T!GJBRSTRY TIRUE
vYPMNSZ uBtys
X1000FFFF YFFEF
1MIN 1B1G
SECBNDARY REFPRENCES
ACTBIY ALBIT
CACSENDX CoCYERM
LIPBIT WNOL
RASIDAL RBIFLAG

siGUBByRL
sCsVvDGt
SHiRyBY
SSTAY
SYSACCy
TBIFLGS
UHiFLG2
YQOO0O0A
1B560

cec
CPasg
M8De2
RBD tWSN

siGUALS
e
8 -

s Bz*vﬂ
SYSTRT
TBIFLGSy
uXsdrry
Y06

189

CoCDsaABL
DCByY
BADBIT
RBXB1TY

SIMBSF
SGCRa
gMuys
SVIRS!Z
T1BTSCHED
TIME
WAKEUP
Y07

CoCgNaBL
gCHBCR
facPle
SIMPKYN

SiAUALS
SHIRBCY
gNDDX
SWITGFC
TIOELUS
YSERIAL
XFe

vie

CoCMESS
KCaMGFC
8CPYYP

S81INIY

165
8316498y
g IRGCU
gNDGFC
SYMe M
T1GJBBR
r8TALK
x0 :
y3

c8Cayv
C81UN
aFFary
gBISTATE



