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4.13 STATE TABLES

The material in this section is an integral part of the body of the ISO Standard.

This section describes the transport protocol in terms of state tables.

tables are given by showing the state of a transport connection, the events that

occur in the protocol and the resultant state.

The following conventions are used:

a) the incoming events are shown in the tables using their abbreviate name defined

in Table 4-10;

b) the states are shown in the tables using their abbreviate name defined in Table

4-11;

Table 4-10. Incoming Events

Abbreviate Name Category Name and Description
TCONreq TS-user T-CONNECT request primitive
TCONresp TS-user T-CONNECT response primitive
TDTreq TS-user T-DATA request primitive
TEXreq TS-user T-EXPEDITED DATA request primitive
TDISreq TS-user T-DISCONNECT request primitive
NDISind NS-provider N-DISCONNECT indication primitive
NCONconf NS-provider N-CONNECT confirm primitive
NRSTind NS-provider N-RESET indication primitive
CR TPDU Connect Request TPDU
CcC TPDU Connect Confirm TPDU
DR TPDU Disconnect Request TPDU
DC TPDU Disconnect Confirm TPDU
AK TPDU Data Acknowledgement TPDU
EA TPDU Expedited Data Acknowledgement TPDU
DT TPDU Data TPDU
ED TPDU Expedited Data TPDU
ER TPDU Error TPDU
RJ TPDU Reject TPDU
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c) the intersection of each state and event which is invalid is left blank. The

action to be taken in this case is one of the following:

1) for an event related to the transport service (i.e. coming from the TS-
user), take no action; '

2) for an event related to a received TPDU, follow the procedure for
treatment of protocol errors (see section 4.4.22) if the state of the

supporting network connection makes it possible;
3) for an event falling into neither of the above categories (including those
which are impossible by the definition of the behavior of the transport

entity or NS-provider) take no action.

Table 4-11. States

Abbreviate Name Name and Description -
WFNC Wait for network connection
WFCC Wait for CC TPDU ' .
WBCL Wait before releasing (wait for CC TPDU before sending
the DR TPDU)
OPEN Transport connection is open
CLOSING Release in progress
WFTRESP Wait for T-CONNECT response
CLOSED Transport connection is closed
WFCC-R Wait for CC TPDU and reassignment in progress
WBCL-R Wait before releasing and reassignment in progress
OPEN-R Open and reassignment in progress
OPEN-WR Open and wait for reassignment
CLOSING-R Release in progress and reassignment in progress
CLOSING-WR Release in progress and wait for reassignment
WFTRESP-WR Wait for T-CONNECT response and wait for reassignment
WBCL-WR Wait before releasing and wait for reassignment
WBOC Wait before open complete (CC is unacknowledged)
WBOC-WR Wait before open complete and wait for reassignment
CLOSING BOC Wait before open complete and release in progress
CLOSING BOC-WR Idem and wait for reassignment
AKWAIT Waiting for acknowledgement of CC TPDU
REFWAIT Waiting for frozen reference time
WFEA Wait for EA TPDU
SCLOSEDW Window is closed
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d)

at each intersection of state and event which is valid, the state tables specify

an action which may include one of the following:

1)

2)

one action constituted of a list of any number of outgoing events (no, one
or more) given by their abbreviated name defined in Table 4-12 followed by
the abbreviate name of the resultant state (see Table 4-10);

several conditional actions separated by the symbol ; . Each conditional
action contains a predicate followed by the symbol : and by an action as
defined above. The predicates are boolean expressions given by their
abbreviate name and defined in the clauses related to the state tables of
each class. Only the action corresponding to the predicate which is true is

to be taken.

Table 4-12: Outgoing Events

Abbreviate Name Category Name and Description
TCONind TS-provider T-CONNECT indication primitive
TCONconf TS-provider T-CONNECT confirm primitive
TDTind TS-provider T-DATA indication primitive
TEXind TS-provider T-EXPEDITED DATA indication
primitive
TDISind TS-provider T-DISCONNECT indication primitive
NDISreq NS-user N-DISCONNECT request primitive
NRSTresp NS-user N-RESET response primitive
NCONreq NS-user N-Connect request primitive
CR TPDU Connect Request TPDU
CC TPDU Connect Confirm TPDU
DR TPDU Disconnect Request TPDU
DC TPDU Disconnect Confirm TPDU
AR TPDU Data Acknowledgement TPDU
EA TPDU Expedited Data Acknowledgement
; TPDU
DT TPDU Data TPDU
ED TPDU Expedited Data TPDU
ER TPDU Error TPDU
RJ TPDU Reject TPDU
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4.13.1

4.13.2

e) the state tables may include the three following additional conventions:
1) informal comments giving explanatory materials;
2) references to notes using the following notation : (note number);

3) references to other actions defined in separate tables using the following

notation : action number .

This annex includes the state table for class 0 and 2, the state table for classes 1
and 3, and the state table for class 4.

Incoming/Outgoing Events and State Tables

Table 4-10 specifies the names of the incoming events, classified as TS-user events,
NS-provider events and TPDU events. Table 4-11 specifies the names of the states.
Table 4-12 specifies the names of the outgoing events classified as TS-provider
events, NS-user events and TPDU events.

State Tables For Classes 0 and 2

This section specifies the behavior of a transport entity for a transport connection

of class 0 or class 2.

The description uses predicates defined in Table 4-13, and specific actions defined in
Table 4-14,

The description does not include a complete specification of the data transfer but
makes reference to the specification of the classes (see clause 8 and 10). Table 4-15

gives the state automata for classes 0 and 2.
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Table 4-13. Predicates For Classes 0 and 2

Name Description

PO T-CONNECT request unacceptable

Pl Unacceptable CR TPDU

P2 No network connection available

P3 Network connnection available and open

P4 Network connection available and open in

progress

P5 Class is class 0 (class selected in CC)

P6 Unacceptable CC

pP7 Class is class 2

P& Acceptable CC

Table 4-14. Specific Actions For Classes 0 and 2

Name Description

If the network connection is not used by any
other transport connection assigned to it, it may
be disconnected

See 4.4.22 (receipt of an ER TPDU)
See data transfer procedures of the class

See expedited data transfer procedure of the
class

An N-RESET response has to be issued once for
the network connection if the network
connnection has not been released
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Table 4-15. State Table for Classes 0 and 2 (first part)
STATE
WFNC WFECC WBCL OPEN CLOSING WFTRESP CLOSED
(Class 2 (Class 2
EVENT only) only)
PO: TDISind
CLOSED;
TCONreq P2: NCONreq
WFNC;
P3: CR WFCC;
P4: WFNC;
TCONresp O%EN
TDTreq OEgN
TEXreq O[!::gN
P5:NDISreq P5:NDISreq
TDISreq [y CLOSED CLOSED DR
CLOSED P7:WBCL; P7:DR CLOSED
CLOSING
CR
NCONconf WFCC
TDISind TDISind TDISind TDISind
wwstid | [0 D) | 000 mE | me {wel | bl
CLOSED CLOSED CLOSED CLOSED CLOSED CLOSED
. TDISind TDISind TDISind TDISind
NDISind CLOSED CLOSED CLOSED CLOSED CLOSED CLOSED
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Table 4-15. State Table for Classes 0 and 2 (second and last part) (Cont'd.)
STATE
WFNC WFCC WBCL OPEN CLOSING WFTRESP CLOSED
EVENT . (Class 2 (Class 2
only) only)
Pl: DR(ID)
CLOSED;
CR Not Pl:
TCONind
WFTRESP
P5: ;
TDISind 1) I I——— [ DC
DR ] P7:DC
CLOSED CLOSED IDISind CLOSED CLOSED
CLOSED
DOES NOT EXIST IN CLASS 0(2)
e e e e o e e e e e e e e e e ———— e
DC P7: 1 CLOSED
CLOSED
P8: TCOnconf P5: (3)
OPEN NDISreq
P6 and P5: CLOSED
CcC TDISind : DR
NDISreq P7: DR
CLOSED: CLOSING CLOSED
P6 and P7:
TDISind
DR
CLOSING
DOES NOT EXIST IN CLASS 0(2)
3
OPEN CLOSING
DOES NOT EXIST IN CLASS 0 (2)
EA —— —_ — T T T T T T — CLOSED
: L] CLOSING
. OPEN
DOES NOT EXIST IN CLASS 0 (2)
ED T 1 7T [] - — CLOSED
U
OPEN CLOSING
ot [3] CLOSING CLOSED
OPEN
TDISind 1]
DR [ 2 2 CLOSED
CLOSED CLOSED

NOTEs: 1) An ER TPDU must be sent in certain cases - see 4.3.6. .
2) If received it must be processed as a protocol error - see 4.3.22.
3) A CR with class 2 has been sent and a CC class 0 is received.
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4.13.3

State Tables For Classes | and 3

class | or class 3.

This clause specifies the behavior of a transport entity for a transport connection of

The description uses the predicates defined in Table 4-16.

Specific actions are defined in Table #-17 and specific additional notes are given in
Table 4-18.

The description does not include a complete specification of the data transfer but

makes reference to the specification of the classes. Table 4-19 gives the state

automata for classes 1 and 3.

Table 4-16. Predicates For Classes 1 and 3

NAME DESCRIPTION
PO T-CONNECT request unacceptable
Pl T-CONNECT request acceptable and no avail-
) able network connection can be used

P2 T-CONNECT request acceptable and a net-
work connection can be used; the network
connection opening is in progress

P3 T-CONNECT request acceptable and a net-
work connection can be used; the network
connection is open

P4 Recovery attempts may exceed the TTR delay
(see note)

P5 Local choice

P6 Initiator of the transport connection

P7 Unacceptable CR TPDU

NOTE

It is possible that after a network disconnect
and a successful reopening of the network
connection, a new network disconnect indica-
tion is received prior to any valid TPDU.
Therefore, this predicate may apply not only
in the reassignment in progress states, but also
in the normal states (i.e. WFCC, WBCL,
OPEN, CLOSING).
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Table 4#-17. Specific Actions For Classes 1 and 3

NAME

DESCRIPTION

(1)
(2)
(3)

(%)
(5)
(6)
(7)

The network connection can be disconnected if
not used by any transport connection assigned
to it.

Reopen the network connection if not already
requested for another multiplexed transport
connection.

Network connection can be disconnected if not
used by any transport connection and was
locally opened.

Start TWR timer

Stop TWR timer

Issue an N-RESET response if not already done
See data transfer procedure for the class

Table 4-18. Specific Notes For Classes 1 and 3

NAME

DESCRIPTION

(1)

(2)

(3)
(4)

(5)

(6)

(7)

(®)

Any TPDU except DR and CC having an
unknown destination reference

CC TPDU having an unknown destination re-
ference or a mismatched source reference

CR TPDU which is not duplicated but rejected

Or send any DT or ED TPDU waiting for
transmission or use N-DATA-ACKNOWLEDGE
Request available and selected (class | only)

The TTR period starts at each transition to a
state with reassignment in progress, if it has
not been previously started and terminates
when a valid TPDU is received for the trans-
port connection

If the resultant state is CLOSED, the refer-
ence must be frozen, except in the cases de-
scribed in section 4#.4.18

An ER TPDU shall be sent in certain cases
(see section 4.4.6)

Receipt of a DC TPDU is a protocol error
since DC cannot be used for reassignment. It
is recommended to stop the TWR timer (5) and
to consider the transport connection as re-
leased (CLOSED STATE)
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Table 4-18. Specific Notes For Classes 1 and 3 (Cont'd)

NAME DESCRIPTION

9) Receipt of a TPDU other than CR, DR, DC or
REJ in this state is a protocol error. It is
recommended to stop the TWR timer (5), send
a DR TPDU and enter the closing state

(10) Or a DR with mismatched source reference
has been received

(11) Same action as for (9) and issue a TDISind

7

Table 4-19. State Table for Classes ! and 3 (First Part - Connection-Responder Side)

STATE WFTRESP WBCL WBOC CLOSING CLOSING
CLOSED WFTRESP WBOC
EVENT : -WR -WR -WR BOC BOC-WR
DR WBCL DR CLOSINGBOC
TDISreq CLOSED
(6) -WR CLOSINGBOC -WR
cc
TCONresp WBOC-WR
WBOC
& (¢ (6] [6] ] [e (6] [ [e (6]
NRSTind ‘| WFTRESP WFTRESP WBCL SBOC WBOC CLOSING CLOSING
-WR : -WR -WR -WR -WR BOC-WR BOC-WR
0] [4] {4 CLOSING
NDISIND WRTRESP WFTRESP WBCL WBOC WBOC CLOSING
-WR -WR -WR -WR -WR BPC-WR BOC-WR
P7: DR(3,7)
CLOSED (6) [5) (s [5] DR [5]
CR DR cC CLOSED
Not P7: WRTRESP CLOSED WBOC (6)
TCONind (6
WRFTRESP
1D1Sind DR B
DC DC 5 CLOSED nC
DR CLOSED TDISind CLOSED
CLOSED (6) ~ CLOSED (6) 6
(6)
OPEN (5] [5]
REJ CLOSED [7] CLOSING - DR
[ OPEN CLOSING
DC CLOSED ' CLOSED @)
First TPDU
other than CLOSED OPEN CLOSING ©)
CR, DR, DC
or REJ
TWR TDISind CLOSED TDISind CLOSED
Time-Out ' CLOSED CLOSED
6) (&) (6) (6)
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Table 4-19. State Table for Classes 1 and 3, Second Part - Connection-Initiator Side (Cont'd.)
STATE
CLOSED WENC WFNC-R WFCC WECC-R WBCL WBCL-R
EVENT
PO: TDISind ‘
CLOSED
P1:NCONreq
TCONreq WFNC
P2: WFNC
P3:CR WFCC
CR CR CR CR
NCONcont WFCC WECC WECC WBCL
CR [6] CR [6]
NRSTind WFCC WBCL
P4:TDISind = | P4: TDISind {P4:TDISind P4: P4 or P5:
[2] CLOSED CLOSED | CLOSED CLOSED CLOSED
NDISind WFNC-R (6) (6) (6) (6) (6)
(5 Not P4: 2] Not P4: [2]  [Not Pa:[2] | Not P4:[2] | Not(P4 or P5): [2]
(5 (5)
WFNC-R; WFCC-R;| WFCC-R; WBCL-R: WBCL-R
P5:CLOSED
[t] (1] (6)
TDISreq CLOSED CLOSED WBCL Not P5:
(6) (6) WBCL-R
TDISind
(10) 1 [
DR DC CLOSED CLOSED
CLOSED (6) (6)
TCONCconf DR
cc AK(%)
OPEN CLOSING
(1) CLOSED
DR
@ CLOSED

10061221
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Table 4-19. State Table for Classes 1 and 3, Third Part (Open and Closing States) (Cont'd.)
STATE :
OPEN OPEN-R OPEN-WR CLOSING CLOSING-R | CLOSING-WR
EVENT
REEJ DR
NCONconf 7] CLOSING
OPEN
DR CLOSING CLOSING
TDISreq CLOSING R _WR
REJ DR
NRSTind 7] [e] ~
OPEN CLOSING
P6 and P4: | P4:TDISind P6 and (P5 P4 or P5:
TDISind CLOSED or Ph: CLOSED
CLOSED (6% CLOSED (6)
(6) (6)
NDISind P6 and not Not P4: [2] P6 and not Not (P4 or
Pu: [2] (5) OPEN-R (P4 or P5): Ps5: [2]
OPEN-R (2] 5 CLOSING
CLOSING-R;
Not Pé: [4] Not Pé: [4]
OPEN-WR CLOSING-WR
REJ REJ DR
REJ 7] B.7] CLOSING 0]
OPEN OPEN CLOSING
Time-Out TDISind CLOSED
TWR (6
CLOSED (6)
TDISind
TDISind DC CLOSED [
DR DC 5] (6 CLOSED
CLOSED CLOSED (6)
(6) (6)
0]
DC CLOSED (8
(6)
DT,AK (7]
EDor EA (1) CLOSING 9
TPDU OPEN
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4.13.4 State Tables For Class 4
This section specifies the description of a class 4 transport connection.

Tables 4-20, 4-21, and 4-22 give the predicates, actions, and timer events for class

4, respectively.

Tables 4-23 and 4-24 are the state tables for a class 4 transport connection.

Table 4-20. Predicates For Class 4

NAME DESCRIPTION
PO Acceptable CR TPDU
Pl Acceptable CC TPDU
P2 Unduplicated ED TPDU
P3 New network connection required
P4 Retransmit counter , maximum
P5 Unacknowledged ED TPDU
Pé6 EOT isset to 1
P7 Sending credit = 0 (closed window)
323 ED TPDU waiting for transmission

Table 4-21. Specific Actions For Class 4

NAME DESCRIPTION

(1) Set reference timer

(2) Set/Reset window timer

(3) Set/Reset Inactivity timer

(4) Set/Reset Retransmit timer and set count =
count + 1

(5) Reduce credit/window

(6) Update credit/window

(7) Transmit DT TPDUs stored up to upper
window

Table 4-22. Timer Events For Class 4

NAME DESCRIPTION
Retrans-t Retransmission timer
Ref-t Reference timer
I-t Inactivity timer
W-t Window timer
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Table 4-23, Class 4 Connection/Disconnection
STATE :
CLOSED WENC WBCL WFCC WFTRESP AKWAIT OPEN CLOSING REFWAIT
EVENT
PO: TCONind
WFTRESP
CR NOT PO: WFTRESP AKWAIT OPEN CLOSING REFWAIT
DR :
CLOSED:
TDISind TDISind TDISind
PR TDISind DC DC DC 1y DC
{1 [ ] {1 REFWAIT REFWAIT
REFWAIT REFWAIT REFWAIT REFWAIT
DC REFWAIT REFWAIT
NOT PI:
TDISind
DR [4] AK or DT DR
cc CLOSING or ED [3] CLOSING REFWAIT
Pl:T'EC]ONCONF OPEN
3
AK OPEN
(31 2] See Table
AK 4-24 [3] CLOSING REFWAIT
OPEN OPEN
TEXind P2: TEXind
[ (] [ Ea
ED EA—3 OPEN; CLOSING REFWAIT
< OPEN Not P2:
(3] Ea
OPEN
See Table
EA 4-24 CLOSING REFWAIT
OPEN
See Table
DT 4-24 CLOSING REFWAIT

OPEN
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Table 4-23. Class 4 Connection/Disconnection (Cont'd.)
STATE
CLOSED WENC WBCL WFCC WFTRESP AKWAIT OPEN CLOSING REFWAIT
EVENT
[ TDISind TDISind TDISind TDISind
ER 1] ] DR [4] DR [4] b - REFWAIT
REFWAIT REFWAIT REFWAIT CLOSING CLOSING REFWAIT
P3:NCONreq
WFNC;
TCINregq Not P3:
CR [4]
WFCC
cC
TCONresp ["]
AKWAIT
DR DR DR
TDISreq (5] (1] (4] {4
WBCL REFWAIT CLOSING CLOSING
TDISind TDISind TDISind TDISind TDISind 1]
NDISind [1] [13] {1 1] REFWAIT REFWAIT
CLOSED REFWAIT REFWAIT REFWAIT REFWAIT
NRSTind CLOSED WFNC WBCL WFCC WFTRESP AKWAIT OPEN CLOSING REFWAIT
BUILD DT
TDT TPDU STORE See Table
DT TPDU 4-24
AKWAIT OPEN
NCONCconf CR
5]
WFCC

T00-h61¢21
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Table 4-23. Class 4 Connection/Disconnection (Cont'd.)

STATE

EVENT

CLOSED

WFNC

wBCL

WFCC

WFT-RESP

AKWAIT

OPEN

CLOSING

REFWAIT

Ref-t

Retrans-t

1-t

TEXreq

P4:CR [4]
WFCC
Not P4:
DR [4]
TDISind
CLOSING

Ps:cC [4]
AKWAIT
Not P4:
DR [4]
TDISind
CLOSING

P4:OPEN
See
Table 4-24
Not P4:
DR [4}
TDISind
CLOSING

TDISind
(]
CLOSING

P5:STORE
ED TPDU
OPEN

Not P5:

ED [4]
OPEN

Pu:DR [4]
CLOSING

Not P4:
(1]
REFWAIT

CLOSED
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Table 4-24. Class &4 Data Transfer

STATE
OPEN WFEA SCLOSEDW
EVENT
P6: TDTind |P6:TDTind P6: TDTind
H AK Ez] AK 2] AK
5] [3] 5] (3] 5] [3]
OPEN WEEA SCLOSEDW
DT Not P6; AK |Not Pé: Not Pé6:
5 B ﬁ BB o
[Q 2 2
OPEN WFEA SCLOSEDW
6] [3] (6] Not P7: [7]
AK P7:SCLOSEDW OPEN;
Not P7: WFEA P7:SCLOSEDW
OPEN
P$:ED [4]
(3] WFEA;
Not P8 and P7:
EA OPEN SCLOSEDW
Not P7:
SCLOSEDW
(7] STORE DT STORE DT
Not P7: TPDU TPDU
TDTreq OPEN WFEA SCLOSEDW
P7:SCLOSEDW
ED [4] [3] STORE ED ED
TEXreq TPDU L] (3]
WFEA WFEA WFEA
AK AK AK
W-t (2] 2] 2]
OPEN WFEA SCLOSEDW
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4.14 CHECKSUM ALGORITHMS

This section is provided as information for implementors and is not an integral part
of the body of the ISO Standard.

4.14.1 Symbols
The following symbols are used:

CO variables used in the algorithms
Cl

i  number (i.e. position) of an octet within the TPDU (see 4.10)
n  number (i.e. position) of the first octet of the checksum parameter
L length of the complete TPDU
X  value of the first octet of the checksum parameter
Y  value of the second octet of the checksum parameter.’
4.14.2 Arithmetic Conventions
Addition is performed in one of the two following modes:
a) modulo 255 arithmetic;

b) one's complement arithmetic in which if any of the variables has the value

minus zero (i.e. 255), it shall be regarded as though it were plus zero (i.e. 0).
4.14.3 Algorithm For Generating Checksum Parameters

1) Set up the complete TPDU with the value of the checksum parameter field set

to zero. -
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2) Initialize CO and Cl! to zero.

3) Process each octet sequentially from i =1 to L by
a) adding the value of the octet to CO, then
b) adding the value of COto Cl.

4) Calculate X and Y such that

X = -Cl + (L-n).CO - (L-n-1)
Y = Cl - (L-n+1).CO + (L-n)

5) Place the values X and Y in octets n and (n + 1), respectively.

NOTE

This algorithm calculates

which is equal to zero, if the formulas in
section 4.3.17 are followed, since

4.14.4 Algorithm For Checking Checksum Parameters
1) Initialize CO and C! to zero.
2) Process each octet of the TPDU sequentially fromi =1 to L by:
a) adding the value of the octet to CO; then

b) adding the value of C0 to Cl.
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3) I, when all the octets have been processed, either or both of C0O and Cl does
not have the value zero, the checksum formulas in section 4.4.17 have not been

satisfied.

NOTE
The nature of the algorithm is such that it is

not necessary to compare explicitly the stored
checksum bytes.
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5.1

CHAPTER 5
TRANSPORT LAYER (CONNECTIONLESS)

INTRODUCTION

The Transport Protocol Standard (ISO DP 8073) is one of a set of International
Standards produced to facilitate the interconnection of computer systems. The set
of standards covers the services and protocols required to achieve such
interconnection.

The Transport Protocol Standard is positioned with respect to other related
standards by the layers defined in the Reference Model for Open Systems Intercon-
nection (ISO 7498). In particular, it is a protocol of the Transport Layer. It is most
closely related to, and lies within the field of application of the Transport Service
Definition (DP 8072) and the Working Draft for an Addendum to the Transport
Service Definition Covering Connectionless Data Transmission (SC16 N1445), the
Network Service Definition (DP8438), and the Addendum to the Network Service
Definition Covering Connectionless Data Transmission (TC97/SC6/N2728). The

interrelationship of these standards is depicted below:

TRANSPORT
SERVICE DEFINITION

CONNECTIONLESS
TRANSPORT PROTOCOL
SPECIFICATION

NETWORK
SERVICE DEFINITION
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A document (ISO/TC 97/SC16N, February 1983) entitled "Working Draft for an

addendum to the Transport Protocol Specification Covering Connectionless Data

Transmission" Specifies transport architecture for connectionless systems. It is the

specification followed by release | of the iNA960 and the source of this section.

5.1.1 Scope and Field of Application

This chapter specifies:

procedures for connectionless transmission of data and protocol control infor-

mation from one transport-entity to a peer transport-entity;

the encoding of the Transport Protocol Data Units used for the transmission of
data and control information;

procedures for the correct interpretation of Transport protocol control infor-

mation and

the functional requirements for implementations claiming conformance to the
ISO Standard

-

The procedures are defined in terms of:

the interactions among peer transport-entities through the exchange of Trans-

port Protocol Data Units;

the interactions between a transport-entity and a Transport Service user
through the exchange of Transport Service primitives; and

the interactions between a transport-entity and a Network Service provider

through the exchange of Network Service primitives.

This specifies a connectionless Transport Protocol. A connection-oriented Trans-

port Protocol is specified in Chapter 4 of this manual

5-2



iNA 960 Architectural Reference Manual
122194-001

5.1.2

5.1.3

Reference Documents

The following are the sources containing information relevant to the definition of

transport layer architecture for connectionless systems:

ISO 7498

SC16 N1194

DP 8073

DP 8072

Information Processing Systems - Open Systems Interconnection -

Basic Reference Model

Addendum to the Reference Model Covering Connectionless Data

Transmission

Information Processing Systems - Open Systems Interconnection -

Transport Protocol Specification

Information Processing Systems - Open Systems Interconnection -

Transport Service Definition

SC 16 N 1445 Working Draft for an Addendum to the Transport Service Definition

DP 8348

SCé6 N 2728

Covering Connectionless Data Transmission

Information Processing Systems - Data Communications - Network

Service Definition

Addendum to the Network Service Definition Covering Connectionless

Data Transmission

Definitions of Special Terms and Abbreviations used in this Chapter

The following are special terms and abbreviations-used in this section:

Source-transportation-address:

Identifies the Transport Service user that acts as the source of data during a

particular instance of Transport-connectionless data transmission.

Destination-transport-address:
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5.2

5.2.1

Identifies the Transport Service user that acts as the sink of data during a particular

instance of Transport-connectionless data transmission.

Data Units:
TPDU - Transport Protocol Data Unit
TSDU - Transport Service Data Unit
TSDU - Network Service Data Unit

Transport Protocol Data Units:
UD TPDU Unit data TPDU

TPDU Fields:
LI - Length Indicator
CDT - Credit

Parameters:
Source TSAP-id - Source Transport Service Address Parameter-identifies
Destination TSAP-id - Destination Transport Service Address Parameter-

identifier
Miscellaneous:
TS-user: Transport Service User
TSAP: Transport Service Address Parameter
NSAP: Network Service Address Parameter

OVERVIEW OF THE TRANSPORT PROTOCOL

The following provides an overview of the service it provides and the services it

expects from the Network Layer and the SSO model.
Service Provided by the Transport Layer

The service provided by the protocol herein described is a connectionless Transport

Service. The connectionless Transport Service is described in the Addendum to the
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Transport Service Definition Covering Connectionless Data Transmission (SC 16N )

The Transport Service Primitives provided are summarized below:
Primitive Parameters

T_Unit_Data Request To transport address, from-transport address
quality of service TS-User Data

Indication To-transport-address, from-transport address
TS-User Data. Checksums Result (values are

passed, failed or not checked)
5.2.2 Service Assumed from the Network Layer

The Transport protocol described in this chapter can operated over the connection
mode network service defined in SC6 N2744 and over the connectionless mode
network service defined in SC6 N2611R. When operating over a connection mode

network service, the following network service primitives are used.

Primitive Parameters
N_CONNECT.request Called Address, Calling Address, Quality of
Service

N_CONNECT.indication Called Address, Calling Address

N_CONNECT.response

N_CONNECT.confirm

N_DATA.request NS_User_Data

N_Data.indication NS User Data
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5.3

5.3.1

Primitive Parameters
N_DISCONNECT request
N_DISCONNECT indication Reason

When operating over a connectionless mode network service, the following network

service primitives are used:
Primitive Parameters

N_UNITDATA Request Destination Address
Source Address
Quality of Service
NS User Data

N_UNITDATA Indication Destination Address
Source Address
NS_User_Data

NOTE

Only those parameters pertinent to this (con-
nectionless) transport protocol are listed
above.

FUNCTIONS OF THE TRANSPORT LAYER

The following provides a overview of the Transport Layer in terms of the functions

performed by that layer.
Connectionless Data Transfer Functions

The purpose of connectionless data transfer is to allow the transfer of data between

corresponding TS-Users on a connectionless basis. This service provides for

single-access data transfer for corresponding TS-Users without the overhead of

transport connection establishment and termination. These functions are primarily
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5.3.2

intended to benefit those applications where the reliability of data delivery provided
by the transport protocol is not important because the applications involve suffi-
cient data transmission redundancy or because the application protocol ensure the
level of reliability required for its own operation.

Overview of Functions

The functions in the Transport layer are at least those necessary to bridge the gap
between the service available from the Network Layer and the service to be offered

to the Transport users.

The functions in the Transport Layer are concerned with the enhancement of the

quality of service, including all aspects of cost optimization. The functions are:

o Network Service Selection,
o Address Mapping, and
o  TSDU Delimiting

The first of these (Network Service Selection) selects the Network Service that best
matches the requirement of the TS-User, taking into account charges for various

services.

Address Mapping determines the Network address that is used as the destination-
address parameter in an N_Unitdata Request or as the called address parameter in
an N_CONNECT Request by examining the Transport address specified by the
Destination-TSAP address parameter of a T_Unitdata Request.

NOTE
The way in which this mapping is performed is

determined by Transport Layer Management.

TDSU delimiting determines the beginning and end of a TSDU
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5.3.3

5.4

Model! of the Transport Layer

A transport protocol entity communicates with a TS-User through one or more
TSAPs by means of Transport Service primitives (defined in DP 8072 and the
Addendum to the Transport Service Definition Covering Connectionless Data
Transmission). These Transport Service primitives cause or a result from the
exchange of TPDUs between peer transport-entities engaged in connectionless data
transmission or supporting a transport-connection. These protocol exchanges are
effected by making use of the services of the Network Layer, as defined in the
Network Service Definition and in the Addendum to the Network Service Definition
Covering Connectionless Data Transmission, through one- or more NSAPs. The

following illustrates these relationships:

l——( ) -—-1 '—()
] [ }—ro

TRANSPORT PROTOCOL TRANSPORT PROTOCOL
ENTITY ENTITY
¢} O
NSAP NSAP
| ESh | I j

L ]

The model of Transport connectionless data transmission is presented in Clause 9.3
of the Addendum to the Transport Service Definition Covering Connectionless Data
Transmission.

PROTOCOL MECHANISMS AND PROCEDURES

The protocol mechanisms and procedures described below are in addition to those
described in Chapter 4 and in DP8073.
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5.4.1

5.4.2

Transport Protocol Data Unit (TPDU) Transfer

The purpose of this mechanism is to convey transport protocol data units in user

data fields of network service primitives.
The applicable network service primitives are:

e N_DATA (Request, Indication)
e N_UNITDATA (Request, Indication)

The name of the TPDU defined for the connectionless protocol is UNIT DATA
(abbreviated UD).

Connectionless Data Transfer Over Connectionless Mode Network Service

The purpose of this mechanism is one time, one-way transfer of a TSDU between
TSUsers without confirmation of receipt, without transport connection establish-

ment and release, and without network connection establishment and release.

Network service primitives involved are:
N_UNITDATA (Request, Indication)

TPDUs and fields used are:

TPDUY Fields

uD Checksum (optional)
Source TSAP-ID
Destination TSAP-ID
User Data

Procedures for sending a UD TPDU in this case are as follows:

e The source and destination address parameters of the T_UNITDATA request
service primitives are used to determine the source network address, source

TSAP-ID, destination network address, and destination TSAP-ID.
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The quality of service parameter in the T _UNITDATA request is used to
determine if a checksum should be included in the Unit Data (UD TPDU).

A UD TPDU is constructed with a checksum parameter (optional), a source
TSAP-ID, a destination TSAP-ID, and the User Data field from the
T _UNITDATA request.

An N_UNITDATA request service primitive is issued with the source and
destination network addresses determined above, the quality of service from
the T_UNITDATA request and a user data field containing the UD TPDU.

Procedure for UD TPDU are as follows:

The UD TPDU arrives in the user data field of an N_UNITDATA indication.
The transport entity constructs a T_UNITDATA indication and provide it to the

appropriate transport user.

The source network address from the N_UNITDATA indication and the source
TSAP_ID from UD TPDU are used to determine the source address parameter
for the T_UNITDATA indication. The destination network address from the
N_UNITDATA indication and the destination TSAP_ID from the UD TPDU are
used to determine the destination address parameter for the T_UNITDATA

indication.

If a checksum result parameter is present in the UD, a checksum verification of
the UD is made using the algorithm defined for the transport protocol in
Chapter 4 (and DP8073). The result of the checksum verification is passed in
the checksum result parameter of the T_UNITDATA indication (passed, failed,

or not checked).

The user data field UD is mappe‘d to the user data parameter of the T_
UNITDATA.indication.
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5.4.3

Connectionless Data Transfer Over Connection Mode Network Service

The purpose of this mechanism is one-time, one-way transfer of a TSDU between
TS-Users without confirmation of receipt, without transport connection establish-

ment and release, and with network connection establishment and release.
Network service primitives involved are:

N_CONNECT (Request, Indication, Response, Confirm)
N_DATA (Request, Indication)
N_DISCONNECT (Request, Indication)

TPDUs and fields used are:

TPDY Fields

UuD Checksum (Optional)
Source TSAP-ID
Destinations TSAP-ID
User Data

Procedures for sending a UD TPDU in this case are as follows:

e The source and destination address parameters of the T_UNIT DATA request
primitive are used to determine the source network address, source TSAP-ID,

destination network address, and destination TSAP-ID.

e The quality of service parameter in the T_UNIT DATA request is used to
determine if a checksum should be included in the Unit Data (UD) TPDU.

e If a network connection to the destination network address does not already
exist, an N_CONNECT request is issued. If an N_DISCONNECT indication is

received in response, the procedure terminates.

e If an N_CONNECT confirm is received, a UD TPDU is constructed with a

checksum parameter (optional), a source TSAP-ID, a destination TSAP-ID, and

5-11



iNA 960 Architectural Reference Manual

122194-001

the user data field from the T_UNITDATA request. An N_DATA request

service primitive is issued with the UD TPDU contained in the user data field.

Those transport classes that use timers set a timer to await an N_DISCON-
NECT indication. ’

When an N_DISCONNECT indication is received the procedure terminates. If
the timer set to await an N_DISCONNECT.indication expires and the associated
network connection is not multiplexed, an N_DISCONNECT request is issued
and the procedure terminates. If the network connection is multiplexed when

the timer expires, the procedure terminates.

Procedures for receiving a UD TPDU are as follows:

In order to receive a UD TPDU, an NCONNECT indication may have been
received and an NCONNECT Response issued to establish a network connection

between the correspondent TS-entities.

The UD TPDU arrives in the user data field of an N_DATA indication. The
transport entity constructs a T_UNITDATA indication and provides it to the

appropriate transport user.

The source address parameter for the T_UNITDATA indication is determined
from the remote network address associated with the network connection and
the source TSAP_ID from the UD TPDU. The destination address parameter for
the T_UNITDATA indication is determined from the local network address
associated with the network connection and the destination TSAP_ID from the
UD TPDU.

If a checksum parameter is present in the UD, a checksum verification of the
UD is made using the algorithm defined for the transport protocol in Chapter &
(and DP8073). The result of the checksum verification is passed in the
checksum result parameter of the T_UNITDATA INDICATION (passed, failed or
not checked). '
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e The user data field of the UD is mapped to the user data parameter of the
T_UNITDATA indication. If the network connection over which the UD TPDU
arrived is not multiplexed, an N_DISCONNECT request is issued. In any case,

the procecdure terminates.
PROTOCOL CLASSES
Connectionless mode of operation introduces no additional classes to the transport
protocol. Provision of this mode of operation is optional within all classes.

ENCODING OF THE UNIT DATA (UD TPDU)

The procedures described in this section require one new TPDU. The encoding of
that TPDU, Unit Data (UD), is described below.

As in other TPDU's, a UD TPDU contains an integral number of octets. The octets
in a TPDU are numbered starting from 1 and increasing in the order they are put
into an NSDU. The bits in an octet are numbered from | to 8, where bit 1 is the
low-order bit.
TPDUs contain (in the following order):
(1) The header, comprising:

e  The length indicator (LI) field;

e The fixed part;

e The variable part, if applicable;

(2) The data field, if applicable.

The length indicator field the fixed part and the variable part are as described in
section 4.3.2 of Chapter 4 (or in DP 8073).
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5.7 UNIT DATA (UD) TPDU STRUCTURE

The following illustrates the structure of the UD TPDU.

L 2 3 P P+l

L1 oD VARIABLE USER
01060 0000 PART DATA

The several octets of this structure contain the following:

Length Indicator (LI) - - Octet |
Fixed Part = 0100 0000 - - Octet 2
Variable Part - - Octets 8 through P
User Data - - Octet P + |

The following parameters are permitted in the variable part:

a) Transport Service Access Point Identifier (TSAP-ID)

Each UD TPDU contains Source and Destination TSAP-identifiers in the

variable part of its header as follows:

Parameter Code Source TSAP 11000001
Destination TSAP 11000010

Parameter length not defined
Parameter value identifer of the source or Destination TSAP,
respectively.

b) Checksum

A UD TPDU may optionally contain the checksum parameter in the variable

part of the header:
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Parameter Code 11000011
Parameter Length 2
Parameter Value result of the checksum algorithm
The User Data contains the data of the TSDU being transmitted. The length of
this field is unrestricted.
5.8 CONFORMANCE

The conformance information in Chapter 4 (or in DP 8073) is applicable. In addition,
implementation claiming conformance must specify whether or not the connection-

less data transmission option is supported.
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6.1

6.1.1

CHAPTER 6
NETWORK MANAGEMENT

INTRODUCTION

The Network Management "Layer" supplies a network with planning, operation and
maintenance facilities.” (Network management is actually implemented as a
function distributed over "other" layers and for this reason, it is treated as a
"facilify".) The planning capability gathers network usage information to help the
user determine when to expand the network. Operation deals with normal, day to
day network functions, such as initialization, termination, monitoring and
performance optimization. Maintenance deals with detection, isolation, amputation
and repair of network faults. Many functions can be performed both on local and

remote nodes.

The Network Management Facility has an interface to every network layer in the
architecture. Each layer provides the NMF with an interface in which the NMF can

access the layer's internal database.

The NMF can perform operations on remote nodes. To do this, it uses the services
provided by the "other" layers (Transport, Network and Data Link Layers) to
communicate with the NMF on the remote node, which performs the desired

operation at that node.
Purpose of This Section

This is an architectural specification, not a NMF implementation specification. The
purpose of this chapter is to describe the essential functions, interfaces and
algorithms which are necessary to implement a NMF module which will execute
properly on the various layers at the local node and communicate properly with the
NMF residing on remote nodes. This document does not describe or mandate a
particular implementation strategy, since communication software can be imple-

mented in a wide variety of execution environment.
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6.2 GOALS AND NON-GOALS OF NMF ARCHITECTURAL DESIGN
The goals of the NMF design are:

Planning:
Capture usage statistics to help plan network expansion. Statistics on the
various layers will be maintained by the layer itself and will be available to

users via an interface with the NMF.

Operation:

- The NMF should capture enough information to evaluate the settings of
parameters affecting network performance. The NMF provides facilities
to inspect and adjust these parameters to determine their effect on
network performance. This allows users to monitor the operation of each
layer.

Maintenance:
Part of the 'maintenance' goals of the NMF are present above in the
section dealing with operation monitoring. In addition, the NMF provides
features to determine the presence of hosts and the viability of their
connection to the network. A facility to down-line dump remote systems is
present. Error conditions or Events occurring in each layer are noted by

the NMF Event Logger and can be displayed at the local and remote nodes.

Distributed Management:
Whatever facilities the NMF provides on the local node, the NMF can
provide the same facility on a remote node. Enquiries into the state of the
network can be made from any system on the network. There is no concept
of a central network .control station. Network management is the

responsibility of every station.

Initialization:
NMF provides initialization and remote loading facilities. This allows
systems with no local mass storage to be booted by a remote node. The

facility provided is general enough to service a wide variety of systems.
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The NMF has the following non-goals:

Security:
NMF does not support the concept of a super user. The facility available
to all users is the same. NMF does not provide safe-guards or protection

against malicious users.
FUNCTIONAL OVERVIEW

The Network Management Facility supplies a network with planning, operation and
maintenance facilities. The planning capability gathers network usage information
to help the user determine when to expand the network. Operation deals with
normal, day to day network functions, such as initialization, termination, monitoring
and performance optimization. Maintenance deals with detection, isolation, ampu-
tation and repair of network faults. Many functions can be performed both on local

and remote nodes.

The functions needed to implement the planning, operation and maintenance goals
overlap considerably. For instance, both planning and maintenance need access to
the layer data bases, so the data base access functions are common to both.
Similarly, operation and maintenance share a requirement to be able to remotely
bootstrap a node. Therefore, the functions provided by the Network Management
Facility are divided into groups of similar functions instead of ‘being grouped

according to their respective goals.

The NMF provides layer management, echo testing, limited debugging facilities and

the ability to down-line load and up-line dump a remote system.

Layer rhanagement deals with manipulating the internal data base of a layer. NMF
can examine and modify network counters of lower layers that indicate how the
network is performing. It can examine and change the value of network parameters.
Data base operations can be performed on the local node or a remote node. If
performed on a remote node, the NMF uses the Transport Layer to create a virtual
connection to the NMF in the remote node. The NMF in the remote node then

performs the desired function.

6-3



iNA 960 Architectural Reference Manual
122194-001

6.4

As mentioned above, an echo facility is provided. Using this facility, the host can
determine if a node is present on the network or not, test the communication path
to that node and determine the funcﬁonality of the remote node. NMF transmits a
packet to the remote node, then listens for that node to echo it.

The NMF provides the host with the ability to read or set memory of any host
present on the network. This feature is provided as an aid to debugging. In the case
of an operation to be performed on a remote node, the NMF transmits a message via
the local Transport Layer to the NMF residing on the remote host. The remote NMF

carries out the command.

NMF has the facility to record events which reflect a problem with the communica-
tion hardware or software. When an error occurs, the event, along with relevant
information, is written into a log file. NMF has the facility to record events that
occur locally as well as those that occur on remote nodes. Recording events may

help to maintain the network, recover from failures, and plan for the future.

NMF can down-line load any system present on the network. A simple data link
level protocol is used to ensure reliability. This facility can be used to load data
bases; to boot systems without local mass storage; to boot a set of nodes remotely,

thus ensuring that they have the same version of software; etc.

Up-line dumping is somewhat similar to down-line loading. Up-line dumping can be
initiated by a remote node only. The remote node issues a 'dump command' and the
target node responds with a dump response packet containing the memory image

requested. In this case too, the target node utilizes the raw data link facilities.
LAYER MANAGEMENT

The NMF needs access to the data base of all other layers so that it can provide
planning and maintenance aids. The element of a layer's internal data base is
termed an object. The NMF can read, read and clear, and set an object in a layer's
data base.
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There are four types of objects; Parameters, Counters, Statistics and Values.
Parameters adjust layer operation. They may be read and set, and change value only
through the set operation. Counters record the number of times an event occurs.
They are unsigned integers which either wrap around to zero on overflow or 'stick' at
infinity. They may be read, and are cleared to 0 by the 'Rea'd_and_Clear' operation.
Statistics are time-averaged measures of some facet of system operation. They
may be read. Values are read-only numbers which are not parameters, counters or

statistics. The following are examples of several objects in various layers:

Examples of Data Link Objects:
Number of packets transmitted
Number of packets received
Number of CRC errors

Examples of Network Objects:
Number of networks

List of network addresses

Examples of Transport Objects:
Number of existing connections

Retransmission time of any connection

Examples of Session Objects:
Number of process names recognized

Number of session virtual circuits open

Examples of Application Objects:
Number of existing file connections

Characteristics of various terminals in use
6.4.1 Layer Management Interfaces

The NMF has to access the internal data base of every other layer. Thus, each layer
has to provide an interface in which the NMF can access its data base. NMF should

be able to read any element of a layer's data base, set any element of a layer's data
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base to a desired value and read and clear any element of a layer's data base. 'Read
and Clear' is an indivisible operation provided to ensure that no race conditions
exist. Each layer provides the three interfaces to the NMF described below. -

Note that in the following definitions the term 'layer' refers to an entity within the
layer. For instance, a node might have two data links. In this case, 'layer' would
also specify which of the two data links are being referenced.

Layer Read (Object, Modifier, Buffer Pointer)
Function: The value of Object is placed at Buffer Pointer

Where:
"Layer' is an entity within any one of the layers with which the NMF
interfaces with - DLL, NL, TCL, SL, AL.
'Object' is the identifying number of a Network Management object.
'Modifier' is a number to be used in conjunction with Object to locate the
particular value to read. The meaning of modifier can be different for

different objects.

'‘Buffer Pointer' is a pointer that points to the buffer in which to place the
returned data.

Returns a value indicating one of the following:
Successfully completed,
Not done,
Bad parameter.

Layer_Read_and _Clear (Object, Modifier, Buffer_Pointer)

Function: The value of Object is placed at Buffer Pointer and the value is then

set to 0. This is to be considered as one indivisible operation.
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Where:

'Layer' is an entity within any one of the layers with which the NMF
interfaces - DLL, NL, TCL, SL, AL.

'Object' is the identifying number of a Network Management object.
'Modifier' is a number to be used in conjunction with Object to locate the
particular value to read. The meaning of modifier can be different for

different objects.

'‘Buffer Pointer' is a pointer that points to the buffer in which to place the
returned data.

Returns a value indicating one of the following:

Successfully Completed
Not Done

Bad Parameter

Layer_Set (Object, Modifier, Value_ Pointer)

Function: Object is set to the value contained in Value_Pointer

Where:

'Layer" is an entity within any one of the layers with which the NMF
interfaces - DLL, NL, TCL, SL, AL.

'Object' is the identifying number of a Network Management object.
'Modifier' is a number to be used in conjunction with Object to locate the
particular value to read. The meaning of modifier can be different for

different objects.

'Value_Pointer' is a pointer that points to the buffer which contains the

value to be assigned to Object.
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Returns a value indicating one of the following:
Successfully Completed
Not Done
Bad Parameter
6.4.2 Other Interfaces

6.4.3 -

The Network Management Facility (NMF) uses the services provided by the other
layers to communicate with the NMF residing on remote nodes. However, to the
other layers, the NMF is just another user of its services and that layer does not
have to provide the NMF with any special services. The NMF uses the standard
functions which that layer provides.

Layer Management on Remote Nodes

To carry out an operation on a remote node, the NMF uses the services of the
Transport (Control) Layer (TCL). It has to establish a connection with the NMF on
the remote node, which (the remote node) will carry out the operation. The process
on the remote node which carries out the command is termed the Remote Executor.
The NMF first does an Active_Open. The remote transport address is the transport
address of the Remote Executor (see illustration below). The Remote Executor
always has an unspecified Passive_Open with a local TSAP id of 0003. A connection
is established between the Active Open on the local node and the Passive_Open on
the Remote Executor. The NMF formats a command block, transmits it to the
Remote Executor and waits for the response block from the Remote Executor.

I REMOTE EXECUTOR TCL

l LOCAL NML TCL
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The local NMF then transmits the command. The Remote Executor executeé the
command and returns a response. On receipt of the response, both of the NMFs
close the virtual circuit. The formats of the command and response are shown
below:

declare rb structure (

TYPE byte,

NUMBER byte,

OBJECT word,

MODIFIER word, repeated NUMBER times
LENGTH word,

VALUE (LENGTH) byte );

COMMAND BLOCK FOR READ, SET, READ_AND_CLEAR BETWEEN LOCAL AND
REMOTE NMFs

'TYPE' is the function code for this request:
0 - READ function
1 - READ_AND_CLEAR function
2 - SET function

'NUMBER' is the number of objects in this request.

The following fields are repeated for each of NUMBER objects:

'OBJECT' is the identifying number of a Network Management Object.

'MODIFIER' is a number to be used in conjunction with OBJECT to locate the
particular value to return. The interpretation of MODIFIER can be different for
different OBJECTS. The values that MODIFIER can take aré listed along with the

Network Management Objects in the document 'NMF Objects and Events'.

'LENGTH' is the length in bytes of the VALUE field. In the case of READ and
READC commands, this field should contain a 0.
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'"VALUE' is the new value for OBJECT on a SET command. This field is ignored by
NMF for READ and READ_AND_CLEAR commands.

The response transmitted by the remote NMF is similar to the above format. The

format of the response is illustrated by the following PLM86 structure:

declare response_block structure (

NUMBER byte,

OBJECT word,

MODIFIER word, repeated NUMBER times
LENGTH word,

VALUE (LENGTH) byte );

The fields in the response block illustrated above have the same meaning as those in
the command block. If an object in the command block is illegal, it is not present in
the response block. If the TYPE in the command block was READ AND CLEAR, and
the object is not clearable, it is again not present in the response block. In the case
of a SET command, the remote NMF attempts to set the value of the OBJECT to
that specified in the VALUE field and then read the value of the OBJECT into the
response block. Thus, if the object is not settable or it is not possible to set the
OBJECT to the value specified in the value field, the VALUE in the response block
will be different from that in the command block.

In a NMF implementation, the process that accepts commands from remote NMFs,
the Remote Executor, should follow the following outline:

Do forever; ;

1. Issue unspecified Passive_Open. The local TSAP id is 0003H. The remote
host id is unspecified.

2. Accept any connection.
Receive a message over the virtual circuit.
If message length is . 100 bytes, then go to step 8.

5. If error code is returned in step 3, then go to step 3.

6. Fill a buffer with the response. The size of this buffer is 200 bytes.

7. Transmit the buffer to the remote NVIF.
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8. Close the virtual circuit.
End do.

If there are two command blocks to be transmitted, NMF has to establish a virtual
circuit twice since after processing the first command block, the remote NMF
closes the virtual circuit. The overhead involved in doing this is tolerated since
frequent transmission of command blocks is not anticipated.

The NMF process which transmits the commands follows the following algorithm:

1. Issue an Active_Open. The remote host id is that of the remote node and
the remote TSAP id is 0003H.
Wait a finite time for the connection to get established.
If timeout occurs in step 2, then go to step 7.
Transmit the command block in the format described. The size of this
block must be less than 100 bytes.

5. Wait a finite time for response buffer. The maximum size of this buffer is
200 bytes.

6. If a timeout occurs in step 5, then go to step 7.

7. Close the virtual circuit.
DOWN-LINE LOADING

The NMF provides the facility of down-line loading remote systems. This facility
can be used for various reasons. Stations without local mass storage can use it to
boot themselves. A station can force a remote station to boot (or re-boot) itself.
This facility could be used so that a set of nodes boot from the same version of

software. It could also be used to load a data base from (or to) a remote node.

A down-line loading operation requires the cooperation of two stations - the target
node, the node which is to be loaded; and the executor node, the node which supplies
the target node with the required data. A simple protocol is followed by the two
stations. The target node is usually in a state where it can only use minimal data
link facilities (it may be the communication system that is being loaded). The

protocol used makes use of the raw data link facilities.
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6.5.1

The process which runs on the target station is termed the Boot Consumer (BC) and
the process on the executor station is called the Boot Server (BS). The two
processes together provide a service which is general enough to be used for purposes

other than booting; the names assigned to them are slightly misleading.

The boot consumer transmits requests to the boot server and then waits for the boot
server to respond. The response from the boot server would typically consist of

some data and some control information. The control information informs the boot

‘consumer as to how the data is to be interpreted and whether more data is to follow.

A typical boot sequence would consist of the boot consumer issuing a request for the
first block of data, receiving a packet from the boot server, processing the packet
and then issuing a request for the next block of data. This sequence of events

continues until the loading operation is complete.

The protocol, followed by the two processes, can be broken down into three phases:
Initiation, Connection Establishment and Software Loading.

The Initiation Phase

The initiation phase can be started by any node on the network, including the target

node itself.

A remote node can start the initiation phase by transmitting a packet containing the
'Do Remote Load' command to the target station. Included in this command is the
class code, a 16 bit value that indicates what exactly the target node has to load.
The boot consumer on the target node responds with a 'Do Remote Load' response
packet and then proceeds to the next phase. The formats of the 'Do Remote Load'

command and response packets are illustrated below.

The BC on the target node can initiate the loading operation itself. It may be
programmed to initiate the operation at system reset time, or at any other time

that it desires.
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Do Remote Load Command:

DEST ADR SRC ADR LENGTH DSAP SSAP JCONTROL§ RSRVD CMD CLASS CODE

Destination Address 6 bytes

Source Address 6 bytes

LLC PDU Length 2 bytes = 5

DSAP ID 1 byte = NML SAP

SSAP ID 1 byte = NML SAP

Control 1 byte = 0C3H (MU))

Reserved 1 byte = 0

Command | byte = 3H (Do remote load cmd)

Class Code 2 bytes = A 16 bit value that the target node is to
use when requesting boot from the boot
server

Padding To meet minimum packet size

Do Remote Load Response:

Destination Address 6 bytes

Source Address 6 bytes

LLC PDU Length 2 bytes = 5

DSAP ID 1 byte = NML SAP

SSAP ID 1 byte = NML SAP

Control 1 byte = 0C3H (MUl

Reserved N 1 byte = 0

Command 1 byte = 0lH (Do remote load resp)

Padding To meet minimum packet size
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6.5.2

The Connection Establishment Phase

The Connection Establishment phase consists of the BC issuing a Multicast bootstrap
request message via the data link. The multicast addresses used by Intel products is
01 AA 00 FF FF FF. Included in the request message is the class code, denoting the
type of data that the BC needs. The class code is a two byte field. For Intel
systems, the most significant byte specifies the type of communication system while
the least significant byte specifies the type of host.

If present, the Boot Server(s) checks to see if it can satisfy the request (it has the
files required by the class code and the resources to satisfy the request). If so, it
responds with a bootstrap acknowledge message. If it cannot satisfy the request or
is not present, no acknowledge message is transmitted. If the Boot Server(s) does
not respond within a fixed time period (one second), the BC reissues the request. It

tries three times before aborting the process.

The boot consumer can get more than one boot acknowledge packet since there can
be more than one boot server present on the network willing to boot the node. The
boot consumer notes the source address of the first boot acknowledge packet and

directs all further requests to this address.

The protocol observed by the boot consumer in the connection establishment phase

is presented below:

Tries = 0
Tries = Tries + |

If Tries = 4, then return (Error - no response received)

Transmit packet containing boot request and class code
Wait one second for a response packet

If timeout in step 5, then go to step 2

)

If not boot acknowledge packet, then go to step 2

.

Expected response has been received. Note the source id of the boot
acknowledge packet. Ignore any boot acknowledge packets that may arrive
later.
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The format of the boot request and boot acknowledge packets is illustrated below:

Boot Request:

DEST ADR SRC ADR LENGTH DSAP SSAP CONTROL§ RSRVD CMD CLASS CODE

Destination Address 6 bytes

Source Address 6 bytes

LLC PDU Length 2 bytes = 7 )

DSAP ID I byte = NML SAP

SSAP ID I byte = NML SAP

Control 1 byte = 0C3H (MUI)

Reserved 1 byte = 0

Command 1 byte = 4H (Boot request)

Class Code 2 bytes = A 16 bit value that contains the code of
the requesting device

Padding To meet minimum packet size

Boot Response:

DEST ADR SRC ADR LENGTH DSAP SSAP [CONTROL] RSRVD CMD

Destination Address 6 bytes
Source Address 6 bytes
LLC PDU Length 2 bytes = 5
" DSAP ID 1byte = NMF SAP
SSAP ID 1 byte =  NMF SAP
Control 1 byte = 0C3H (MUI
Reserved 1 byte = 0
Command 1 byte - = 5H (Boot response)
Padding To meet minimum packet size
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6.5.3

The Loading Phase

When a connection has been established between the boot consumer process and the

boot server process, the actual loading operation begins.

The protocol allows any number of modules to be loaded. The format of a module is
shown below:

CMD { LOAD ADDR LENGTH EXEC ADDR MEMORY IMAGE

Command 1 byte: Indicates if the module is to be executed and if
there are more modules to be loaded.
Bit 0=1 indicates there is another module to be loaded. Bit
I=1 indicates that the execution address is to be called.

Load Address : 4 bytes: Specifies the first address where the data is to be
placed.

Length 2 bytes: Specifies the length of the memory image data.

Execution Address 4 bytes: Specifies the execution address of the loaded

memory image.
Memory Image The memory image to be loaded. It can be between 0 and
2%%*]16 - 1 bytes long.

From the class code, the boot server knows exactly which modules the boot server

needs. The boot server builds up a file of the following format:

< Header 2> < Module 1> < Header 2> < Module 2> ... < Header n > < Module n>
Block 0 I Block 1 l Block m I

The boot server breaks the file up into an arbitrary number of blocks of arbitrary
size. The size of each block should, however, be small enough to fit in a boot
response packet (illustrated in section 6.9.5). .Upon receipt of a boot request for any

block x, the boot server merely transmits block x to the boot consumer.
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The boot consumer transmits requests for blocks of data. It waits one second for
the boot server to transmit the data. If no response is received from the boot
server, the BC retransmits the request. It makes three attempts before aborting the
process. Upon receipt of a response from the BS, it processes the response and then

issues a request for the next block of data.

The header of each module informs the BC of the length of the memory image of
the module and the location where the module is to be placed. If the module header
indicates that the module is to be executed, then the execution address is called as a
subroutine. If the module indicates that another module is to follow, then after the
current module has been received, the BC continues with its protocol to obtain the

next module.

The detailed algorithm that the BC follows is presented below. To increase the

readability of the algorithm, it has been broken up into three subroutines.
The variables used in the three subroutines are:

Block_number - The expected block number of data from the boot
server.

Buf_data_length The length of the data in the receive buffer.

Buf_ address - The address of the receive buffer.

Last_buffer - If true, then the present buffer is the last one for the
current module.

Status - Can take three values: OK; No response from boot
server; and End of file.

Loading phase: procedure;

/*
This model uses two buffers, one to store the module header and another to
store received packets from the boot server.
*/
Block number = 0; /* Length of data in receive buffer */
Buf Data_Length = 0; /* Length of data in receive buffer */
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L0: Last_buffer = false;

Status = Read_info (11 bytes, into module_header_buf);
/* Read the header fields of a module */

If Status, . OK then return (Error - Status);

Status = Read_info (mod header buf.length, mod header buf.load_addr);
/* Read the memory image starting at location specified in mod header */

If status ,. OK then return (Error - Status);

If mod_header_buf.CMD = . Execute then call mod_header_buf.exec_addr;
/* if the module is to be immediately executed, then execute it */

If mod_header_buf.cmd = . More, then go to L0;

/* If another module is to follow, then continue with the protocol */
Return (OK - Loading complete)
End loading_phase;

Read-info:procedure (Number_bytes, Starting_loc);

/*

Receives and stores 'number bytes' bytes from boot server and stores them

starting at location 'starting_loc'.

*/

Do while number_of bytes , . 0;
/* there are more bytes to be stored */

if BUF _data_len = 0, then

/* Buffer is empty, get next block of data from boot server*/
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if (Status := Get_buffer) , . OK then return (Status);
/* ]
Buf_data_len bytes have been received and stored at Buf_address

*/

Bytes_to_move = min (Number_bytes, Buf_data_len);
call move (starfing__loc, Buf address, bytes_to_move);
Number_bytes = Number_bytes - Bytes to_move;

Buf data_len = Buf data_len - Bytes to_move;
Starting_loc = Starting_loc + Bytes _to_move;

Buf address = Buf _address + Bytes to_move;
end while:

return (OK - 'Number bytes' read and stored at 'Starting_loc");
end Read_info;
Get_buffer:procedure;
/*
Receives a packet from the BS for the next block of data
*/
If Last_buffer, then return (End_of file);
LO: Tries = 0;
Tries - Tries + 1;
If Tries = &4, then return (Error - No response from boot server);
Transmit boot request packet to boot server for 'Block number' block packet
Wait for 1 seconds
If timeout, then go to LO;
If received packet not for 'Block number' block, then go to LO;
/*
Packet for block 'Block number' has been received from boot server
*/
If received packet contains boot end of data response
then Last buffer = True;
Buf address = Address of first byte of data in received packet;

‘Buf data_len = length of data in the received packet;
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Block number = Block_number + l; /* The next expected block number */
return (OK);
end Get_buffer

Note that modules that are executed immediately can access data from the boot
server by using the procedure 'Read_info'. The parameters for this procedure are
the starting address of the location at which the received data is to be placed and
the number of bytes of data that are required. If the latter parameter is set to
infinity, then READ info continues to place received data from the boot server until

it receives a packet from the boot server containing the 'end of data' command.

The above feature allows modules to get at data in a different format than the boot
module format described earlier. Using this feature, it is possible to first load a
Loader. The Loader begins execution and uses the procedure 'Read_info' to receive
data coming over the net and interprets the data in any way that it likes.

The formats of the various packets used in the loading phase are presented below:

Boot Data Request:

DEST ADR SRC ADR LENGTH DSAP SSAP [JCONTROLE RSRVD CMD BLOCK

‘Destination Address 6 bytes

Source Address 6 bytes

LLC PDU Length 2 bytes = 7

DSAP ID 1 byte = NMF SAP

SSAP ID 1 byte = NMF SAP

Control 1 byte = 0C3H (MUD

Reserved 1 byte = 0

Command 1 byte = 6H (Boot data request)

Block 2 bytes = The block number of the boot file that
’ ’ is requested.

Padding To meet minimum packet size
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Boot Data Response:

SRC ADR

DEST ADR LENGTH DSAP SSAP

[CONTROL|

RSRVD

CMD

BLOCK DATA

Destination Address 6 bytes
Source Address 6 bytes
LLC PDU Length 2 bytes = Length of data field + 7
DSAP ID I byte = NMF SAP
SSAP ID 1 byte = NMF SAP
Control 1 byte = 0C3H (MU
Reserved 1 byte = 0
Command 1 byte = 7H (Boot data response)
Block 2 bytes = The block number of the boot file that
is contained in the data field.
Data n Bytes = The command fields and data to be sent
Padding To meet minimum packet size
Boot End-of-Data Response:
Destination Address 6 bytes
Source Address 6 bytes
LLC PDU Length 2 bytes = Length of data field + 7
DSAP ID 1 byte = NMF SAP
SSAP ID 1 byte = NMF SAP
Control 1 byte = 0C3H (MUI)
Reserved 1 byte = 0
Command 1 byte = 2H (Boot end of data resp.)
Block 2 bytes = The block number of the boot file that
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Data
Padding

6.6 ECHO SERVICE

n Bytes

The command fields and data to be sent

To meet minimum packet size

The echo service is used to determine the presence of a node on a network, the

communication path to the remote node, to ascertain the viability and functionality

of the remote host and to determine the class code of the remote station.

On receipt of the echo command, the NMF generates an echo response packet. The

formats of these packets are illustrated below. The NMF copies the data field from

the command packet to the data field of the response packet. It is up to NMF to

copy as much of the data from the command packet into the response packet as

possible. Also included in the response packet is the class code which identifies the

type of node and the software that is running.

The echo response packet should be generated immediately since the remote NMF

only waits a small finite time for it.

Echo Command:

DEST ADR SRC ADR LENGTH DSAP

SSAP

CONTROL | RSRVD

CMD

DATA

Destination Address
Source Address
LLC PDU Length
DSAP ID

SSAP ID

Control

Reserved

Command

Data

Padding

6 bytes
6 bytes
2 bytes
1 byte
1 byte
1 byte
1 byte
1 byte
x bytes
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NMF SAP

NMF SAP

0C3H (MUD

0

8H (Echo Command)
x bytes of data

To meet minimum packet size
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6.7

Echo Response:

DEST ADR SRC ADR LENGTH DSAP SSAP CONTROL} RSRVD CMD cc DATA

Destination Address 6 bytes

Source Address 6 bytes

LLC PDU Length 2 bytes = 9

DSAPID 1 byte = NMF SAP

SSAP ID 1 byte = NMF SAP

Control 1 byte = 0C3H (MUI)

Reserved 1 byte = 0

Command 1 byte = 9H (Echo response)

Class Code 2 bytes = The code that identifies the type of
station and the software running on it

Data y Bytes = The same data as in the command
(y, =x)

Padding To meet mimimum packet size

UP-LINE DUMPING AND RESET

The NMF provides the up-line dumping facility to enable a node to get a dump of the

memory of a remote node.

On receipt of the dump command, the NMF generates a dump response packet. The
formats of these two packets are illustrated below. NMF provides a dump of the
memory beginning at the starting address specified in the dump command packet. If
the dump length specified is too big (the memory image would not fit in a maximum
sized packet), the NMF copies only that much of the memory that would fit in a
packet. A remote node would have to transmit a series of dump commands to get a

dump of a large area of memory.

The dump response packet should be generated immediately since the remote NMF

only waits a small finite time for it.
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Dump Command:

DEST ADR SRC ADR LENGTH DSAP SSAP

CONTROL

RSRVD

CMD

SA LEN

Destination Address 6 bytes

Source Address 6 bytes

LLC PDU Length 2 bytes = O0BH

DSAP ID 1 byte = NMF SAP

SSAP ID 1 byte = NMF SAP

Control 1 byte = O0C3H (MUD

Reserved 1 byte = 0

Command 1 byte = AH (Dump Command)

Start Address 4 bytes = The starting address of the memory to
be dumped

Len 2 bytes = The length of the memory area in bytes
to be dumped

Padding To meet mimimum packet size

Dump Response:

Destination Address 6 bytes

Source Address 6 bytes

LLC PDU Length 2 bytes = OBH + Len

DSAP ID 1 byte = NMF SAP

SSAP ID 1 byte = NMF SAP

Control 1 byte = 0C3H (MU

Reserved 1l byte = 0

Command 1 byte = BH (dump response)
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Start Address 4 bytes = The start address of the memory area
dumped

Len 2 bytes = The length of the memory area dumped

Memory Image The memory image

Padding To meet mimimum packet size

Another feature that the NMF provides is the reset service. On receipt of a packet
containing the reset command, the NMF generates a reset acknowledge packet and
then resets the processor. This feature is included in this section because it is
anticipated that it will be used in conjunction with the up-line dumping facility. It
may be possible to reset a remote system that is behaving inappropriately by issuing
a reset command and then examining the memory of the remote system using the
dump commands mentioned ‘earlier. The formats of the packets are shown below.

Remote Reset Command:

DEST ADR SRC ADR LENGTH DSAP SSAP JCONTROL | RSRVD CMD

Destination Address 6 bytes

Source Address 6 bytes

LLC PDU Length 2 bytes = 5

DSAP ID 1 byte = NMF SAP

SSAP ID 1 byte = NMF SAP

Control 1 byte = 0C3H (MUI)

Reserved 1 byte = 0

Command 1 byte = OFH (Do remote reset cmd)
Padding To meet mimimum packet size

Remote Reset Response:

DEST ADR SRC ADR LENGTH DSAP SSAP  JCONTROL | RSRVD CMD
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Destination Address 6 bytes

Source Address 6 bytes

LLC PDU Length 2 bytes = 5

DSAP ID I byte = NMF SAP

SSAP ID I byte = NMF SAP

Control 1 byte = 0C3H (MUI)

Reserved 1 byte = 0

Command 1 byte = OEH (Do remote reset resp)

Padding To meet mimimum packet size
6.8

READ/SET MEMORY COMMANDS (ON LOCAL AND REMOTE NODES)

The NMF provides the host with the ability to read/set memory of any host present

on the network. The service provided is:

Read Memory (Node, Memory_Pointer, Length, Buffer Pointer)

Where:
Node - Is the node on which this operation is to be performed.
Memory Pointer - The starting location of the memory to be read.
Length - The length in bytes of the memory to read.
Buffer Pointer - The buffer in which to store the values read.

Returns a value indicating one of the following:
Successfully Completed
Not Done

Bad Parameter

Set_Memory (Node, Memory_Pointer, Length, Value Pointer)

Where:
Node - Is the node on which this operation is to be performed.
Memory Pointer - The starting location of the memory to be set.
Length - The length in bytes of the memory to set.
Value Pointer - Pointer- to buffer which contains the values to be written

at Memory_ Pointer.
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Returns a value indicating one of the following:
Successfully Completed
Not Done
Bad Parameter

READ_MEMORY/SET_MEMORY commands on remote nodes are carried out in a
manner similar to that for thé READ, RE‘;“\D_AND_CLEAR and SET commands
described earlier. The NMF utilizes the services of the Transport Control Layer to
communicate with the NMF on the remote node. The only difference is in the

command and response blocks which are illustrated below:

declare rb structure (

TYPE byte,

LENGTH word,

START_ADDRESS pointer, e
VALUE (LENGTH) byte);

COMMAND BLOCK FOR READ/SET MEMORY
BETWEEN LOCAL AND REMOTE NMFs

TYPE - The function code for this request.
3 - READ_MEMORY function

4 - SET_MEMORY function

START ADDRESS - Pointer that points to the first address where the function is

to be performed.
LENGTH - The length in bytes of the memory to be read/written.

VALUE - Valid only for the SET MEMORY command. It contains the values

to which the memory is to be set.

In the case of the READ MEMORY function, the response block contains the
memory that is to be read. In the case of SET MEMORY, there is no response block.
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