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custorer executives, systen administrators, system analysts,
system programmers, application programmers, and terminal
operators who are operating with DOS/VS or 0S/VS systems.
Manual, 8 1/2 x 11 inches, 40 pages, 10/78

GC28-0722

0S/VS2 MVS RESQURCE ACCESS CONTROL FACILITY (RACF) - GENERAL
INFORMATION MANUAL - PROG PROD 5740-XXH

This publication contains overview and planning information
for Version 1, Release 3 of the Resource Access Control
Facility (RACF) program prcduct (5740-XXH). It is intended
for the use of installation managers and personnel
responsible for syster data security. It is assumed that
the reader is familiar with 0S/VS2 (MVS).

RACF is a program product that provides access control
by identifying and verifying system users, authorizing
access to system resources and logging detected unauthorized
attempts to enter the system and detected accesses to
protected resources.

Manual, 8 1/2 x 11 inches, 56 pgs, 3/78

GC28-0942

0S/VS1 and 0S/VS2 MVS PROGRAMMED CRYPTOGRAPHIC FACILITY
GENERAL INFORMATION, PROG PROD 5740-X¥5

The Programmed Cryptogmaphlc Fac111ty Progran Product
provides 0S/VS2 MVS installation with the capability to
protect sensitive data through the use of cryptography.
This publication is intended for installation managers and
system programmers responsible for planning the software
data security strategy fcr their installation.

Chapter 1 introduces the general sukject of cryptography
and provides an overview of the Programmed Cryptographic
Facility. Charpter 2 identifies system requirements.
Chapter 3 descrikes each corponent of the facility and
describes how they work together to provide a cryptographic
capability. Chapter 4 defines the functicns available tc
the user and Chapter 5 identifies planning, security, and
operating considerations.

Manual, 8 1/2 x 11 inches, 48 pgs, 10/77

GC28-6794

GUIDE TO PL/S II

The PL/S II compiler is a proprietary program used by IBM to
develop other programs that are made generally available.
This provides general information on understanding and
interpreting PL/S II listings. The book alsc provides some
guidelines on how to modify compiler generated assembler
code. Readers will be experienced systems programmers who
need to understand and possikle modify cperating system
modules. They should know the basic assembler language such
as PL/I.

Manual, 56 pages

SLSS - ORDER NC. SUBSCRIPTION ONLY

GC34-2010

NETWORK PROBLEM DETERMINATION APPLICATION (NPLA)

This document provides introductory information about the
IBM Network Problem Determination Application (NPDA) Program
Product, which allows a user to record, retrieve and exarine
communicaticn network errcr data in an interactive
environment. The document provides a general description of
NPDA as well as initial planning information needed for
installation.

Manual, 8 1/2 x 11 inches, 18 pages, 10/78

GE19-5095

STRUCTURED PROGRAMMING FOIL PRESENTATION SCRIPT

This presentation explores one of the Inproved Progranming
Technologies known as Structured Prograrming. A comparison
is made with traditional programming followed by a
discussicn of the varicus structure types and consideraticn
of some typical programming situations.

The presentation was developed in 1975 by the Improved
Progrannming Technologies Support Group con assignment at the
World Trade Systems Center in Zoetermeer, Netherlands.
Manual, 96 pages, 12/75
SLSS - ORDER NO. SUBSCRIPTION ONLY

GE19-5200

CODE READING, STRUCTURED WALK-THROUGHS AND INSPECTIONS-
IMPROVED PRCGRAMMING TECHNOLOGIES
This document addresses itself to the discovery of errors
and suggests how three sugporting techniques within the
Improved Programming Technclogies help to approach the
ultimate goal: error-free software.

The three techniques described here are: code reading,
structured walk-throughs, and inspections. Their use within
IBM has offered significant kenefits. The intent of this
document is to suggest how they might be of value, either
individually or collectively, within other data processing
organizations.

Manual, 10 3/8 x 8 1/4 inches, 56 pages, 3/76
SLSS - ORDER NO. SUBSCRIPTION ONLY

GE20

GE19-5201

PROELEM ANC CEANGE NMANAGEMENT IN DATA PROCESSING - SURVEY
AND GUIDE

A lack of coordination and control in dealing with data
processing prcklems can ke costly, in terms not cnly cf
resources wasted kut also of user dissatisfacticn. This
ranual presents an aggprcach to reducing such costs - the
introduction of systematic problem handling to speed fprcblem
solving, ease communicaticns, and enakle as many proklems as
possible tc be trated as routine. Prcklens are cften caused
ty changes to prograns cr equiprent, so proklem incidence,
and thus costs, can le reduced when control of the
installation cf changes is improved.

Manual, 84 pages, 2/79

SLSS - ORLCER NO. SUBSCRIFIION ONLY

GE19-5208

MANAGING THE DATA PRCCESSING ORGANIZATICN

This Eook is cffered as an aid to effective nanagenent cf
the data processing crganization. It gives an overview of
some important management principles and shows hcw these
princigles can ke applied to data processing tc ensuxe its
economic use. Enghasis is on nanagement methods of
irproving overall productivity and quality in data
processing, rather than cn programming and software
engineering techniques. The kook covers all the majcr
elements cf a managenent syster for the data processing
organizaticn and includes chapters dealing with evaluation
and selection of applications, long range planning, short
range planning, prcject management, operations ranagement,
and management reporting. It is directed primarily tc data
processing managers, kut may alsc ke cf interest to senior
ranagement to whom dsta processing managers repcrt, tc users
of corputer services, and to others with an interest in good
data processing management.

Manual, 146 pages, 11/76

SLSS - ORLCER NO. SUBSCRIFIION ONLY

GE20-0090

PRINCIPLES OF DATA ACCUISITION SYSTEMS

For IBM customers whc require a kasic understanding of the
functions of data acquisition systems, this manual prcvides
an introductory descrigticn of their operation and use in
a system environment. This manual acquaints the reader
with many of the various items of hardware comncnly
encountered in data acquisition systems, the means of
connecting ther in a system configuraticn and the central
processing unit, features and programming capakilities
necessary for efficient operation.

Manual, 27 pages

SLSS - CRLER NC. SUBSCRIFTION CNLY

GE20-03u8

AN INTROCUCTION TO INFORMATION RETRIEVAL

This manual uses the language of the ncnsgecialist to
present ways in whick digital computers can ke used in
informaticn storage &nd retrieval systems. Indexing
methods, file organization, and search strategies are
discussed, and a krief kikliography is included. The manual
is intended as a first reader for those interested in the
kroad aspects of data kanks and mechanized libraries.
Manual, 38 pages

SLSS =~ ORLER NO. SUBSCRIPTION ONLY

GE20-0396

STATISTICS~BASED SYSTEN TECHNIQUES CONCEPIS, EXAMPLES,
APPLICATICNS - APPLICATION MANUAL

This is an introductcry level nanual on sixteen techniques
for analyzing and improving systems, whether business,
industrial, scientific, or engineering. There are guestions
and answers, short examples, kasic concepts, and an
applicaticn bibliocgraphy for each method. The manual is to
serve as an awareness tool; difficult topics such as
confidence limits estimation procedures, and analysis of
variance are deernghasized. The techniques covered are Bayes
and cluster analysis, continuous simulation, ccrrelation and
decision analysis, discrete simulation% discriminaticn and
econometric analysis evolutionary operation, experimental
design, exponential smccthing; factor, Markov, queue,
regression, and time series analysis.

Manual, 53 pages

SLSS - ORLCER NO. SUBSCRIPTION CNLY

GE20-0527

GUIDE

Eusiness Systems EFlarning (BSP) is a structured apgroach
to help an organizaticn establish an infcrmaticn systems
plan that can satisfy its near and long term infcrmation
needs. This guide cffers assistance to BSP study teams by
explaining the approach and presenting guidelines for
ccnducting a BSP study. It can also ke used for general
reference on tre sukject of planning for information
systens.

The guide covers BSP principles, concepts, and study
overview, then devctes a chapter to each of the major
activities of a BSF study, and includes a final chapter to
acquaint the reader with follow cn projects.

Manual, 92 pages
SLSS - ORDER NC. SUESCRIPTION CNLY
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GE20-0593 GF20-0007
BASIC SYSTEMS ANALYSIS AND DESIGN TECHNICUES ANALYSIS OF SOME QUEUING MODELS IN REAL-TIME SYSTEMS
This application manual is intended to assist the beginning This manual presents tasic theory which descrikes
applications analyst in learning the basics of systems relationships among the principal elements in a queuing
analysis and design, and will also help the analyst to situation. Several gqueuing models are discussed, and the
decide how to proceed into the "whats, hows, and whys" theory is applied to 32 short examples of problers
invclved in such things as test plans, documents of encountered in real-time systems; numerical solutions are
understanding, testing, tracking mechanisms, etc. A numker given for these prcklems. The manual concerns single
of topics are addressed, mostly from the "what to do" and server and multi-server queues, machine interference,
"how to do it" point of view. The section "Majoxr Events in networks of queues, and combinations of random variakles
Designing and Implementing a System" should help a newcomer encountered in queuing analysis.
to systems analysis to have an idea as to where to begin and Manual, 75 pages
the questions to ask. SLSS - ORDER NO. SUBSECRIPTION ONLY
Manual, 45 pages, 8/78
GE20-0612
CAPACITY SYSTEM PLANNING: EXECUTIVE OVERVIEW GF20-8093
The okjective of Capacity System Planning is to translate CODING METHODS
kusiness rlans into the data processing capacity needed to Specific methods of alphaketic and numerical coding are
support those plans. To accomplish this, significant discussed, also the way in which they may ke developed and
milestones kased on business plans are set up over a numker applied. The manual lists and descrikes the characteristics
of years intc the future, and the data processing growth that should ke included in the construction of adegquate
plan is used to determine how much data processing capacity codes.
will be required at each milestone. This overview descrikes Manual, 20 pages
what that effort involves and what results it can produce. SLSS - ORLCER NO. SUBSCRIFTION ONLY
Manual, 7 1/4 x 11 inches, 12 pages, 7/78
GE20-0662
AN ARCHITECTURE FOR MANAGING THE INFORMATION SYSTEMS GF20+8102
BUSINESS, VOL. 1 MANAGEMENT OVERVIEW DECISION TABLES ~ A SYSTEMS ANALYSIS ANC COCUMENTATION
The purpose of this document is to build an understanding of TECHNIQUE
the architecture, processes, and data elements that comprise The basic concepts of decision takles and a minimum set
the Information Systems kusiness. From this understanding of conventions for their use in systems analysis, procedure
the reader may begin to implement effective control and design, and documentation are described. The purpose of
efficiency in the management of data processing. The such takles is to provide information in a concise format
docurent gives an overview of some fundamental management that is easy to read and understand. The takular approach
grinciples, and suggests how these can ke applied to the is used to express complex decision logic in a manner that
data processing organization within the framework of the encourages the analyst to reduce a problem to its simplest
Information Systems Architecture. forr by arranging and presenting logical alternatives under
Manual, 8 1/2 x 11 inches, 49 pages, 01/80 various conditions. The resultant tables present a system's
GE20-8067 logic in a concise manner that is easy to visualize and
PERT - A DYNAMIC PROJECT CONTROL METEOD grasp. While the ccncepts in the test are presented on
Designed to acquaint the reader with the PERT technique. a level fcr comprehension by students in kasic computer
It is divided into these sSections - (1) the technique - courses, the techniques are applicable at all levels of
its advantages and implementation, (2) the network sophistication by everyone in a data processing environment.
development, (3) the computer program ~ data preparation, Manual, 8 /2 x 11 inches, 20 pgs, 4/78
and (4) description of PERT in operation, including sample SLSS - ORDER NO. SUBSCRIPTION ONLY
calculations.
LP Application Manual, 28 pages
SLSS -~ ORDER NO. SUBSCRIPTION ONLY GG22-9000

IBM SYSTEM/370
TRACKING AND RESOLVING PROBLEMS 2ND COORLCINATING CHANGES

GE20~8091 : This is one of a series of Technical Bulletins distrituted
KEYWORD=-IN-CONTEXT (KWIC) INDEXING by the Poughkeepsie Systems Center. This report is intended
KWIC indexes constitute a new approach to the problem of to assist the DP manager in the development and’
how to furnish information promptly about new literature. implenentation of formal probler managerent and change
This manual presents the principles and advantages of KWIC control procedures within the DP function.
indexing and gives essential details about the parts of It is directed primarily to DF managers and to the
an overall KWIC index -- the KWIC index proper, reference executives to whom they report. It describes functions that
code, biblicgraphy and author index. An extensive list can ke integrated as a single unit into the existing [P
of recommendations is included for preparing master organization.
machinable records. This involves reserving particular Technical Bulletin, 67 pages
card columns for specific items and includes suggested SLSS - ORCER NO. SUBSCRIPIION ONLY

punctuation substitutions and other special indications.
The manual also gives instructions for rachine printout,

mounting cory for reproduction, and binding. GG22-9001
LCP Techniques Manual, 24 pages AN INTRODUCTION TC CAPACITY PLANNING
SLSS - ORDER NO. SUBSCRIPTION ONLY This kulletin in intended an as introduction to the concepts

and methodology of capacity planning and how capacity
planning can ke a useful managerent tool in the complex data

GE20-8171 processing environment. Specific topics covered include
AN INTRODUCTION TO LINEAR EROGRAMMING definitions of terms, performance measurement, nethod
This manual is a primer on what can be accomplished on a implementation and performance prediction. An appendix
computer with linear programming systems. The presentation contains visuals for a capacity planning presentation.
covers the entire scope of linear programming application: Technical Bulletin Manual, 8 1/2 x 11 inches, 136 gages,
probler formulation, ccmputer operations, interpretation 27717
of results, and additional information that can be obtained GG22-9003
through the use of complete linear programming system for A PERSPECTIVE ON NETWCRRING
a corputer. The manual assumes no mathematical kackground This Technical Bulletin is for IBM and customer perscnnel.
teyond high school algebra. Its purpcse is tc grcvide some insight intc the issues and

The first chapter deals with concepts and examples of complexities of networking. It also discusses hcw these

linear programming. The second chapter deals with deriving interact with various implementaticn configuraticns.
additional information about a solution. The third chapter Manual, 8 1/2 x 11 inches, 48 pgs, 5777
completely describes a larger example of linear programming GG22-9015
in oil refinery scheduling. The fourth charter is a CAPACITY ELANNING IMELEMENTATION TECENICAL BULLETIN
description of the simplex method of linear programming. This Technical Bulletin is intended for data processing
A detailed glossary of linear programming terms is included. peorle (technical and managerial) engaged in ccrputer
Manual, 67 pages capacity planning activities. The purpose of this Lkulletin
SLSS - ORDER NO. SUBSCRIPTION ONLY is to discuss "state-of-the-art" techniques for implerenting

a capacity planning prcgram. The process is concerned with
understanding and quantifying user service okjectives,

GF20-0006 worklcad characterizaticn, resource ccnsumption, mcnitcring
MANAGEMENT CONTROLS FOR DATA PRQCESSING and reporting conputer oreration on a ccntinuing kasis. &s
This manual, written by Price Waterhouse & Co., discusses pointed out in the discussion, user satisfacticn is the most
external and internal controls necessary for data processing critical factor in the capacity rlanning process.
systems, the responsibilities for these ccntrols, and the Manual, 8 1/2 x 11 inches, 160 pages 1/79

impact of these controls on the auditability of the systems. GH20-1628
Both batch and online versions of an application systemn A GUIDE TQ TESTING IN A CCMPLEX SYSTEM ENVIRONMENT

illustrating control procedures are alsc included, as is an This document descrikes the methods, techniques and programs
audit/review questionnaire that can ke used as a guide when necessary to test in a complex environment. It alsc gives a
conducting an audit or review of data processing department description of the various testing environments and cf the
controls. testing methods tc ke used in each envircnment.

Manual, 95 pages It is intended koth as an introduction to testing for
SLSS - ORDER NO. SUBSCRIPTION ONLY executives and managers, and as an in-depth treatise fox

those resgcnsikle for setting up and executing the tests.
Manual, 90 pages
SLSS - ORDER NO. SUBSCRIFTION ONLY



SH20 GX20

SH20-2116 size.
3800 SYSTEM DESIGN AND DOCUMENTATION AID, IUP 5796-ATY, MCAUTO"s ideas fcr communication may have applicakility
DESCRIPTION/OPERATION in even a modest ccmputer installation.
The 3800 Design and Documentation Aid, 5796-ATY, developed Brief
by The Firestcne Tire and Rukker Company, Akron, Ohio, SLSS - ORDER NO. SUBSCRIPTION ONLY

rrovides 0S/VS COBOL and 3800 Printer data processing
organizations with the ability to standardize and easily

maintain installation documentation. Using the Hierarchy GK20-0882

rlus Input-Process-Output (HIPO) technique, standardized OPERATICNS MANAGEMENT EXTENSION (OME) COMPUTER PROGRAM
documentation for installation management activities is CONTRCL 0? THE DP CPERATION AT SMUD

produced on the 3800 Printer in the forr cf Visual Table of The Cge c;exations Management Extension is a set of ccnputer
Contents (VTOC's) and HIPO diagrams. Commands are in 80- prograrms to improve ccntrcl of the computer installation.
character images which are submitted either through cards or The Jok Creation prcgrar expands "shorthand" statements into
1S0. The prcgram is a series of modules written in OS/VS error-free test JCL. Job transfer edits, rearranges and
COBOL. catalogs JCL into ite production format and automatically
Manual updates the procedure likrary. Jok Setup processes the

Monthly Activity Scheduler file and the OME tape library
file to update the jck streams for execution and produce a
series of operations control reports. Job Executicn is a

SH20-2361 continuously running "monitor®" that allows the cgeratcr to
SOURCE COMPARE/AUDIT UTILITY, IUP 5796-PLZ, initiate the track jcks from the ccnsole. The Operating
DESCRIPTION/OPERATIONS Syster is unaltered; OME is simply an extension of 0S. OME
This Program Description/Operations Manual grovides the user is applicable to mcst jcks in a scheduled, katch, production
with sufficient inforrmaticn to understand, install and environment.
successfully use the program. Brief, 16 pages & covers
Manual, 8 1/2 x 11 inches, 88 gages, 9/79 SLSS - ORCER NO. SUBSECRIPIION ONLY

GK20-0931

GK10-6104 COMPONENT FAILURE IMEACT ANALYSIS AT CATEREIILAR,
MANAGEMENT REPORTING AND CONTROLS IN DATA PROCESSING INSTALLATION MAN, MAN. E NI BRIEF
NATIONAL WESTMINSTER BANK This brief descrikes hcw the Component Failure Impact
This publicaticn is intended to describe the techniques and Analysis technique is used at Caterpillar to assess current
procedures used by the National Westminster Bank for backur and recovery prccedures and to consider alternative
managerent repcrting and centrolling of their data capakility and procedures.
processing installation. Manual
Brief, 8 1/2 x 11 inches, 12 pgs, 3/77 SLSS - ORCER NO. SUESCRIPTION ONLY
SLSS - ORDER NO. SUBSCRIPTION ONLY

GK20-1073

GK20-0732 PROBLEM AND CHANGE CCNTROL AT THE SIATE OF WASHINGION
MANAGING SYSTEMS DEVELOPMENT MONTGOMERY WARD DATA ERCCESSING SERVICE CENTER
INSTALLATION MANAGEMENT BRIEF This krief descrikes the problem and change control
This krief describes Montgomery Ward's system of project procedures at the State of Washingtcn Cata Processing
managenent for system develorment. A common approach is Servzce Center. These procedures are designed tc:
adopted for the conversion cf a control program, the Ensure that proklems are resolved and not fcrgotten
installation cf a new cpu, or any data processing project. . Facilitate effective utilization of problem-solving
Procedures employed are of interest cross-industry to data resources
processing wmanagement. . Ensure the orderly apglicaticn of change
Brief, 28 pages . Reduce proklems introduced through change
SLSS - ORDER NO. SUBSCRIPTION ONLY . Involve management in setting probler and change

priorities
Brief, 8 1/2 x 11 inches, 12 pgs, 8/77

GK20-0750 SLSS - ORDER NO. SUBSCRIPTION ONLY
MANAGEMENT SERVICES FRITQO LAY INSTALLATION MANAGEMENT
BRIEF
An outline for interactive communications between the DP GK20-1120
staff, called Management Services, and executive management RECOVERY STRUCTURED WALRTHROUGH AT MARINE MILIANC BANK
within Frito Lay is described. A project accountakility This krief descrikes and discusses the use of the technique
control technique is the basis for executive management's in identifying and highlighting actions that could imgrove
awareness of the activities cf management services and for system availability.
management services understanding of Frito Lay's business Brief
objectives. Of interest tc installations whose mission is GK20-1297
the solution of kusiness problems. SYSTEM QUTAGE ANAIYSIS - ASSOCIATION OF AMERICAN RAILROADS
Manual, 16 pages This brief discusses ESystem Outage Analysis - an
SLSS - ORDER NO. SUBSCRIPTION ONLY availakility management technique and the Systenm Outage

Analysis study conducted ky the Association of American
Railrcads.

GK20-0775 Brief, 8 1/2 x 11 inches, 12 pages, 11/79
A DP COST ALLOCATION SYSTEM: PRUDENTIAL INSURANCE GK20-1305
This brief ccvers Prudential's system of killing for data MANAGING THE MOVE OF CCMPTROLIERS DATA EEQOCESSING DIVISION,
processing services on a cost basis to the company's line STATE OF ICWA
areas when productive work is performed or new projects This krief descrikes the move of a complex installation
are developed. The automated jok accounting system used in consisting of three interconnected System/370 Mcdel 158's
controlling cost uses data derived from the SMF feature controlling a netwcrk cf cver 300 terminals. The systems
of OS/MFT or OS/MVT. were relocated in five days with a minimum disrugticn of
Brief service. The installation's Public Safety Network was
SLSS - ORDER NO. SUBSCRIPTION ONLY interrupted for only one hour and 17 minutes.

Applicaticn krief
GX20-1702

GK20-0776 PROPORTIONAL RECORD IAYQUT FORM
LATA PROCESSING QUALITY ASSURANCE - MARTIN MARIETTA DATA The front side of this form consists cf the Fropcrtional
SYSTEMS ORLANDO LCATA CENTER Record Laycut Form. It is suitakle for card, tage, and
This brief describes the increased efficiency of data disk records. Positional markings are 00-99 and 01-100 in
processing services at Martin Marietta Data Systems Orlando decimal nctaticn, and 00-63 and 01-64 in hexadecimal
Lata Center resulting from a quality assurance department. notation. The kack side of the form is the record fcrmat
Their procedure entails the certification of all programs; forn. This form permits record layouts to be prepared
audit of system development projects; reporting and control without the space limitations of positional markings. Space
over operations problems; and kimonthly review of DP is alsc provided for reference data. These are general-
concerns by IBM and Martin Marietta personnel. purpose forms and may ke used for all systems.

Brief Padded Form, 25 sheets, 11 x 6-1/2
SLSS - ORDER NO. SUBSCRIPTION ONLY NOT AVAILABLE UNDER £LEE

GK20-0864 GX20-1818
MCAUTO HIERARCHICAL COMMUNICATIONS IN DP MANAGEMENT 150/10/8 BPRINT CHART
With a computer inventory of more than $171 million, The 11" x 18" chart is printed in green ink and grovides
MCAUTO's installation is very complex. By kringing together 150 printing positions (at 10 positions per inch
a cross secticn of functional departments and management horizontally) for a printer carriage space-setting of 8
levels at scheduled and structured meetings, the lines per inch. This form replaces GX20-1778 which allowed
installation is able tc avcid most problems and to resolve for a printing span of 144 characters. Frinter charts
those that .dc occur with minimal impact on productivity. requiring 150-character spans (3211 with 18 additional
Trial-and-error approaches are largely replaced by teamwork. print positions) way ke prepared using this chart. This

Continuing equipment changes necessitate continuing chart may ke reproduced using most standard office copying
attention without cormunications barriers. A valuable tool rmachines. The grid and other preprinted information may
used by the managers in planning the logistics of equipment ke "dropped-out" using a green filter.
changes is a magnetic layocut of the machine room, scaled to Padded Form, 11 x 18, 25 sheets
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NOT AVAILABLE UNDER SLSS

GX20-1970

HIPO WORKSHEET

This worksheet is used for drawing BIPO diagrams.
Padded Form, 11 x 16-1/2 inches, 25 sheets per pad
NOT AVAILABLE UNDER SLSS

GX20-1971

HIPO TEMPLATE

This plastic template provides cutout shapes used in drawing
HIPO diagrams. It is enclcsed in an envelope outlining the
definiticns of the symbols. The symbols, and their use in
the preparation of HIPO diagrams are further described in
HIPO - A Design Aid and Dccumentation Technique,

GC20-1851. The HIPO Worksheet, GX20-1970, also may be used
in the preparation of HIPO diagrams.

Template, 10 to a set

NOT AVAILABLE UNDER SLSS

GX20-2336

COMPONENT FAILURE IMPACT ANALYSIS FORMS: COMPONENT FAILURE

This padded form is used in performing a component failure
impact analysis (CFIA). 1Its use is illustrated in the
manual Component Failure Impact Analysis - An Availability
Management Technique (GC20-1865).

padded form, 11 x 16 inches, 2 pgs, 3/79

GX20-2353

SYSTEMS MANAGEMENT ASSESSMENT QUESTIONNAIRE
The Systems Management Assessment Questionnaire is a set of
yes/no questicns to evaluate the implementation of the
Systems Management disciplines:

Change Management Performance Managment

Proklem Management Capacity Management

Processing Management AuditsSecurity Management

Recovery Management Management Reporting

There is also a sukjective evaluaticn for each
discipline regarding the extent to which the items in that
category are effectively utilized.

In addition, there are questions on which tools and aids
are utilized for Systems Management.

This questionnaire was prepared jointly by the Data
Processing and Field Engineering Divisions.
Foldout reference card, 3 1/2 x 8 1/2 inches, 14 panels,
10779

GX20-8020

FLOWCHARTING TEMPLIATE

This plastic template provides cut-out shapes for drawing
standard symbols used frequently in flowcharting computer
systems and programs. It is enclosed in an envelope
outlining definitions of symkols and use of the template.
More details are given in the Data Processing Techniques
manual on FLOWCHARTING TECHNIQUES (GC20-8152).

Template, 10 to a set

NOT AVAILABLE UNDER SLSS

GX20-8047

HEXADECIMAL & DECIMAL INTEGER CONVERSION TAELE

Tables showing hexadecimal and deciral integer and fraction
conversions, examples cf arithmetic sters in the
conversions, and a powers of 16 table.

Reference card, 4 pages, 3-1/4 x 7-3/8

NOT AVAILABLE UNDER SLSS

GX28-1630

DECISION TABLE WORKSHEET

This is a sirple ruled forr and 3716 by 1/4 inch grid on
which to organize program logic in tabular format for
systems analysis, procedure design, or documentation.
Preprinted green lines (some 40 vertical and 24 horizontal)
provide uniform spaces for writing entries, conditionms,
rules, etc., or, with the grid lines as guides, the user can
draw his own vertical or horizontal spacings to fit
descriptive needs.

Padded form, 8 1/2 x 11 inches, 25 sheets per pad

G226-3551

NETWORK CONTROL CENTER GUIDE

The objective of this manual is to discuss the
otganlzatlonal functions and techniques to ke considered in
planning, designing and implementing a Network Control
Center. It is intended to be used by executives and
managers of the data processing organization.

Manual, 8 1/2 x 11 inches, 72 pages, 4/80

G229-0282

1BM SYSTEMS MANAGEMENT

To summarize IBM's key offerings in the area of systems
managerent for communicaticn networks. Includes a chart
showing supported environments and dependencies and a
description of ANMP, NEMF, NCCF, NPDA and NPA. Intended for
customers.

Brochure, 8 1/2 x 3 1/2 inches, folded

G320-1370

LCATA SECURITY ANL LCATA PROCESSING VOIUME I INTRODUCTION
AND OVERVIBW
In May of 1972, IBM announced the formaticn of four study
sites for the purpose of gaining more information about data
security and identifying user requirements in this vital
subject. This introductory manual documents an executive
overview of the findings of the four study sites.

As stated at the outset of the project these

publications report independent findings of the study sites,
‘ 10

G320

and dc not necessarily represent IEM's views or cpinicnms.
Manual
SLSS - ORDER NC. SUESCRIFTION CNLY

G320-1371

DAT2 SECURITY AND DATA FRCCESSING VOLUME 2 - STULY SUMMARY
In May of 1972, IEM announced the formation of fcur study
sites for the purpocse of gaining more informaticn akcut Cata
security and identifying user requirements in this vital
sukject. This manual summarizes the results of the findings
of the four study sites.

As stated at the cut set of the project, these
publicaticns report independent findings of the study sites,
and do not necessarily represent IBM's views or cpinicns,
Manual, 27 pages
SLSS - ORLCER NO. SUBSCRIPTION ONLY

G320-1372

CATA SECURITY & DATA ERCCESSING: VCLUME 3 PART 1

STATE OF IILINOCIS EXECUTIVE QOVERVIEW

In May 1972, IEM anncunced the formation of four study

sites for the purpose of gaining more informaticn akcut

data security and identifying user requirements in this

vital area. This manual (one cf a series of 6 vclumes)

documents an overview cf the findings cf the Management

Inforraticn Divisicn of the State of Illinois. It is

reprinted with the permission of the State of Illinois.
As stated at the outset of the project, these

publicaticns report independent findings of the study

sites and do not necessarily represent IEM's views

cr opinions.

Manual, 43 pages

SLSS - ORLCER NO. SUBSCRIPTIION ONLY

G320-1373

CATA SECURITY & DATA ERCCESSING: VCLUME 3 PART 2

STATE OF ILLINOIS STULY RESULTS

In May 1972, IBEM anncunced the formation of four study

sites for the purrose of gaining more informaticn akcut

data security and identifying user requirements in this

vital area. This wanuval (one of a series of 6 vclumes)

documents an coverview of the findings of the Management

Informaticn Divisicn of the State of Illincis. It is

reprinted with the permission of the State of Illincis.
As stated at the outset of the project, these

puklications report independent findings of the study

sites and do not necessarily rerresent IBEM's views

or cpinions.

Manual

SLSS - ORLCER NO. SUBSCRIFIION ONLY

G320-1374

DATA SECURITY § DATA FROCESSING: VCLUME 4, MASSACHUSETIIS
INSTITUTE OF TECHNCLCGY STUDY RESULTS
In May 1972, IBM anncunced the fcrmation of four study
sites for the purpose of gaining more information akout
data security and identifying user requirements in this
vital area. This manual (one cf a series of 6 vclumes)
documents an overview of the findings of the Massachusetts
Institute of Technology.

These puklications report findings of the study
sites and do not necessarily represent IEM's views
or cpinions.
Manual, 300 pages
SLSS - ORDER NO. SURSCRIPTIION ONLY

G320-1375

DATA SECURITY § DATA ERCCESSING: VCLUME 5, TRW SYSTEMS

INC, STUDY RESULTS

In May 1972, IBM announced the formation of four study

sites for the purpose of gaining more informaticn akcut

data security and identifying user requirements in this

vital area. This manual (one of a series of 6 vclumes)

documents an overview of the findings of TRW Systems, Inc.
As stated at the outset of the project, these

publicaticns report independent findings of the study

sites and do not necessarily represent IBM's views

or orpinions.

Manual

SLSS - ORDER NO. SUESCRIPTION CNLY

G320-1376

DATA SECURITY AND DATA PROCESSING VOLUME 6 EVALUATIONS AND
INSTAILATICN EXPERIENCES: RESOQURCE SECURITY SYSTEM

In May of 1972, IEN anncunced the fcrmaticn of fcur study
sites for the purpcse cf gaining mcre informaticn akout data
security and identifying user requirements in this vital
suktject. This manual dccuments the study findings of the
IEM Federal Systems LCivision Study site. It is cne cf a
series of 6 vclumes.

As stated at the outset of the project, these
puklicaticns report independent findings of the study sites,
and dc nct necessarily represent IEM'S views cr cpinicns.
Manual, 122 pages
SLSS - ORCER NO. SUESCRIPTION ONLY

G320-1379

DATA SECURITY AND DATA PROCESSING

SESSICN LEACER'S GUILE (STATE OF ILLINOIS VICEQTAPES)
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sites for the purpose of gaining more information about
data security and identifying user requirements in this
vital sukject. This session leader's guide is intended to
te used in conjunction with a set of 9 videctapes rrepared
by one of the study sites, the State of Illinois. The
guide itself was also prepared at this study site. Details
about the availakility of the videotapes have been sent to
DP kranch Offices.

As stated at the outset of the project, this guide and
the videotapes report independent findings cf the study
site and do not necessarily represent IEM's views or
opinions.

Information on the purchase of copies of one or more of the
tapes, the tyge of playback equipment required, and prices
and terms, etc., may be directly obtained from:

S/T Videocassette Duplicating Corporation

500 Willow Tree Road

Leonia, New Jersey 07605

(201) 947-6450 NYC: (212) 239-4653
or from your local IBM Data Processing LCivision Marketing
Representative.

Manual, 15 pages

SLSS ~ ORDER NO. SUBSCRIPTION ONLY

G320-2683

ARCHITECTURAL SUPPORT FOR SYSTEM PROTECTION AND

DCATAEASE SECURITY - LOS ANGELES SCIENTIFIC CENTER

A set of architectural extensions to a machine of the type
of IBM Systen/370 is proposed. The progcsal involves
hardware/software interaction to constrain the execution
time kehavior of application and higher authcrity grogrars.
The extensions consist of the addition of a new state to the
previous supervisor and problem states, enforcement of
disciplined transition between states, hardware distinction
of five information types and a mechanisr to ensure correct
1/0 data transfers. Application of the extensions to a
shared datakase system shows that the protection of the
operating system is enhanced significantly, with respect to
errors or deliberate attacks, and that a high level of
protection against unauthorized access, can ke obtained for
the database itself, without excessive cost.

Report, 8 1/2 x 11 inches, 31 pgs, 12/76

G320-5323

STRUCTURED DESIGN - REPRINTED FROM IBM SYSTEMS JOURNAL
considerations and techniques are proposed that reduce the
conmplexity of programs by dividing them into functional
modules. This can make it possible to create complex
systems from simple, independent, reusakle modules.
Cebugging and modifying programs, reconfiguring I/0 devices,
and managing large programming projects can all be greatly
simplified. And, as the mcdule library grows, increasingly
sophisticated programs can ke implemented using less and
less new code.

Paper, 25 pages

NOT AVAILABLE UNDER SLSS

G320-5522

OPERATING SYSTEM INTEGRITY IN 0S/VS2 BY W.S. MCPHEE,
REPRINTED FROM IEM SYSTEMS JOURNAL

System integrity is a basic requirement for cperating system
security. Presented are types of system integrity problems
and their general solutions. Techniques used in 0S/VS2
Release 2 to solve these proklems are highlighted.

Paper, 23 pages

NOT AVAILABLE UNDER SLSS

G320-5532

RE COS AND IUP 5796-PDF, EDM NOTICE
Budit - Source Ccde Compare for S/370 DOS/VS or OS/VS is a
pair of IUP's which analyze the differences between two
versions of a prcgram's source code. The variations
detected by this audit/contrcl tool are highlighted on a
message listing which, in turn, kecomes a vehicle the user
can use to verify the only authorized changes are made to an
installation's sensitive programs. BAudit-Scurce Code
Compare has keen used by the IBM Corporate Inforration
Systems Department audit-control groups as a tool as assure
that only authorized changes are made tc the installation's
programs. This grogram may ke executed under any S/370
LOosS/VS, VS1 or VS2 system.

This Availability Notice contains corplete ordering
information for the Programr and all its related documen-
tation, for management and data processing personnel whc are
prospective users of the program and others who require
information concerning it.

Release Notice
SLSS - ORDER NO.

SUBSCRIPTION ONLY

G320-5646

CATA SECURITY - THREATS AND DEFICIENCIES IN COMPUTER

CPERATIONS - A REPORT ON A COMPLETED STUDY - A TRANSLATICN
FROM AN IBM SVEESKA PUBL ICATION

The purpose of the : study is to identify the types of hazards
prevalent in today's data processing operations and to
develop apprcaches to protect against these hazards.
initial results from the first phase of this study are
contained in An Executive's Guide to Data Security -- A
Translation from an IBM Svenska Publication (G320-5647) and
in this volume. The Executive Guide introduces the study
and presents an approach to data security. This volure
provides the detailed results of observations made in nine
data processing installaticns. Hazards identified during
the study are classified into generic categories which fcrm

The
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the kasis of subsequent phases of the study.
Manual

SLSS - ORCER NO. SUBSCRIPTION ONLY

G320-5647

AN EXECUTIVE'S GUIDE IC CATA SECURITY - A TRANSLATICN EROM
AN IEM SVENSKA AB FUELICATION

2 data secur1ty study to identify the types cf hazards
prevalent in today's data processing operations and tc
develcp aprroaches tc protect against these hazards was
jointly planned by the Swedish office for Administrative
Development (STAKC) and IBM Svenska AE. It has keen carried
out ky staff from Statskonsult AB (A state-cwned ccnsulting
comgpany), which was commissioned by STAKC to undertake the
study, and IBM. The initial results from the first phase of
this study are contained in Data Security -- Threats and
Deficiencies in Ccrmputer Operaticns -- A Report cn a
Completed Study -- A Translation from an IBM Svenska AB
Publicaticn (G320~-5646) and in this volume.

This volume introcduces the study and presents an
approach to data security in terms of its basic elements.
The study report provides the detailed results of
observaticns nade in nine data prccessing installaticns.
Hazards identified during the study are classified into
generic categcries which form the kasis cf subsequent phases
of the study.

Manual

SLSS - ORCER NO. SUESCRIPIION CNLY

G320-5649

DATA SECURITY CONTROIS AND PROCEDURES - A PHILOSCPHY ECR

DP INSTALIATIONS

This puklicaticn is addressed to information systems
ranagement and presents measures that IEM and cthers have
found useful for limiting risk in data processing
installaticns. While it is hoped that these neasures will be
of interest, they are provided for information purgcses
only, IBM rnakes no guarantee or rerresentation with respect
to their applicability to a specific data processing
installation.
Manual

SLSS - ORDER NO.

SUBSCRIPTION CNLY

G320-5650

MANAGEMENT MEMORANDUN: SECURITY FEATURES OF IEM SYSTEM/370
A management-oriented report on hardware and scftware
features cf Systems/370. Designed to highlight features that
can help installation management in choosing features that
right be useful in their data prccessing environment. 2Also
contains an Appendix of selected IEM publications cn
physical and data security.

BRCCHURE, 29 FAGES, 6/76

SLSS -~ ORDER NO. SUBSCRIPTION CNLY

G320-5790

SYSTEMS AUCITABILITY § CCNTROL, AUDIT EFACTIICES

This nanval is part cf a study by the institute cf internal
auditcrs. It presents informaticn on auditing in the data
processing environment, including audit tcols § techniques.
Manual, 8 1/2 x 11 inches, 226 pgs, 5/77

SLSS - ORCER NO. SUBSCRIFIION CNIY

G320-5791

11

SYSTEMS AUDITABILITY & CONTROL, EXECUTIVE REEORT

This is an Executive Summary of the Institute cf Internal
Auditcrs groject tc study audit and control procedures for
data processing installations. Topics include Frcject
Methodclogy, LCiscussicn of Conclusions and Ccst Implications
of Systems Auditakility and Control.

Manual, 8 1/2 x 11 inches, 24 pgs, 5/77

SLSS - ORDER NO. SUBECRIPIION ONIY

G320-5792

SYSTEMS AULITABILITY § CONTROL, CONTROL PRACTICES

The ccntrol practices report is part of a study Ly the
Institute cf Internal Auditors. It presents infcrmation
relating tc control techniques applicakle tc ccmputer kased
information systems, computer service center ogeraticns, and
the system develorment process. It alsc provides an
overview cf Data Frccessing Contrcl Practices.

Manual, 8 1/2 x 11 inckes, 156 pgs, 5/77

SLSS - ORDER NO. SUBSCRIPIION ONIY

G320-5829

AUDITABILITY AND PRCLUCTIIVITY INFORMATICN CATAIOGC

This catalcg provides a quick reference tc IEM progranms that
can enhance the productivity of rersonnel auditing,
designing, develoring, testing, or dccurenting System/370
prograrns and systems. The prograns descrirtions in the
catalcg are in alghalketic sequence ky sukcategory within the
following categories:

CICs

IMS

os

Lcs

WM/ 370

Frograms that are not listed in the akove
categories kut that perform audit functicns cr

are used as audit aids.

Catalcg, 8 1/Z x 11 inches, 364 ggs,

97717
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SLSS -~ ORDER NO. SUBSCRIPTION ONLY

G320-5840

COMMUNICATIONS SYSTEMS MANAGEMENT BASIC CCNCEPTS

management concepts is primarily intended to assist the
executive to whor the information processing function
reports in evaluating the degree to which an existing or
rlanned communication systems management function meets the
organization's goals. It may also be of interest to
managers with communication systems management
responsibilities and to IBM representatives.

Manual, 24 pages, 7/78

SLSS - ORDER NO. SUBSCRIPTION ONLY

G320+6163

SOURCE CCMPARE/AUDIT UTILITY IUP 5796-PLZ, NOTICE

The Source Compares/Audit Utility accepts text input from two
files and produces various print, update and summary files
detailing source line matches, insertions, deletions, and
reformats. Input files can ke sequential data sets, 0S/VS
partitioned data sets or partitioned data set members. The
Source Compares/Audit Utility features sgeed, capability,
simplicity of use, and accuracy through a unique algorithm
which is able to resynchronize the comparison despite a
large numker of source level differences.

Release notice, 8 1/2 x 11 inches, 8 pages, 10/79

G321-5010

HIERARCHICAL APPROACH TO CCMEUTER SYSTEM INTEGRITY

SYSTEMS JOURNAL REPRINT

Security is an important factor if the programs of
independent and possibly errcr-prone or malicious users are
to coexist on the same computer system. In this paper, we
show that a hierarchically structured operating systen, such
as produced by a virtual machine system, that combines a
virtual machine monitor with several independent operating
systems (VMM/OS), provides sukstantially better software
security than a conventional two-level multiprogramming
operating system approach. This added protection is derived
from redundant security using independent mechanisms that
are inherent in the design of most VMM/OS systems. Such a
system can ke oktained by exploiting existing software
resources.

Journal Reprint, 7x10 inches, 20 pages

NOT AVAILABLE UNDER SLSS

G321-5011

AN ACCESS CONTROL MECHANISM FOR COMPUTING RESOURCES
SYSTEMS JOURNAL REPRINT

The architecture of an access control mechanism for the
resources of an 0S/360 or VS/370 computer system is
presented.

The use of this operating syster corponent for data kase
security and integrity in a research and engineering
environment is described.

The techniques described make possible ccntrolled access
to the systen's processing power, contrclled access to the
database, decentralized authorization resgonsibility,
measuring dataset usage, and event recording for automatic
dataset migration, archiving, and staging.

Journal Reprint, 7 x 10 inches, 20 pages
NOT AVAILABLE UNDER SLSS

G321-5012

GENERALIZED AUDIT TRAIL RECUIREMENTS AND CONCEPTS FOR DATA
BASE APPLICATIONS -~ SYSTEMS JOURNAL REPRINT

LCiscussed is a data base audit trail. It is defined here to
ke a generalized recording of "who did what to whom, when,
and in what sequence." This informaticn is to be used to
satisfy system integrity, recovery, auditing, and security
requirements of advancements of advanced integrated data
basesdata communications systems. This paper hypothesizes
what information must ke retained in the audit trail to
rermit recovery and audit later in time and a scheme of
organizing the contents of the audit trail so as to provide
the required functions at ninimum overhead.

Introduced are the concepts of types of audit required,
LCB/DC audit assumptions, tire domain addressing, time
sequences required to support versions of data, what
constitutes an audit trail, and implementation
considerations.

Journal Reprint, 7 x 10 inches, 20 pages
NOT AVAILABLE UNDER SLSS

G321-5032

TOP~DOWN DEVELOPMENT USING A PROGRAM DESIGN LANGUAGE
SYSTEM JCURNAL REPRINT
Discussed is a program design language - a form of
pseudocode - that has keen developed and used to organize,
teach, document, and develop software systems. An exanple
of top-down program design illustrates the key steps in
using the language: determining the requirements,
abstracting the functions, expanding the functions, and
verifying the functions.

Syntax and conventions of the language are given in an
appendix.
Journal Reprint, 7 x 10 inches, 20 pages
NOT AVAILABLE UNDER SLSS

G321

G321-5036

SELECTEC FEADINGS: LATA EASE SYSTEMS

SYSTEMS JCURNAI REERINT

This short paper was chosen for puklication ky the editors,
who hope that the connents and references will ke helpful to
readers who desire to strengthen their background in the
literature of data kase systens. Beginning with early data
kase concepts, this paper cites a selection of key
references of hierarchical, network, and relaticnal data
kases. The authcrs of this selection are R. Ashany,
Asscciated Editor cf the IBM Journal cf Fesearch and
Development, and Miclael Adarcwicz, Asscciate Prcfessor,
Polytechnic Institute of New York, Brooklyn, New York.
Journal Reprint, 7" x 10", 20 pgs

NOT AVAILABLE UNDER E£LES

G321-5040

SERVICE LEVELS:
CENTER

Service levels represent an important concept that can ke
applied toward the solution of difficult proklers
surrounding communications between users and prcviders of
data processing services. In this paper, this ccncert is
descritked in terms of the architecture which defines the
scope and structure of service information. The rager
further translates tke architecture into data prccessing
terrminclogy by presenting the data-kase structure and data
elerents related to service levels. The paper alsc
addresses the post-processing of the data base, a step
essential to properly ccmmunicating service-level
inforration.

Journal Reprint, 7 x 10 inches, 20 pages

2 CCNCEPT FOR THE USER ANLC THE COMPUIER

G321-5042

A USER ORIENTEC DATA BASE RETRIEVAL SYSTEN

Discussed is an experimental, specialized data Lase system
develcped for users who do not require the scphisticated
resources of the large data base systems kut dc require many
of the capakilities they provide. [Cata manipulation and
retrieval within a data base are made availakle for the non
programmer user. The function and design attrikutes cf the
systern are descriked including the reasons for kasing the
systen on APL functicns.

Journal Reprint, 7 x 10 inches, 22 pgs, 3/77

G321~-5045

A METHCD CF PROGRANNING MEASUREMENT ANL ESTIMATICN
Inprcverents in programming technology have paralleled
improvements in computing system architecture and materials.
Along with increasing knowledge cf the system and program
develcpment processes, there has keen sore notakle research
into programming project measurement, estiraticn, and
planning. Discussed is a method of programming project
productivity estimaticn. BAlso presented are preliminary
results of research into methods of measuring and estimating
prograrming project duration, staff size, and computer cost.
Journal Reprint, 7 x 10 inches, 3/77

G321-5053

DATA EASES: PAST, FRESENT, ANC FUIURE - SYSTEMS

JOURNAL REPRINT

A broad range of ccrmmercial and research data kase systems
are analyzed. Conmon characteristics are discussed. These
systens, which have roots in older filing systers and in
punched card systems, are grouped into the three categories
of hierarchic, network and single-level nodels. Alsc
rresented is work on the standardization of data kase
systens. Research tcward the disccvery cof new ccmmonalities
is also discussed. This paper is kased on an extensive
published literature.

Reprint, 7 x 10 inches, 49 pgs, 8/77

G321-5055

AUTCMATED LOGICAL DATA EASE DESIGN - SYSTEMS JOURNAL REPRINT
This paper descrikes the design effort for an integrated
data kase and then develops techniques for automating
significant porticns cf the lakcr. These techniques have
keen inccrporated in a program to provide an effective data
Lase design tool (Data Base Design Aid) in current use. The
prccesses invclved with this aid are discussed.

Reprint, 7 x 10 inches, 35 pgs, 8/77

G321-5057

DESIGN TECHNICUES FCR R USER CONTRCLLEL LE/LC SYSTEM

- SYSTEMS JOURNAL REERINT

The flexikility and usefulness of an integrated data Lase
can be limited by ccnstraints inherent in the data Lkase
ranagement system. Cne such systen, IBM's Infcrmaticn
Management System (IME), has keen extended in terms cf data
independence, access control, data integrity and user
conrrunication ky a group of techniques integrated intc an
IMS application called the Product Cevelopment Ccrmunication
and Ccntrol (EDCC) system. This paper descrikes the IMS
extensions provided ky PDCC and discusses the system's
imgplementation. PCCC is the prctctygpe cf the INS
Applications Development Facility, an IEM Installed User
Program.

Journal reprint, 7 x 10 inches, 18 ggs, 11/77

G321-5063

JOURNAL REFRINT
Discussed is tke unit-of-measure situation in prcgramming.
An analysis of common units of measure for assessing program
quality and programmer productivity reveals that some
standard wmeasures are intrinsically paradoxical. Lines of
code per prograrmmer-month and cost per defect are in this
category. Presented here are attempts tc gc keycnd such
paradoxical units as these. BAlso discussed is the
usefulness of serarating quality measurements into measures
of defect remcval efficiency and defect preventicn, and the
usefulness of separating productivity measurements intc work
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units and cost units.
Reprint, 7 x 10 inches

G321-5066

A CRYPTOGRAPHIC KEY MANAGEMENT SCHEME FOR IMPLEMENTING THE
TATA ENCRYPTION STANDARD (LES)

Cata being transmitted through a communications network can
be protected Ly cryptography. 1In a data processing
environment, cryptography is implemented ky an algorithm
which utilizes a secret key, or sequence of kits. Any
key-controlled cryptographic algorithm, such as the Data
Encrypticn Standard (DES), requires a protocol for the
managerent of its cryptographic keys. The complexity of the
key management protocol ultimately depends on the level of
functional capability provided by the cryptosystem. This
paper descrikes a key management scheme that provides the
support necessary to protect comrunications ketween
individual end users (end-toc-end encryption) and that also
can ke used to protect data stored or transported on
removable media.

Journal reprint, 7 x 10 inches,

20 pages

G321-5067

GENERATION, DISTRIBUTION, AND INSTAIIATION OF CRYPTOGRAPHIC
KEYS

A key controlled cryptosystem requires a mechanism for the
safe and secure generaticn, distribution, and installaticn
of its cryptograpghic keys. This paper discusses key
generation, distribution, and installation procedures for
the key management scheme presented in preceding paper
G321-5066.

Journal reprint, 7 x 10 inches,

12 pages

G321-5068

CRYPTOGRAPHY ARCHITECTURE FOR INFORMATICN SECURITY
Information being transferred from point to point over a
public cormunications carrier or stored on portable media
can ke protected, by the use of cryptography; from
accidental or intentional disclosure. Control functions are
required toc insure synchronization of the process. 1In a
communications environment, the control functions kecome
logically part of the network architecture. IBM's Systers
Network Architecture (SNA) has been extended to allow the
use of cryptography when sensitive information is keing
processed. Architectural similarities for the file
environment are discussed.

Journal reprint, 7 x 10 inches, 13 pages

G321-5069

ADMINISTRATIVE CONTROL OF COMPUTING SERVICE

The complexity of necessary administrative controls for
computer service exceeds the capabilities of clerical
methods. This paper presents a practical method for
describing the external adrministrative environment in a data
base which can ke used by the operating system for dynamic
enforcement of limits. An attempt is made to address
consistently the different forms of data processing that may
ke concurrent in a single installation; included are general
purpocse time sharing, transaction oriented computing, and
scientific computing. Described is the architecture of an
cperating system component that could be regarded as the
interface between administrative security mechanisrs and the
security features of the system software.

Journal reprint, 7 x 10 inches, 28 pages, 5/78

G321-5070

DATA PROCESSING SPHERES OF CONTROL
The IBM System Journal is published quarterly by IBM.
volume contains the following:

There has long been a need for ketter definition of the
audit and control aspects of data processing applications.
This paper attempts to satisfy that need and thereby provide
a framework fcr improving communication ketween systems
analysts and computer scientists. It introduces the concegt
of spheres of control, which are logical koundaries that
exist in all data processing systems, whether manual or
autcrmated. The paper descrikes their essential groperties
and protrays them as they relate to each other in the batch,
on-line, and in-line processing environments. Included are
spheres of control that define process bounding for such
purpcses as recovery, auditing, process commitment, and
algorithm (procedure)replacement.

Journal reprint, 7 x 10 inches, 20 pages

This

G321-5077

A procedure of observation and correcticn is presented fcr
the coarse tuning of an MVS system by analyzing it into its
software and hardware components and increasing their
efficiency successively. The method involves adjustments to
swapping, the input/output load, the CPU load, main storage,
and the system resources manager. Also discussed are
performance measures necessary to characterize a syster,
tools to tune a systen, and various aspects of data
gathering and the effects of adjustments on system
parameters. Two illustrative case histories are also given.
Reprint, 7 x 10 inches, 24 pages, 8/78

G321-5106

AN INTEGRATED APPROACH TO CENTRALIZED COMMUNICATIONS
NETWORK MANAGEMENT

Recent technological advances have increased the size and
number of telerrocessing networks as well as kroadened their
scope and ccmplexity. This added size and complexity has
ragnified the need for comrunications network management.
One approach to communications network management is to
provide centralized control which is integrated into the
System Network Architecture user network. This approach is
descriked in this paper by focusing on twc program products
that provide centralized operator control and problem
determination capabilities for a network.

Journal reprint, 7 x 10, 23 pages, 11/79
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G321-5113

OVERVIEW OF THE CAEACITY PLANNING PROCESS FOR PRCDUCTION
DATA

An overview of techniques availakle to address capacity
planning in the production data processing envircnment is
presented. The production data processing system is briefly
descriked and its capacity is quantified. The measurement
tools, reports, and data required to implement a capacity
planning program are discussed. Modeling and prediction are
placed in perspective with the overall okjectives of the
capacity planning process. Personnel (managerial and
technical) and organization considerations are also
discussed.

Journal reprint 7 x 10 inches, 24 pages,

2/80

G321-5114

A CAPACITY PLANNING METHODOLOGY

Discussed is a capacity planning procedure called USAGE.
Various tusiness elements to be individually measured and
tracked are presented. Outlined are methods for estimating
worklcad growth. Serarate limits of capacity for on-line
worklcad and katch wcrkload demand are discussed. A simple
grarhics presentation procedure is included to ccmmunicate
the results of the study to those who need the information
for making kusiness decisions.

G321-5115

SYSTEM CAFACITY AND EERFORMANCE EVALUATION

The performance of MVS (Multiple Virtual Storage) systems
can be predicted fcr changes in workload and environment by
an IBEM marketing aid informally called SCAPE (for System
Capacity and Performance Evaluation). Written in FORIRAN,
the programs use simple queuing formulas with engpirical
rodifications. Response times fcr complex worklcads (IMS,
CICS, 1S0, and batch) through the CFU and auxiliary storage
are expressed as functions of apglication lcads and other
parameters that define the system's environment. SCAPE can
predict the effect on performance of different CFU mcdels,
larger memory, additicnal channels, additional direct-access
storage, larger klock sizes, and alternate wcrklcad
projections.

Journal reprint 7 x 10 inches, 22 pages, 2/80

G321-5120

SYSTEMS MANAGENENT

Effective systems management is dependent cn two factors -
visikility of the data required for systems nanagement and a
structured, disciplired management system to effectively
utilize this informaticn. Discussed in this paper are two
programs to assist in dealing with these factors. These
host programs use VSAMN data bases and are accessed via
CIVS/VS oxr IMS/VS. The prograns provide agplications to
assist in proklem management, change management, netwcrk
configuration, and gproklem determination. These functional
application tools are described in terms of their content
and their relationshigps with the overall systems management
tasks.

Journal reprint, 7 x 10 inches, 20 pages, 2/80

G520~2169

THE CONSICERATIONS OF CATA SECURITY IN A COMPUTER
ENVIRCNMENT

This krochure is a guide to provide general ranagement,
systems designers and operations management with varicus
data security considerations in crder to assess and minimize
potential problerms. It does nct, however, attemgt to cover
highly classified systems within the government - thcse

with stringent requirements peculiar to data invclving

the nation's security.

The trochure discusses considerations of data security
necessary when conputing systems store and process either
prorrietary data or personal information on individuals.
While it does not cover the much kroader social issue of
privacy, it does proceed with a recognition that the
protection of individuval privacy places special
responsibilities cn thcse who determine how systems are
to ke used.

The additicn of remotely located terminal devices
significantly increases the potential proklems and the
resulting concern for data security. Problems range from
preventing the curious intruder from browsing through
personnel rosters, customer lists, operating statements,
etc., tc preventing the malicious intruder fror altering
payrcll records, cktaining secret financial data or
illegally oktaining copies of new product specificaticns.
Booklet, 6" x 9", 44 pages
SLSS - ORDER NO. SUBSCRIPTION ONLY

G520-2700

THE CONSICERATIONS OF EHYSICAL SECURITY IN A CCMEUTER
ENVIRONMENT

Protective measures designed to secure a ccmputer
installation and its vital reccrds against fire,
unauthorized access and other hazards are discussed in
general terms, are detailed in samgle checklists, and
exerplified in the RRS case study.

Manual, 43 pages

SLSS - ORDER NO. SUBSCRIPTION ONLIY

G520-2741

THE FIRE AND AFIER TEE EIRE

Brochure describes the FID fire cf 1972, and IEM's recovery
efforts to get the facility back into operation in the
shortest possible tine span. The okject lesson cf this
narrative is that nc cne is immune to mishap and, therefore,
should have a recovery plan in place.

Brochure, 12 pages, 11/78
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G520-2797

PROCESSING OPERATIONS

Suggestions on how to overcome some of the problems of
physical security and data security rost commonly
encountered. It is not a checklist, but a collection of
observations and comments by peorle experienced in operating
data processing installaticns. References are included to
other IBM puklications on security.

6 x 9 Booklet, 20 pages

SLSS - ORDER NO. SUBSCRIPTION ONLY

G520-2838
IBM CATA SECURITY SYMPOSIUM, APRIL 1973
Reprint of 27 papers presented at the Arril, 1973 symposium
cn data security held in Bcston, Massachusetts.
Compilation, 264 pages
SLSS -~ ORDER NO. SUBSCRIPTION ONLY

G520-2881
SECURITY, THE RIGHT THING FOR YOUR COMPUTER, THE BEST
THING FOR YOUR INFORMATION
offers suggestions and examples to help management improve
the rhysical and data security of data processing
operations. A krief list of pertinent puklications is
included.
Folder, 14 pages
SLSS - ORDER NO. SUBSCRIPTION ONLY

G520~2882
CATA SECURITY SEMINARS: IBM EDUCATION COURSE X8851 BROCHURE
Describes an IEM Education course on physical and data
security being given for one day in IBM locations. IBM
specialists in data security prograns and procedures conduct
detailed sessions of interest to executives and other
personnel charged with maintaining security in a camputer
environment.
Brochure, 8 pages
SLSS - ORDER NO. SUBSCRIPTION ONLY

G520-2965
IBM DATA SECURITY FORUM: DENVER, COLORADO, SEPTEMEER 1974
This publication reprints, without changes and without com-
ment, the 36 papers given at the data security forum held
September 10-12, 1974 in Denver, Colorado. The agpendix
summarizes the results of the data security survey.
Compilation, 536 pages, soft cover
SLSS - ORDER NO. SUBSCRIPTION ONLY

G520-3332
AUDITORS PERSPECTIVE 8100
The design and implementation of distributed data processing
systens pose special challenges in the area of audit and
control. This publicaticn describes six requirerents of
concern to auditors and managers and explains how the
features of the 8100 syster and associated programs address
the regquirements.
Manual, 24 pages, 9/78

G520-3526
SYSTEM MANAGEMENT ASSESSMENT QUESTIONNAIRE SUPPLEMENT
This document is a supplement to the Systems Management
Assessment Questionnaire. It is intended tc clarify and
expand upon the gquestions and the sukject matter in the
questionnaire.

This docurent is divided intoc eight sections
representing the SystemsManagement disciplines: Change
Managerent, Problem Management, Processing Management,
Recovery Management, Performance Management, Capacity
Management, Audit/Security Management, Management Reporting

Each section should be used in conjunction with the
corresponding Systems Management discipline in the
questionnaire.

Booklet, 3 1/2 x 8 1/2 inches, 16 pages, 10/79
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