










































































































































































































































































type of channels is determined, the related standalone channel program modules
are loaded and locked into main storage. If the system is not a 165 II or 168,
support for the integrated channels is provided.

Note: When using the STIDP instruction, be aware that you will have a machine-
type number stored for 308X instead of a model number. To get the model
number, issue the STAP instruction. For more information on this difference,
see IBM System/370 Principles of Operation.

Besides determining the processor and channel types, CP initialization does the fol-
lowing:

e Obtains storage for maximum I/O extended logout area for the
VM/SP-supported system.

« Initializes logout and ECSW to all ones.
« Sets up the I/0 extended logout pointer if one exists for the supported system.

It is only after this initialization that CCH can assist the system in its error recovery
function.

Channel Check Handler--Summary

CCH receives control from the I/O supervisor when a channel check occurs. CCH
produces an I/O error block (IOERBLOK) for the error recovery procedure and a
record to be written in the error recording area for the system operator or customer
engineer. The VM/SP system’s operator or customer engineer may obtain a copy
of the record by using the CMS command CPEREP.5 A message about the channel
error is issued to the system’s operator each time a record is written in the error
recording area.

When the input/output supervisor program detects a channel error during routine
status examination (following the issuance of an I/O instruction or following an
1/0 interruption), it passes control to the channel check handler. If the erroris a
channel control check or interface control check, CCH analyzes the channel logout
information and constructs an IOERBLOK, and, if the error is not a channel data
check, an ECSW is constructed and placed in the IOERBLOK. The IOERBLOK
provides information for the device-dependent error recovery procedures. CCH
also constructs a record to be recorded in the error recording area. Normally, CCH
returns control to the I/0 supervisor after constructing an IOERBLOK and a
record. However, if CCH determines that system integrity has been damaged
(system reset or invalid unit address), then system operation is terminated. For
system termination, CCH issues a message directly to the system operator and
places the processor in a disabled wait state with a recognizable wait code in the
processor instruction counter. If CCH determines that the error is an I/O interface
inoperative error, CCH will call DMKACR to attempt to recover the failing
channel. If the channel is successfully recovered or if system operation can con-
tinue with the channel being marked offline, CCH returns control to the I/O
supervisor.

5 Detailed instructions for using CPEREP are contained in EREP User’s Guide and Ref-
erence.

Section 3. Error Handling 3-41



Normally, when CCH returns control to the I/O supervisor, the error recovery pro-
cedure is scheduled for the device that experienced the error. When the ERP
receives control, it prepares to retry the operation if analysis of the IOERBLOK
indicates that retry is possible. Depending on the device type and error condition,
the ERP either recovers or marks the event fatal and returns control to the I/O
supervisor. The I/O supervisor calls the recording routine to record the channel
error. The primary system operator is notified of the failure, and the recording
routine returns control to the system and normal processing continues.

If the channel check is associated with an I/O event initiated by a SIO in a virtual
machine, the logout is reflected to the virtual machine in one of two ways,
depending on whether the channel check occurred at SIO time, or later in an inter-
rupt. If it occurred at SIO time, the SIO routine calls CCH to reflect the logout. If
it occurred in an I/0 interrupt, the dispatcher notices the channel check as it is
reflecting the I/O interrupt to the virtual machine, and at that time the dispatcher
calls CCH to reflect the channel logout.

VM/SP Channel Check Handler action is summarized in Figure 3-16. Possible
channel check action codes and their meanings are as follows:

Code Meaning

1 Schedule recording.

2 Schedule system termination with proper message (error data
can be retrieved if SEREP is invoked). Note that when using a
308X or a 4300 processor, invoking SEREP will give you
invalid results.

3 Error can be isolated to a device for retry.

4 Error can be isolated to a channel for retry.

Channel Retry Channel Start Unit

Address Codes Has Been 1/0 Address Action
Valid Valid Reset Time Valid Code
No 2

Yes No 2

Yes Yes Yes 1,4
Yes Yes No Yes 1,3
Yes Yes No No No 1

Yes Yes No No Yes 1,3

Figure 3-16. Channel Check Action Table
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All messages that are the result of the channel check handler are prefixed by the
designation DMKCCH and are described in the publication VM/SP System Mes-
sages and Codes. Action by the channel check handler can also force the system
into wait state 002. Operator action for the wait state condition is also described in
VM /SP System Messages and Codes.

Missing Interrupt Handler -- An Overview

Virtual machine users can be locked out of the system or have system performance
adversely reduced because of:

« Incomplete minidisk I/0O
« Incomplete paging I/0O.

When either of these conditions prevails, the missing interrupt handler (MIH)
detects the particular condition and attempts corrective action. Thus, MIH elimi-
nates or reduces the need for operator and/or system programmer intervention.

Missing interrupt handler is an integral part of the CP component and, as such,
supports all hardware that is supported by VM/SP HPO with the exceptions cited
below.

System I/O activity is monitored by MIH for any interrupts that are incomplete
within a specified time interval. When MIH detects a missing interrupt, the control
program (CP) attempts to correct the condition. When the corrective action
attempt is completed, a record is made in the system error recording area
(LOGREC) and a message is sent to alert the operator or the system programmer
to take the corrective action manually or to schedule maintenance for the device
where necessary.

Corrective action takes the form of simulating an error condition either to the CP
I/0 supervisor or to the virtual machine, whichever was the originator of the I/0
operation.

To use MIH, DMKDID must be on your system and MIH must be set on. MIH
can be set on by an option in your directory or by using the SET MIH command (a
privilege class G command).

Devices Monitored: Because interrupt timing varies widely among devices, CP
monitoring has specifications for five different time intervals. This range of inter-
vals permits flexibility in monitoring I/0 activity according to an installation’s own
configuration and error rates where missing interrupts are a suspected cause.
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The time intervals and the default time values follow:

Default Time
Devices Monitored Values
Direct Access Storage 15 seconds
Fixed Block Architecture 15 seconds
Graphics Units 30 seconds
(except TYP1053 and TYP328X printers)
Unit Record (input and Output) 1 minute
(except TYP3800 and TYP3289E printers)
Tape Units 10 minutes
Miscellaneous Devices 12 minutes
Notes:

1. Missing interrupt handler does not support CLASTERM (terminal) devices, SNA
devices, Pass-through virtual machine devices, or CLASSPEC devices.

2. Miscellaneous devices include:

o MSS devices - includes those generated as CLASSPEC TYP3851 and as
CLASDASD FEATURE=VIRTUAL or as CLASDASD
FEATURE=SYSVIRT.

o Graphic devices - TYP1053 and TYP328X printers.
= Unit Record cutput devices - TYP3800 aind TYP3289E priniteis.

Each installation must make its own time interval settings if the default values are
not compatible with its operations. In order to make the change, DMKSYS must
be reassembled. In addition, a command can be used to provide for changed values
for the duration of a particular initialization. Thus, when the system is reinitialized
(via IPL), the DMKSYS default values would again be in effect. Note that in order
.0 eliminate monitoring of any one or all groups of devices, any or all time values
must be set to zero.

For the privilege class B user, there is the SET MITIME command with which to
change the time interval settings. These values stay in effect until the system is
reinitialized or another SET MITIME command is issued.

Monitoring 1/ 0 Activity: When the missing interrupt handler module,
DMKDID, receives control from a timer interrupt, all real device blocks are
scanned. If the scan shows that the RDEVBUZY flag is on, which indicates that
1/0 activity is taking place or that the particular device is busy, then the
RDEVMID flag is turned on. The RDEVMID flag indicates that the device is
active for this time interval and that a device interrupt is pending. Both flags are
reset by DMKIOT when the device causes an interrupt and if they are still on at the
end of the next time interval, a missing interrupt condition exists.
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Upon detecting a missing interrupt condition, a CPEXBLOK gives control to
DMKDID at a later time to take further action. The DMKDID action consists of
simulating an interface control check to DMKIOT. Where CP initiated the I/0,
the failing device ERP is called to initiate I/O retry if possible. Where the virtual
machine initiated the I/O, CP reflects the error to the virtual machine thus indi-
cating that the operation is concluded. This initiates virtual machine retry oper-
ations. Before this action occurs, a ten-second timer is scheduled to return control
to DMKDID. When DMKDID receives control, the RDEVMID bit is checked and
if it is:

RDEVMID

Bit Setting Meaning

OFF (0) Some I/O has been completed and a message sent to the
operator or the system programmer to show that a
missing interrupt was detected and cleared.

ON (1) A message is sent to the operator or the system pro-
grammer that a missing interrupt was detected but not
cleared.

Note: Whether the detected missing interrupt was cleared or not, a record is entered
in the system error recording area (LOGREC).

Missing Interrupt Handler -- Summary

The missing interrupt handler (MIH) consists of resident routines in the CP
nucleus. The resident modules are: DMKDID, DMKIOE, DMKIOS, DMKIOT,
and DMKSYS. In addition, MIH has the following pageable modules: DMKCEFI,
DMKCFP, DMKCFQ, DMKCFU, DMKCPI, and DMKCQS. A trace table entry,
created for simulated interrupts, is generated by DMKDID and DMKACR. The
trace table entry indicates that the interrupt is a simulated interface control check.

Note: If the MIH Module, DMKDID, has been removed from the load list because
your installation does not want or need any missing interrupt monitoring, do
not use the privilege class B SET MITIME command. If you should issue the
command under these circumstances, CP responds with an error message.

Other Error Messages and Wait State Codes: There are three critical
phases of VM/SP CP operations where continuous system operation is vulnerable
and may degenerate to wait state codes as a result of machine check or unrecover-
able I/0 error conditions. They are:

1. During VM/SP CP initialization
2. During system checkpoint activity
3. During the occurrence of system dump operations.

The resultant messages and wait state codes are produced by other system modules

(other than DMKCCH and DMKMCH). For a description of these messages and
wait state codes, see VM/SP System Messages and Codes.
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Fixed Storage Assignment and Logout Areas

The storage areas that concern CCH and MCH for error analysis are:

o Permanent storage assignments

e I/0O communications areas
» Fixed logout area
« Extended logout area.

Figure 3-17 shows details of these areas. All numbers given are decimal. The
3031, 3032, 3033, and 308X have integrated channels. The 2880, 2870, and 2860
channels cannot be attached to these processors. Their channels are similar to

M145 channels in that both a LCL and an IOEL are produced.

Note: Do not use the SEREP program on the 308X or 4300 processors because you

will get invalid results.

Logs out at
Location
Pointed Length of LCL Unit
Fixed to by Logout in CSW (ECSH) Address
Channel Location Location Bytes at at at
2860 304 -- 24 64 - -
2870 304 -- 24 64 - —_—
2880 172 112 6% - -
1357138 256 -- 24 6% 176 186
135-3 maximum
1457148 172 96 6% 176 186
1645-3 maximum
1557158 155 & 158 channels do not log out 64 176 186
1657168 165 & 168 channels do not log out 64 176 186
4300- No fixed or I/0 extended logout 64 176 186
series!| areas
3031
3032 -- 172 640 64 176 186
3033
308X -- 172 8 64 176 186
308X-
series!

Figure 3-17. VM/SP Fixed Storage and Logout Areas
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Section 4. Additional CE Aids

This section contains information about the following:

VM/SP CPEREP and EREP

Using the CP SET Command Facility
— SET RECORD PFacility

— SET MODE Facility

TRACE Facility

— CP TRACE Command

— RSCS Logging

Program Event Recording.
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VM/SP CPEREP and EREP

In order to use CPEREP, you must be in the CMS environment and have a user
privilege class of C, E, or F to gain access to the records in the error recording
area. When running CPEREP, you cannot include the operands on the command
line, because many of them exceed the record length allowed for CMS commands.
Instead, you enter the operands individually in response to prompting by the
system, or you put all the operands for a single report in a separate file whose name
you include on the CPEREP command line; or, you use a combination of both
methods. '

| Detailed instructions for using CPEREP and EREP are contained in EREP User’s
| Guide and Reference.

| CPEREP Error Record Retrieval

Because the VM/SP error recording area format differs from the SYS1.LOGREC
data set format, the method of error record retrieval and erasure from DASD
differs. To circumvent format incompatibilities, DMSIFC causes EREP’s I/0
operations to the OS/VS SYS1.LOGREC data set to be trapped and simulated.
DMSIFC performs the simulation and, in the process, calls on DMSREA to read
records from the VM/SP error recording area. For other files required by EREP,
DMSIFC does not perform the I/0 simulation; it merely issues FILEDEFs for
them. For these files the standard simulation of OS files provided by CMS is ade-
quate.

| Note: CPEREP simulates EREP running under an OS/VS?2 system, regardless of
| the operating system that generated the error records. Thus, the name of the
| error-recording data set is LOGREC and the messages are TOURIST data.

| Individual record formats in the OS/VS SYS1.LOGREC data set and the VM/SP
| error recording area are identical; however, VM/SP, through the medium of SVC

| 76, does not record on its error recording area all error record types. On the

| VM/SP system, errors passed to VM/SP for error recording (via SVC 76) that do
] not adhere to VM/SP standards are reflected back to the virtual machine to be

] recorded on its own error recording data set. The error record types recorded by

| VM/SP as opposed to the record types recorded by OS/VS and DOS/VSE oper-
| ating systems are shown in EREP User’s Guide and Reference.

| Note: Both CPEREP and EREP merely read the error records for reporting pur-

| poses. Neither is involved in writing error records, at occurrence time, to either
| the SYS1.LOGREC data set or the VM /SP error recording area.
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Using the CP SET Command Facilities

SET RECORD Facility

The CP SET command with the RECORD option is a valuable asset in the diag-
nosis of system hardware I/O problems on a System/370 controlled by VM/SP.
The SET RECORD facility can only be invoked by the Class F user.

By inserting the proper operands in this command, the error recording area receives
records that were triggered by the following items:

o Specific real I/O device address
« Specific limit count
« Specific sense byte data.

The importance of the SET RECORD facility is readily apparent when one realizes
that virtual machine I/O errors are not necessarily recorded on the system’s error
recording area. If SVC 76 is invoked, however, the chances of the loss of error
records is lessened. CP records errors associated with its own operations; that is,
spooling, paging, and CMS operations and so forth. Errors detected during CP ini-
tialized recovery attempts are not recorded by the SET RECORD facility. It does
not normally record I/O outboard errors associated with virtual machine operations
unless it is specifically requested by a virtual machine invoking the SVC 76 instruc-
tion.

Outboard 1/0 errors from dedicated virtual machine devices are reflected to the
virtual machine that initiated the SIO action. It is that virtual machine’s responsi-
bility to initiate recovery. This may entail, besides retry routines, error recording
on another dedicated device of that virtual system. It is, therefore, conceivable that
for multiple virtual machines on one VM/SP system, there could be multiple error
recording or LOGREC areas. To the CE at the central site and to users of the
virtual system, this could present many problems.

To circumvent the apparent problems, the CE can invoke the SET RECORD
command. The SET RECORD command format and operands are fully described
in the VM/SP Operator’s Guide. This command allows the CE to monitor and
record any specific unit check condition on any specified device. If the malfunction
is sporadic in nature and there are large time lapses between failures, the SET
RECORD command can be invoked and not disturbed for however long it takes to
capture the quantity of errors desired for the device specified. If SET RECORD
OFF is not entered, intensive recording is automatically terminated after 10 errors
are recorded in the VM/SP error recording area for that device. SET RECORD
values are not retained by system checkpoint activity, so if the VM/SP system
operation is suspended and then loaded again, the SET RECORD command must
also be reinvoked if monitoring of a specific device is to continue.

The SET RECORD function is available for one I/O device at a time. To specify a
different device, invoke the SET RECORD command again with the desired new
operands. CP overlays the first SET RECORD request with the second request so
that the first SET RECORD request is obliterated. There is no way to initiate this
method of error recording on multiple I/O devices.
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SET MODE Facility

The SET RECORD command contains a LIMIT operand. The LIMIT operand is
the threshold value that indicates when recording is to take place.

Sense byte data consists of a selected sense byte bit or the logic output of the
“and” or “or” condition of two selected sense byte bits.

Examples of the format for employing Intensive Recording mode follow:

S REC ON raddr LIMIT nn BYTE nn BIT n AND BYTE nn BIT n
SET REC ON raddr LIMIT nn BYTE nn BIT n OR BYTE nn BIT n
SET RECORD ON LIMIT nn BYTE nn BIT n

Sample SET RECORD Command Usage:

s rec on 127 limit 05 byte 00 bit 4 and byte 03 bit 3

--Or--

set rec on 314 limit 01 byte 00 bit 7 or byte 01 bit 7

The first sample shows that when the real device addressed at 127 has accumulated
five errors as a result of the “and” condition of bits 4 and 3 of sense bytes 00 and
03, respectively, the errors are recorded.

The second sample is similar but when this device, whose real address is 314,
encounters a bit 7 active either in byte 00 or 01, the errors are recorded.

To turn off all intensive recording, make the following entry. This nullifies any
previously issued SET RECORD option.

SET RECORD OFF

The function of the recovery facility mode switching routine is to allow installation
support personnel to change the mode in which processor RETRY and ECC
recording are operating. This routine receives control when a user with class F
privileges issues some form of the CP SET command with the MODE option. A
check is initially made to determine whether or not this is VM/SP running under
VM/SP. If it is, then the request is ignored and control is returned to the calling
routine. The SET MODE command is described in the VM/SP Operator’s Guide.
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The SET MODE command has five operands as follows:

Operand

MAIN

RETRY

QUIET

RECORD

CPUID

Description

This operand applies to processor storage bit failures that are
detected and corrected by hardware logic. SET MODE MAIN
is invalid for 303X and 308X processors.

This operand pertains to processor instruction failures that are
detected by the processor and corrected by recycling the failing
instruction through the system logic again.

This operand causes the specified facility (MAIN or RETRY)
to be placed in quiet mode in order to preclude the recording of
errors.

This operand causes the count of soft errors to be reset to zero
and the specified facility to be placed in RECORD mode; the
mode in which processor RETRY and/or ECC errors are
recorded.

This operand is effective only for the attached processor mode
of VM/SP operation. It allows the user to apply the previously
specified operands to either the main processor or the attached
processor. If CPUID is not specified on the command line,
then the applicable MAIN, RETRY, QUIET, and RECORD
operands apply to both processors. Valid hexadecimal values
for processor addresses are from 00 through 3F.

The error recording of instructions that are RETRY-corrected or ECC-corrected
storage errors is determined by the setting of control register 14 bit 4.

ON

OFF

The initial setting is a function of processor design (that is, the system reset can

RECORD MODE

QUIET MODE

either initialize soft recording or not); afterwards, soft recording can be invoked
only by the SET MODE command. Suspension of soft recording can be achieved
by arriving at the threshold count or by invoking the SET MODE QUIET option.
Note that the status of RECORD mode is retained by VM/SP through “warm”
and “cold” start procedures (system abend conditions). For more details on soft
recording, refer to ‘““Recovery Modes” on page 3-36.
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TRACE Facilities

TRACE Command

The CP TRACE facility of VM/SP is a very useful tool that can assist the CE in
problem diagnosis. By the use of this command, a printout of designated program
activity can be obtained. This command belongs to the privilege class G user and
can be employed by the general user as an aid in program fault analysis.

The command is flexible to the extent that a program trace can be obtained for a
particular machine operation or a mix of system machine operations comprising
some or all of the following:

SVC interrupts

I/0 interrupts

Program interrupts

External interrupts

Privileged, Branch, or All instructions
Channel instructions and related activity
CSWs.

The format and operands of the CP TRACE command are described in the
VM/SP CP Command Reference for General Users.

Certain functions provided by TRACE operands are obviously useful to the CE.
For example, SIO or CSW with the I/O interrupt operand; both indicate the real
device address with which I/O operation was involved.

In using the CP TRACE command, output data is printed on the CE’s virtual
machine console if the PRINTER option is not invoked. The CE’s terminal (the
default output device) is specified by the BOTH operand or by invoking the TER-
MINAL operand. Thus, in the course of using TRACE, the printer output device is
altered. The PRINTER operand refers to the virtual high speed printer. The file
for the PRINTER containing the TRACE activity is relayed to the real spooling
printer after the CLOSE command is invoked to close or signify the end of that
file.

TRACE activity, optioned to the printer directly or indirectly by invoking the
SPOOL CONSOLE command, is transmitted to a remote printer by utilizing the
facilities of RSCS. Remote spooling procedures are described in the RSCS Opera-
tion and Use.

In operation, after invoking the TRACE command, the TRACE operation halts the
program being traced after executing the first encountered condition specified by
the TRACE operands. To initiate the program again and resume TRACE activity,
the CE must issue the BEGIN command.

Before resuming TRACE execution, the virtual machine user can alter the previ-
ously imposed TRACE facilities. This procedure is described in the following text.
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Altering the CP TRACE Command Functions

Assume a program is loaded in the virtual processor. The virtual system then
enters console function mode prior to program execution. The TRACE command
function is now used with the ALL operand and the BEGIN command is invoked.
The ALL operand allows instruction tracing among other things. Therefore, the
virtual system after startup again enters console function mode after the printout of
the first executed instruction. Assume now, that it has been decided not to record
all facilities of the TRACE command, and that SVC, I/0, and program inter-
ruption tracings are to be eliminated. These interrupt conditions are now entered
with the TRACE command and the OFF operand. BEGIN is again issued, and the
subsequent TRACE table no longer contains these interrupt entries.

The TRACE command then has the flexibility of accepting multiple or single addi-
tions or deletions of operands.

After the next printout at the terminal, execution of the program is again halted in
console function mode. An examination discloses that the TRACE facilities are
satisfactory, the TRACE command is then invoked with the RUN operand. Now,
the program, after executing another BEGIN, runs to the completion, printing out
trace data without any BEGIN intervention. If, however, the program is looping,
or if the user wants to suspend tracing activity, the user signals CP by means of an
attention interrupt, then enters:

trace end

Examples of invoking TRACE are:

trace svc

trace all

trace svc program i/o both run
tr program off

tr end

tr ccw printer

To summarize, the TRACE command allows tracing SVC, I/0, PROGRAM, and
EXTERNAL interrupt conditions as well as SIO, PRIV, CCW, BRANCH,
INSTRUCT, ALL, and CSW, or all of them.

The CP TRACE facilities can be turned either on or off. Trace printout can be
optioned to the user’s terminal or the spool virtual printer or both. Using the facili-
ties of RSCS, trace output can be spooled to a remote printer.

The CP TRACE command executed on the user’s terminal defaults to the NORUN
condition (stops after each trace print line) unless the RUN option is specified.

For a printout of a trace operation where the virtual printer was used as the output
device, the CLOSE PRINTER command must be executed.
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Notes:

1. A branch to the next sequential address or to the same address is not identified in
the trace table.

2. Erroneous branch I/0, or instruction-tracing results, can be obtained when the
CP TRACE command encounters instructions that examine or modify the next
two successive bytes of the following instruction.

3. I/O operations for virtual channel-to-channel adapters, with both ends connected
to the same virtual machine, cannot be traced.

Figure 4-1 shows trace data invoked by applying the CP TRACE command with
the following options:

trace sio ccw i/0 csw printer

1/0
* %%
1/0
CCW
1"
CcCcwW
ccw
cewW
% % %k

CSwW
LEES

001296 SIO 9C002000 CONS 0009 cC 1

001AEE I/0 0009 ==> 001AB2 CSW 0800

001A96 SIO 90002000 DASD 0191 CC 0O DASD 0331 CAW 00003560
003560 07003314 40000006 07AA38 0707AA80 40100006
SEEK 00000000 000004 SEEK 0000017F 0000
003568 29003310 60000004 O07AA40 29056310 60800004
003570 08003568 00000000 07AA48 0807AA40 29100000
003578 060036E0 20000050 O07AA50 060566E0 20800050
001AEE I/O 0009 ==> 001AB2 CSW 0400

vV 0191 00003570 OE000004 R 0331 0007AA48 O0E000004
OO01AEE I/0 0191 ==> 001AB2 CSW OEO0O

Figure

4-1. Segment of a CP TRACE Printout of a Program’s 1/0 Operation

The PRINTER operand directs the trace data file to print out on the system’s
spooling printer.

See the TRACE command and the complete listing of the printout message formats
available with this command in the VM/SP CP Command Reference for General
Users.

Note: 1If the virtual machine assist feature is enabled on your virtual machine, CP
turns it off while tracing SVC and program interruptions (SVC, PRIV, BRANCH,
INSTRUCT, or ALL). After the tracing is terminated with the TRACE END
command line, CP turns the assist feature on again.

If the virtual machine is running virtual=real (V=R) with NOTRANS ON, CP
forces CCW translation while tracing SIOs or CCWs. After tracing is terminated
with TRACE END, CCW translation is bypassed again.
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RSCS Logging

The remote spooling communications subsystem (RSCS) has the ability to log all
I/0O activity on a particular teleprocessing line. Normally, such logging is not
needed but, if a problem exists that requires tracing 1/0 on a line, logging can be
turned on. The RSCS virtual machine operator turns it on and off by issuing the
privilege class G command, CMD, with the LOG or NOLOG operand.

To start the logging operation, the RSCS operator issues CMD, then enters the 1 to
8 character link identifier of the remote station associated with the link, followed
by the keyword, LOG. LOG starts the logging of 1/0 activity on the line and
NOLOG stops the logging operation. The format and operands of CMD are
described in the RSCS Operation and Use.

The output of the logging is a printer spool file containing a one-line record for
each I/0 transaction on the line; for example, each time a teleprocessing buffer is
written into or read out of.

When logging is turned off (NOLOG), the output is printed. The distribution code
on the printer output is the linkid for which logging was being done. The contents
of the log record in order of occurrence from left to right are as follows:

Total
Bytes Contents and/or Meaning

21 The first 21 bytes of the log record are the first 21 bytes of the tele-
processing buffer, including BSC bytes, MULTI-LEAVING bytes
(for SML only), and enough initial data bytes to fill the field.

7 For READ I/0, these are the last seven bytes of the CSW. For SML
WRITE I/0, these are the first seven bytes of the SML buffer (the
buffer header used internally by SML but not transmitted). For NPT
WRITE 1/0, these are not applicable.

3 RSCS I/0 synch lock for this input/output operation.
1 This is the sense byte (if any).
3 CCW associated with the input/output operation.

The fields of the record are separated by blanks. Figure 4-2 on page 4-10 shows
the read and write log records for SML.
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SAMPLES OF READ AND WRITE RECORDS FOR SML

1070

1070

1002 B0ORFCF9094000026

1002818FCFA0940000
1002818FCF9491C140009483C140009483C1400094
1070
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Program Event Recording

It is possible to monitor certain program events as they occur during program exe-
cution in the user’s virtual machine by using the PER command. Trace output for
the PER command is always produced after the monitored instruction executes.

CP’s PER Command
Options available with the PER command allow:
o Tracing of successful branch instructions.

o Tracing the execution of instructions that cause an alteration to general regis-
ters.

« Tracing the execution of instructions within the virtual machine.

« Tracing the execution of instructions within a virtual machine that alter
storage.

« Directing the trace output to the terminal, the virtual printer, or both the ter-
minal and virtual printer.

o Specifying a CP command or commands to be executed when a given event
occurs,

« Limiting tracing for a given event type to instructions executed from within the
specified range.

« Program execution to continue after trace output has completed, to stop after
each trace output appears at the terminal, or to stop after a specified number of
displays of trace output appear at the terminal.

« Suppressing the display of a specified number of events between displays.

« Counting execution of successful events.

« Replacing of the current traceset with a copy of the saved traceset.

« Saving a copy of the current traceset under the given name until tracing is
ended or until the user logs off.

+ Displaying the traceback table which contains the last six successful branch
instructions on the terminal.

The format and operands of the CP PER command are described in the VM/SP
VM/SP CP Command Reference for General Users.

The QUERY command with the PER option can be used to determine the events
that are currently being traced.
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Additional Program Debugging Using PER

Two examples of using the PER command for program debugging follow. The first
example uses the branch traceback table. The second example uses the PER
COUNT command.

Example 1 - Using the Branch Traceback Table

PER, used in conjunction with TRACE, can greatly reduce the difficulty of finding
the cause of program interrupts. For example, if the problem is an operation
exception (PROG 01), it may have been caused by a bad branch instruction.

The first step is to trace program interrupts using TRACE:

trace prog

Run the failing program until the program interrupt occurs. When the program
interrupt occurs, the address of the instruction causing the interrupt plus two is dis-
played. For example:

start

EXECUTION BEGINS...
*¥**%024602 PROG 0001 ==> 1E3D18

Next end TRACE and allow the program to finish. Reload the failing program and
trace successful branches to the address of the bad instruction. For example:

per branch 24600

Note: The branch might be to an address before 24600. The branch might have
encountered a valid op code. Therefore, it is sometimes necessary to use a larger
branch into address. For example:

per branch 245F0-24600

When the branch to the bad instruction occurs, the branch instruction as well as the
previous 5 successful branches are displayed. For example:

start

EXECUTION BEGINS...

==>020012 BR 07F1 024600 ccC=0
TRACEBACK TABLE:

:1D1320 BR 07F3 1D125A
:1D1268 BR O7FE 1D1322

:1D1356 BNZ 4770EQ07C 1D139E
:1D13A2 BZ 4780E090 1D13B2
: 1DFE98 BR O7FF 020000
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Note: 1If control is transferred to the bad address by a LPSW or an interrupt (for
example an SVC) PER BR does not trace this event. Therefore, it is a good idea to
issue a TRACE PROG before starting the program. Then, if the program interrupt
occurs before any PER output is produced, the PER TABLE command can be used
to display the branch traceback table containing the last 6 successful branches.

The last entry in the table is the last successful branch instruction executed before
the program interrupt. While this is not necessarily the instruction causing the
problem, hopefully it is near the failing instruction. It is now possible to restart the
program using PER to trace the execution of instructions in the range beginning
with this branch instruction, and ending at the program interrupt address.

Example 2 - Using the PER COUNT Command

In this example, assume that there is a program loaded at location 20000 and that
the program is 500 bytes (hexadecimal) in length.

Another method of finding the failing instruction is to use the PER COUNT
command with TRACE. This method, as well as the use of the PER TABLE
command, is well suited for problems other than just operation exceptions. If the
program is abending with any sort of program exception, load the failing program,
and issue the CP command:

trace prog

followed by:

per instruct range 20000.500

and then:

per count

Next start the failing program. No trace output from PER is produced while the
COUNT option is in effect. When the program interrupt occurs, issue the QUERY
PER command to display the current count.

query per
1 INSTRUCT RANGE 020000-0204FF TERMINAL NORUN
PER COUNT 2159

This means that 2159 instructions were executed before the instruction that caused
the program interrupt. It is now possible to trace as many instructions leading up
to the program interrupt as desired. To trace the last 15 instructions before the
program interrupt, reload the failing program, and issue the following PER
command:

per pass 2144

the response is:

PER COUNT 2159
PER COUNT ENDED
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This command has two effects. First, it turns off the PER COUNT option, and
second it applies the PASS option to the current traceset. The current traceset now
contains:

1 INSTRUCT RANGE 020000-0204FF TERMINAL NORUN PASS 2144

Next start the failing program. The first 2144 instructions executed in the range
20000-204FF are not displayed. The 2145th instruction is displayed. When the
instruction is displayed, issue:

per pass

This command resets the PASS option to the default (display every instruction).
The current traceset now contains:

1 INSTRUCT RANGE 020000-0204FF TERMINAL NORUN

It is now possible to trace the last 15 instructions, and to use the DISPLAY
command to display storage and register contents.

PER COUNT can also be used in conjunction with more specific trace elements to
produce the desired results. For example, if a problem occurs as a result of the
execution of an SVC 202 and the failing program issues many SVC 202s before
failing, it may not be productive to use TRACE.

An alternative is to use PER to set up a traceset that traces only SVC 202s (op
code X‘0ACA’) and to use PER COUNT to count the occurrences. First, load the
failing program and then issue:

per instruct Oaca range 20000.500
per count

and start the program. When the failure occurs, issue a QUERY PER to check the
count.

query per
1 INSTRUCT OACA RANGE 020000-0204FF TERMINAL NORUN
PER COUNT 623

The program can then be traced after using the PER PASS option as above to get
close to the problem.

| IPCSDUMP/PRTDUMP

System abend (abnormal termination) conditions can be prompted by real
System/370 system operator intervention involving PSW restart. System abend
conditions can also be caused by program SVC 0 operation. This may happen
when CP is in a program ‘predicament that it cannot correct and, therefore, cannot
validly continue processing. SVC 0 may also occur. when the CP system recognizes
a catastrophic situation that was prompted by a hardware malfunction.
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When such situations occur, SVC 0 invokes a system dump. The dump operation
prompted by the main processor (or attached processor, if applicable) captures the
system registers and defined storage areas and may or may not contain a trace table
with the sequence of events that occurred just before the condition that caused the
abend. This trace table data appears in dump output if the CP MONITOR
command with the STOP operand was not invoked before the dump operation.
Consult the VM/SP System Programmer’s Guide for details of the CP MONITOR
command and CP’s internal trace facility. The selection of such options can expe-
dite system recovery.

Note: The internal trace facility should not be confused with the CP TRACE
command functions.

Automatic Spooling of Abend Dump Files

Facilities also exist within CP to allow the automatic spooling of abend dump files
onto DASD units (if so desired) by a CP SET command option.

The system dump file (previously spooled to a DASD unit) can then be processed
and formatted by the IPCSDUMP command. This command extracts data perti-
nent to the type of abend and creates a problem report. It also prompts the user
for additional information that describes the problem. The PRTDUMP command
formats and/or prints the symptom record on the first page with a disk dump file
previously processed by IPCSDUMP. The IPCSDUMP command and the
PRTDUMP command are described fully in the VM /SP Interactive Problem
Control System Guide.

Data Control Blocks that Define System Fault Cause

Data concerning hardware status, sense, and I/O operation is in the RDEVBLOK,
IOBLOK, and IOERBLOK control blocks.

The RDEVBLOK, IOBLOK, and IOERBLOK relationships are illustrated in
Figure 3-2 on page 3-10 and Figure 3-3 on page 3-10.

The information in these blocks, in conjunction with program support personnel or
customer program personnel, may assist the CE in defining the cause of the system
fault or aid in reconstructing the sequence that prompted the system fault. Bas-
ically, the full formatted dump produces the results discussed below:

1. The header contains the time and date of the abend as well as an abend code
and the processor identity that initiated the dump operation.

2. This is followed by PSWs, CAW, CSW, the time-of-day clock, the clock
comparator, the prefix register, the processor, and the interval timer values of
the processor that caused the abend.

3. For attached processor operations only: Next, the PSA (prefix storage area) of
the main processor is printed followed by the PSA values for the attached
processor if the system was in attached processor mode when the abend
occurred.

4. Following this is data extracted from CP’s symbol table (DMKSYM), which
contains the storage location of selected entry points for the CP system.
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| DUMPSCAN

The tabulations that follow the symbol table printout are pages that are appli-
cable to the real system hardware. These blocks represent every channel,
every control unit, and every device that is represented as available to VM/SP
operations. These blocks are designated as RCHBLOK, RCUBLOK, and
RDEVBLOK, respectively. Those devices that are actively involved with
system operations at the occurrence of system abend are indicated by an adja-
cent display of an active IOBLOK.

Note: If RDEVBLOK 200 is for an FB-512 device, the RECBLOK would be
in a different format. For the actual format of an FB-512 RECBLOK, see
VM/SP Data Areas and Control Block Logic Volume 1 (CP).

These blocks are followed by statistics applicable to the spool files that are
applied to the spooling devices (system reader, printer, and punch). These
blocks are designated as spooled file blocks (SFBLOK). If no spooling activity
exists, the PRTDUMP output indicates this.

The spooled file data is followed by the CORTABLE. This table indicates the
real address of the four doubleword entries that contain pointers to the
SWPTABLE, the PAGTABLE, the previous entry in queue, and the next entry
in queue. Also contained in this block are flags to indicate whether the page is
on the flush list, the free list, or is shared or unavailable. The CORTABLE
printout also indicates the user identity and the page assignment at the time of
the abnormal termination.

After the CORTABLE, there is a progression of data blocks that are related to
each logged-on user. They are listed in the following order: the virtual
machine blocks (VMBLOK), virtual channel blocks (VCHBLOK), virtual
control unit blocks (VCUBLOK), virtual device blocks (VDEVBLOK), and
virtual console control blocks (VCONCTL). These are followed by Segment
tables, Page tables, and Swap tables (SEGTABLE, PAGTABLE,
SWPTABLE), respectively, that are applicable to the associated user’s virtual
machine activity.

DUMPSCAN creates an environment that lets you interactively inspect dumps, for-
matted as CMS files by IPCSDUMP. DUMPSCAN prompts you for the dump
filename and filemode. Once the dump is located, subcommands can be entered.

Using DUMPSCAN to look at the dump processed by the IPSCDUMP command
you can:

Display:

— Any chosen area specified directly (or indirectly) by its address.
— Registers, PSWs, timers, and clocks.

— The address in a chain of homogeneous control blocks.

— Any module or entry point by entry name.
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— The symptom record.
o Locate:
— A string of hexadecimal or EBCDIC data between two addresses.
— The module name containing a given address.
« Print:
— The displayed data resulting from the subcommand.

In addition, dump dependent subcommands may be available to allow other func-
tions. For example:

¢ In a CP dump, you can display:
— The trace table entries, by number of entries, and starting address.
— Real and virtual device control blocks by device address.
— Alist of all logged-on users with their VMBLOK addresses and status.
— Formatted information from a selected user’s VMBLOK.
— The formatted contents of the CORTABLE entry for any real address.

The DUMPCSAN command and subcommands are described in VM/SP Interac-
tive Problem Control System Guide.
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Appendix A. Using EREP With VM

The following EXEC can be used to perform these system support functions for a
privilege class F user.

1. Emergency offload of the error recording area (ERA) onto a tape (the EREP
history file).

2. Generate a system summary and clear/reset the error recording area.
3. Generate some reports from the EREP history file.
Notes:

1. use this EXEC can create large amounts of printed output, depending on the size
of the EREP history file, review the options specified before using it. See EREP
User’s Guide and Reference.

2. If you specify or imply ACC=Y for an EREP run, CPEREP rewinds tape 181,
spaces forward over the existing file, and backspaces over the tape mark before
writing and records to the file. Therefore, if a tape is to be used for the first time,
you should write a tape mark (you can use the CMS TAPE command) at the

beginning of the tape before invoking CPEREP.

TRACE E;

ADDRESS COMMAND;

/* Find/preserve existing status of virtual printer */
'CONWAIT';

'DESBUF';

'EXECIO * CP ( FIFO STRING QUERY VIRTUAL OOE';

PULL 'CL' prtclass prthold 'COPY' prtcopy 'FORM' prtform .;
PULL 'OOE' prttofor prtuser 'DIST' prtdist .;

'CONWAIT';

'DESBUF' ;

'CP SPOOL PRINTER NOCONT CLOSE';

'CP SPOOL PRINTER CONT OFF DIST IBMCE CLASS A HOLD FORM STANDARD COPY 1';
/* Get/format a temporary minidisk for work files */

tccu = GETTDSK() ;

tfm = FREEDISK();
fm3 = tfml||'3"';
fm4 = tfmli|'4";
PUSH 'SCRTCH';
PUSH 'YES';

'FORMAT' tccu tfm;

/* 1Issue FILEDEFs for DDNAMES required by EREP */

'FILEDEF EREPPT PRINTER (NOCHANGE BLOCK 133 PERM';

'FILEDEF SYSIN DISK SYSIN EREPWORK' fm3 ' (NOCHANGE PERM';

'FILEDEF SERLOG DISK SERLOG EREPWORK' tfm ' (NOCHANGE BLOCK 4096 PERM';
'FILEDEF TOURIST TERMINAL (NOCHANGE BLOCK 133 PERM';

'FILEDEF DIRECTWK DISK DIRECTWK EREPWORK' fm4 ' (NOCHANGE PERM';
'FILEDEF ACCDEV TAP1 (NOCHANGE BLOCK 12000 RECFM VB DEN 1600 PERM';
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'FILEDEF ACCIN TAP2 (NOCHANGE BLOCK 12000 RECFM VB DEN 1600 PERM';
/* Make sure that tape is available */

'CP QUERY VIRTUAL 181°';

IF rc == 0 THEN SIGNAL notape;

'TAPE MODESET ( DEN 1600°';

'CP REWIND 181"';

/* Function 1 - Offload ERA data to tape */

/* Function 2 - Generate a system summary and clear/reset the ERA */
'CONWAIT';

'DESBUF' ;

QUEUE ' ACC=Y SYSUM=Y ZERO=Y ';

QUEUE '';

'EXEC CPEREP';

'CP DEFINE 181 182';

/* Function 3 - Generate some additional reports */

QUEUE ' ACC=N HIST=Y TABSIZE=512K SYSEXN=Y ';

QUEUE '';

"EXEC CPEREP';

EXIT;

QUEUE ' ACC=N HIST=Y TABSIZE=512K TRENDS=Y ';
QUEUE '';

'EXEC CPEREP';
QUEUE ' ACC=N HIST=Y TABSIZE=512K EVENT=Y ';
QUEUE '';
'EXEC CPEREP';
QUEUE ' ACC=N HIST=Y TABSIZE=512K PRINT=AL ';
QUEUE '';
'EXEC CPEREP';
SIGNAL cleanup;
gettdsk: /* Get a temporary disk equivalent to 20 cylinders of 3330 */
/* Establish DASD types */
PUSH 'XXXX'; /* End of list marker */
PUSH '2314 35°';
PUSH '3310 8360';
PUSH '3330 20°';
PUSH '3340 50°'
PUSH '3350 10'
PUSH '3370 8360'
PUSH '3375 14'
PUSH '3380 10'
PULL dasdtype dasdamt .;
DO UNTIL dasdtype = 'XXXX';
DO i = 1 to 599 by 1;
'CP DEFINE T'||dasdtype i dasdamt;
IF rc = 0 THEN RETURN(i);
END;
PULL dasdtype dasdamt .;
END;
freedisk: /* Find first available filemode */
PUSH '$'; /* End of list marker */
PUSH 'Z'
PUSH 'X'
PUSH 'W'
PUSH 'V'
PUSH 'U'
PUSH 'T'
PUSH 'R'
PUSH 'Q'
PUSH 'P'
PUSH 'O’
PUSH 'N'
PUSH 'M'
PUSH 'L'
PUSH 'K'
PUSH 'J'
PUSH 'I'
PUSH 'H'
PUSH 'G'

e MO NE Ne N Ne e e N Ne W Ne Ne Ne Ne Ne we e

A-2 VM/SP OLTSEP & Error Recording Guide



PUSH 'F';
PUSH 'E'
PUSH 'D'
PUSH 'C'
PUSH 'B';
PULL xfm .;
DO UNTIL xfm = '$';
'QUERY DISK' xfm '( LIFO )';
PULL 'NOT' accstat .;
IF accstat = 'ACCESSED.' THEN RETURN (xfm) ;
PULL .; ,
PULL xfm .;
END;
notape:

~ we we

SAY "There is no tape available for the EREP accumulation data.”;
SAY "Have the EREP accumulation/history tape attached to you and try again.";

cleanup: /* Clean up time */
'CONWAIT';
'DESBUF' ;
'RELEASE' tfm '( DET )';
'FILEDEF EREPPT CLEAR';
'FILEDEF SYSIN CLEAR';
'FILEDEF SERLOG CLEAR';
'FILEDEF TOURIST CLEAR';
'FILEDEF DIRECTWK CLEAR';
'FILEDEF ACCDEV CLEAR';
'FILEDEF ACCIN CLEAR';
'CP SPOOL PRINTER NOCONT';
'CP CLOSE PRINTER NAME CPEREP REPORTS';
'CP DEFINE 182 181';
'CP REW 181';
EXIT;
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summary of machine check handler action 3-33

system damage 3-30
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B

basic terminal check
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I/Oretry 3-11
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CCB address (DOS control block for I/0) 3-7
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function 3-31
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summary 3-41
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meter key 2-18
monitoring
a teleprocessing line 1-2
control signal 1-2
points to consider, virtual machine use 1-6
privilege class command 2-4
privilege class F  2-3
system operator, relationship 2-3
use of IPCS 2-3
virtual machine 2-2, 2-3, 2-4, 2-18
capability/limitation 1-2
protective feature 1-3
typical configuration 2-4
virtual system 2-3
VM/SP options to aid 1-7
chain, CCW 1-7
channel check
action table 3-42
condition 3-20
handler
See CCH (Channel Check Handler)
handling 3-40
by SVC 76 3-6
reflection to virtual machine 3-25
system action 3-37
Channel Check Handler
See CCH (Channel Check Handler)
channel control check handling 3-39
Channel Control Word
See CCW (Channel Control Word)
channel-set switching facility 3-26
303x AP mode 3-26
class
ANY command 2-5
F command 2-5
G command 2-5
privilege 2-4
F 1-6
G 1-6
CMD command, RSCS usage 4-9
CMS (Conversational Monitor System)
CPEREP command, invoking 3-29

environment, for CPEREP command execution 2-4
I/0 (diagnose interface), CP I/O request 3-2

warning, file destruction 2-5
XEDIT command
to create short diagnostic loop 1-7
to modify diagnostic loop 1-7
code
comparison, LOGON command 2-7
completed without error, in IOBLOK 3-3
line transmission 2-6
wait state  3-35, 3-41
command
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ADSTOP 1-4
ATTACH 2-18,3-5
ATTIN 1-4
BUFFER UNLOAD, MDR record 3-19
class ANY 2-5
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DEFINE 3-5
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SET ASSIST NOSVC 3-29
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line, 270x 2-21 )
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Control Block
See CB (Control Block)
control of the virtual machine 1-3
control path, use of 2-15
Control Program
See CP (Control Program)
control register 14 3-36
restriction 1-8
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control type 1, IBM terminal 2-6
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display 2-6
line 2-6
transmission 2-6
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overflow setting exceeded 3-19
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SDR 3-11, 3-12
CP (Control Program)
ATTACH command 2-2
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function 1-4
ECHO command, invoking 2-22
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CMS 1I/0 (diagnose interface) 3-2
paging 3-2
spooling 3-2
initiated I/O operation 3-9
input/output (I/0) error 3-28
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resident routine 3-34
storage error  3-26
related request error handling 3-2
supported device 3-9
CP-initiated 1/0 operation, error recovery 3-28
CP-owned volume, linking to, for test purposes 2-12
CPEREP
See also EREP (Environmental Record Editing and
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brief description of use 2-4, 3-29
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edit facility 2-4, 3-29
error record retrieval  4-2
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use with MSS error record 2-4
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vs EREP record format 4-2
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D

damage
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to system, recovery attempt 3-30
DASD (Direct Access Storage Device)
environmental data recording, sense data 3-17
error recording condition 3-19
testing 2-12
unit (system-owned volume) 2-12
data
check 3-19

control blocks, that define system fault cause 4-15

destroying
customer 2-2
system 2-2
path
failure 2-10
use of 2-15
recording, environmental, I/O  3-17
security 2-2
sets, SYSI.LOGREC 2-4
debugging, hardware 1-4
dedicated
environment
attached processor 2-2
processor 2-2
VM/SP vs. OS 3-4
System/370, failure 1-5
DEFINE command 3-5
destruction of file 2-2
device
address, real  2-15
application, not VM/SP supported 1-3
checkout tool 1-4
count-key-data 3-13
error recovery 3-2
fault, isolating 1-2
FB-512 3-13
for which OBRs are written 3-19
process, not VM/SP supported 1-3
supported, line equipment 2-6
testing 2-18
type
communication code 2-8
exception, 1052 2-6
exception, 2741 2-6
exception, 3767 2-6
VM/SP supported, OBR reason 3-19
with SDR counter, reason for OBR 3-19
2311 34
2314 3-4
diagnostic
program
CE’s task queue 1-2
load virtual address 1-7
residence device, hookup to  2-9
test

Index
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See also OLTSEP (Online Test Standalone Exec-
utive Program)
run time 1-7
Direct Access Storage Device
See DASD (Direct Access Storage Device)
disabled wait
PSW 3-24
state 3-33
DISPLAY command 1-4
display control unit 2-6
327x series 2-6
DMKRIO and MSC Table Create Program, relationship of
I/0O configuration, error recording 3-5
DOS operating standalone in System/370 Model
145 3-4
double quote ("), line edit use 2-12
driver program (OLTEP) 1-2
dump
device specified by SET command 4-15
system 4-15
using DUMPSCAN to inspect 4-16
DUMPSCAN
command
use 4-16
duplicate error recording 3-29

E

ECC (Error Checking and Correction) 3-34
reporting 3-27
ECHO command
basic terminal check via the 2-21
format and use 2-22
invoking 2-22
sample printout 2-22
used for terminal checkout 2-21
ECPS:VM/370 3-4

edit facility
CPEREP 2-4
error recording 2-4
editing

error record, CPEREP 3-29
input line 2-12
engineering change (EC) 3-13,3-14
environment, under CE control 1-1
environmental data condition 3-17
Environmental Record Editing and Printing Program
See EREP (Environmental Record Editing and
Printing Program)
equipment check 3-19
EREP (Environmental Record Editing and Printing
Program)
See also CPEREP
CPEREP equivalency 2-4, 3-29
planning torun  3-14
program 3-29
using with VM A-1
error
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channel check
handling by SVC 76 3-6
reflection to virtual machine 3-25
system action 3-37
condition 3-36
correction code 3-34
handling
CP 3-3
CP related request  3-2
overview 3-2
virtual-user-related request 3-2
I/0
device 1-1
discussion 3-2
list 3-37
machine check, system action 3-33
message
CCH, areferral 3-41
to operator 3-9
multiple-bit storage 3-26
record
layout information 3-20
length, two’s complement  3-7
modification, SVC 76 3-7
record field, source of data 3-23
recording
area 3-13
area (cylinder) full condition 3-13
area (cylinder) virtual machine 3-3
area format 4-2
condition, specific device 3-19
CP modules used 3-9
cylinder (area) full condition 3-13
dedicated device 3-4
difference, VM/SP  3-4
edit facility 2-4, 3-29
facility 3-15
format 4-2
function 3-13
I/0 3-13
intensive 2-4
outboard recording 3-13
record layout 3-20

relationship of I/0 configuration to DMKRIO
and MSC Table Create Program 3-5

soft 2-4
SVC 76 3-28
system area 3-35
type of error 3-3
virtual vs real addressing 3-4
VM/SPI/O 3-19

“VM/SP, area 3-9

recovery

CP-initiated I/O operation 3-28
device 3-2
features, introduction 3-23
from soft machine check 3-27
functional 3-34
1/0, detailed description 3-9
level 3-31



machine check, hard 3-25
mode 3-36
operator-initiated restart 3-34
procedure 3-10, 3-12, 3-28
processor error  3-26
processor retry  3-3, 3-34
protection key error  3-27
routine 3-3
storage error 3-26
system 3-34
system repair 3-34
user termination 3-34
virtual machine initiated I/O operation 3-28
reflection of 3-2
single-bit storage 3-26
storage 1-1
testing priority
DOS 3-28
OS 3-28
time-of-day clock 3-25
timer 3-25
type recorded 3-3
Error Checking and Correction
See ECC (Error Checking and Correction)
extended highlighting unit 2-6
extended storage key protection 3-27
EXTERNAL command 1-4
example of use 2-16, 2-17

F

failing channel recovery, DMKACR attempt 3-41
failing instruction, finding with PER count
sub-command 4-13
failure
See also error
in dedicated System/370 environment 1-5
system hardware 1-1
fault analysis, another method -- queued diagnostic system
task 1-2
FB-512 device 3-13
CE area 2-5
feature
MTA (Multiple Terminal Access) 2-10
field, information, in processor storage 3-24
file
abend dump, automatic spooling 4-15
destruction 2-5
protection 2-2
security 2-2
fixed storage
assignment 3-46
logout area  3-46
frame, SRF (Service Record File), description 3-13
functional recovery 3-34

G

general register
comparison, various system 3-7
contents, various system 3-7

H

hardware
debugging 1-4
maintenance
commands for CE use 1-4
real machine System/370 vs VM/SP  1-1
virtual machine overview 1-1
mix, typical 1-6
problem 1-9
problem analysis
from a queued system task, advantage 1-2
from the dedicated real system, advantage 1-1
from the dedicated real system,
disadvantage 1-1
from the virtual machine, disadvantage 1-2
header
record
error, source of data 3-22
table 3-22

]

I/0 (input/output)
device error 1-1
device, specifying, error recording 4-3
environmental data recording 3-16
2305 control block linkage 3-17
3330, 3340 or 3350 control block linkage 3-17
error
See also hardware, problem analysis
control block linkage I/O retry 3-11
DASD error condition 3-19
discussion 3-2
intensive recording 3-18
maintenance from a virtual machine, statistical
evaluation 1-5
message to operator 3-9
recovery, detailed description 3-9
SDR recording 3-15
error recording
and error recording area 3-13
and SVC 76 3-3
permanent error 3-16
structure for sense byte analysis 3-10
VM/SP  3-19
operation
control block linkage 3-10
CP 3-2
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virtual machine 3-2
statistic table (SDR counter) 3-15
testing 2-16, 2-17, 2-18
minidisk 2-12
terminal 2-14
1/0 supervisor 3-16
test of bit 3-3
IBM telegraph terminal control type 2 2-6
IBM terminal control type 1  2-6
ideal repair environment -- total resources and time for
problem analysis 1-1
inboard error recording
See RMS (Recovery Management Support)
inboard recording
channel check 3-15
machine check 3-15
incomplete minidisk I/O  3-43
incomplete paging I/0  3-43
Initial Program Load
See IPL (Initial Program Load)
input/output (I/0)
See I/0 (input/output)
input, line editing 2-11
inspecting dumps 4-16
integrity, computer system 2-2
intensive
error recording 2-4
mode (SET RECORD option) 3-19
recording mode 2-3, 3-12, 3-18, 4-3
Interactive Problem Control System
See IPCS (Interactive Problem Control System)
interface
control check handling 3-39
inoperative handling 3-39
invoking
OLTS-FRIEND, CE terminal session 2-16
test condition 2-8
the CP ECHO command 2-22
the ECHO command 2-22
IOBLFLAG field 3-11
IOBRCNT field 3-10
IPCS (Interactive Problem Control System) 1-1
CE usage 2-3
IPCSDUMP
command
description 4-14
IPL (Initial Program Load) 2-12 -
IPL command 1-4, 2-18

K

key, meter, CE 2-18
keyboard problem test, ECHO command 2-21
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line
check 2-10
control unit 2-6
delete, logical edit symbol 2-12
device supported by VM/SP  2-5
edit function, input 2-11
editing 2-11
transmission code 2-6
transmission code, determining, for 2741 2-7
transmission table 2-6
LINK command 2-12
use for testing CP-owned volume 2-12
local troubleshooting technique 1-1
location, remote, RETAIN/370 2-18
log record SML.  4-10

read 4-10
write 4-10
logical

character delete symbol 2-12
escape character 2-12
logical line
delete symbol (¢) 2-12
end symbol (#) 2-12
logon
a prerequisite for testing 2-9
correspondence versus EBCD/PTTC code 2-6
successful 2-9
LOGON AT message 2-9
LOGON command
code comparison 2-7
difference between codes 2-7
operand 2-11
using 2-11
logout
area, and fixed storage assignment 3-46
storage assignment 3-46

M

machine check
condition 3-20
handler
See MCH (Machine Check Handler)
hard, recovery 3-25
interrupt  3-24
soft, error recovery 3-27
Machine Check Handler
See MCH (Machine Check Handler)
machine recovery facility 3-24
main storage malfunction 3-32
malfunction
See also error
device, testing and troubleshooting 1-2
storage, testing and troubleshooting 1-2
mask, type of 2-9



mass storage control table create program 3-5
MCH (Machine Check Handler)
action 3-24
description 3-32
function 3-31
interruption 3-32
overview 3-24, 3-32
reaction to error 3-32
routine 3-24
summary 3-34
with attached processor application 3-35
MBDR record, BUFFER UNLOAD command 3-19
message
error, CCH, a referral 3-41
LOGON AT 2-9
to operator 3-9
MESSAGE command 2-20
basic terminal check via the 2-20
use as an aid to logon 2-8
MESSAGE OPERATOR command 2-5
minidisk
testing 2-12
miscellaneous data record 3-20
missing interrupt
function 3-31
handler (MIH), overview 3-25
condition 3-20
device monitored 3-43
incomplete minidisk I/O  3-43
incomplete paging I/O  3-43
monitoring I/O activity 3-44
overview 3-43
summary 3-45
time interval 3-44
overview 3-25
mode
AP (Attached Processor) 3-2
attached processor 3-30
console function 3-30
error recovery 3-36
intensive (SET RECORD option) 3-19
intensive recording 2-3, 3-18
MP (Multiprocessor) 3-2, 3-30
NCP (Network Control Program) 2-10
quiet 3-27
record 3-27
recording, intensive  3-12
UP (Uniprocessor) 3-2
modification, error record, SVC 76 3-7
MONITOR command, trace data 4-15
MP (Multiprocessor)
environment 3-13
mode 3-2, 3-26
MSG command (CP)
See MESSAGE command
MSS (Mass Storage System), 3850 1-8, 2-4, 3-5
MTA (Multiple Terminal Access) feature 2-10
multiple-bit storage error 3-26
3031 3-28
3032 3-28

3033 3-28
Multiprocessor

See MP (Multiprocessor)
MVS V=R virtual machine 3-15

N

NCP (Network Control Program) mode 2-10

unsupported, 3704/3705/3725 lines 2-20
NETWORK SHUTDOWN command 3-15, 3-19
NETWORK VARY OFFLINE command 3-15
NOTREADY command 1-4

o

OBR
condition 3-20
devices for which written 3-19
long, for 3400 tape 3-15
record, short 3-15
summary record 2-8
offline
repairs 1-1
troubleshooting technique 1-1
OLTEP (driver program) 1-2
OLTS (Online Test Sections)
example of printout 2-14
history file 1-5
in a virtual machine 2-12
invoking 2-12, 2-15
routine, looping 2-3
selection (DEV/TEST/OPT) 2-13
test run from the virtual machine 1-7
testing the virtual ccnsole 2-15
using 2-2
virtual machine vs standalone system environment,
test result analysis 1-8
OLTS-FRIEND 2-16
operation 2-16
sample printout 2-16
testing, operator assistance 2-16, 2-17
OLTSEP (Online Test Standalone Executive Program)
initialization 2-12
loading, virtual machine 2-13
OLTS testrun 1-4
program
from disk 2-12
from tape 2-12
using 2-2
OLTSEP-RETAIN/370 2-18
invoking 2-18
operation 2-18
operation result of 2-19
sample printout 2-19
online diagnostics from a virtual environment -- test
result 1-5
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Online Test Sections
See OLTS (Online Test Sections)
Online Test Standalone Executive Program
See OLTSEP (Online Test Standalone Executive
Program)
operating system
recognition by SVC 76  3-5
VS1/VS82 3-5
operator
See system, operator
OS or DOS controlled virtual machine 2-2
outboard recording
environmental data record 3-15
intensive mode recording 3-15
permanent I/O error  3-16
software abend record 3-15
specific DASD recording requirement 3-15
specific tape recording requirement 3-15
statistical data 3-15
overrun 3-19

P

paging
CP1/Orequest 3-2
environment, VM/SP  1-7
parameter, passing, SVC 76 3-6
PER command 4-11
additional program debugging using 4-12
permanent, I/O error, error recording 3-16
pound symbol (#), line edit use 2-12
primary control block, error recording
IOBLOK 3-9
IOERBLOK 3-9
RDEVBLOK 3-9
SDRBLOK 3-9
printing problem test, ECHO command 2-21
printout
ECHO command usage 2-22
example of
OLTS (Online Test Sections) 2-14, 2-15
sample of
OLTS-FRIEND 2-16
RETAIN/370 2-19, 2-20
privilege class
command, for the CE 2-4
E 2-8
F 1-6,2-3, 2-5, 2-8, 3-12, 3-14
G 1-6,2-5,2-8
G user 2-21
problem analysis
See hardware, problem analysis
processor
attached (AP) 2-8
attached, dedicated environment 2-2
dedicated environment 2-2
error
channel set switching 3-26
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VM/SP recovery 3-26
malfunction 3-33
multiprocessor (MP) 2-8
recovery, channel set switching 3-26
reliability 2-8
retry 3-3,3-34
error recovery 3-3
storage, information field in 3-24
uniprocessor (UP) 2-8
303x 3-13
303x environment 3-14
3031 3-29,3-36
3032 3-29,3-36
3033 3-29,3-36
308X 3-36
program
debugging using PER command 4-12
event recording 4-11
mass storage control table create 3-5
protection feature, other control system 2-2
protection key error, error recovery  3-27
PRTDUMP
command
description 4-14

Q

QUERY command (CP)
example of use 2-16, 2-17
PER option 4-11

queued diagnostic system task -- another method for fault

analysis 1-2
quiet mode 3-27

R

read and write log record for SML  4-10
READY command 1-4
real device address 2-15
real machine vs virtual machine, hardware
maintenance 1-1
record
. breakdown table 3-23
layout, error recording 3-20
mode 3-27
summary, OBR 2-8
recording
intensive mode 3-18
mode
See SET command (CP)
of error record
type recorded, VM/SP vs DOS/VSE 4-2
type recorded, VM/SP vs OS/VS 4-2
recovery }
See error, recovery
gecovery Management Support



See RMS (Recovery Management Support)
relationship, CE-system operator 2-3
reliability

communication path 2-10

terminal path 2-10
remote

location, RETAIN/370 2-18

terminal device 2-3

troubleshooting technique 1-1
Remote Spooling Communications Subsystem Networking

Version 2
See RSCS (Remote Spooling Communications Sub-
system Networking Version 2)
repairs, offline 1-1
REQUEST command 1-4
reset, intensive recording 4-5
resident routine, CP nucleu 3-34
restart

after system damage 3-25

operator-initiated 3-34
restriction, control register 14 1-8
RETAIN/370 2-18

procedures, invoking 2-18

remote location 2-18

sample printout 2-20

use of, terminal session 2-19

retry
count 3-3
processor 3-3, 3-34

via SET MODE command 4-5
REWIND command 1-4
RMS (Recovery Management Support)
damage assessment 3-34
objectives 3-31
routine, VM/SP  3-13
summary of function 3-31
uncorrectable error, machine check 3-31
VM/SP support  3-31
routine, machine check handler 3-24
RSCS (Remote Spooling Communications Subsystem Net-
working Version 2)
tracing the line 4-8
workstation 1-7

S

scanning dumps 4-16
SDR (Statistical Data Recorder)
counter 3-11, 3-12, 3-15
device with, reason for OBR 3-19
recording, initiated by SHUTDOWN  3-15
SDRBLOK counter 3-3
security
data 2-2
data (file) 2-2
protection byte 2-2
seek check 3-19
sense data

analysis 3-10
DASD environmental recording  3-17
Service Record File
See SRF (Service Record File)
SET ASSIST NOSVC command 3-29
SET command (CP)
MODE MAIN operand 3-28, 3-36, 3-38
MODE operand 2-4
description 4-4
threshold count 4-5
usage 3-28, 3-38
use 4-5
RECORD cperand 2-4
description 4-3
example 4-4
usage 3-18
SHUTDOWN command 3-15, 3-19
single-bit storage error 3-26
soft error
count control  3-39
explanation 3-31
limiting 3-39
recording 2-4
recording at system initialization 3-36
soft machine check 3-27
software problem 1-9
spool multi-leaving (SML), log record 4-10
spooling
automatic, of abend dump file 4-15
CP1/0O request 3-2
SRF (Service Record File)
accessto  3-13
address 3-14
device 3-13
frame 3-13, 3-14
START I/0 request 3-28
startup system 2-8
Statistical Data Recorder
See SDR (Statistical Data Recorder)
storage
area, RDEVBLOK 2-8
assignment, fixed 3-46
error 1-1
CP nucleus 3-26
system recovery 3-34
protect feature 3-27
STORE command 1-4
example of use 2-16
successful logon, CE  2-22
supported system, SVC 76  3-5
SVC 176
and I/O error recording  3-3
description 3-5
error record modification 3-7
type DDR 3-8
type MDR  3-9
type MIH 3-8
type OBR 3-7
type program abend 3-8
error recording 3-28
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requirement 3-4
function 3-5
handling of channel error 3-6
interruption 3-4
operating system
interface 3-28
recognition 3-5
parameter passing = 3-6
system support 3-5
used by virtual machines to effect error
recording 1-7

system
configuration
minimum 2-8
startup 2-8
console

function, CP command equivalency 1-4
terminal 1-3

continuation, user termination 3-34

control program (SCP) 2-1

damage
attached processor recovery 3-30
attached processor, affinity reset 3-30
system restart facility 3-30

dump 4-14

error recording area  3-35

fault, data control blocks that define 4-15

hardware failure 1-1

I/0 fault analysis, an alternative method -- virtual

machine 1-3
operating parameter 2-11

operator
-CE relationship 2-3
aid from 2-3

alter output file sequence 1-8
assistance 2-3
ATTACH command 2-9
repair 3-34
residence
device, VM/SP 3-12
pack, VM/SP 3-3, 3-13
volume 3-13

resource
under DOS 3-4
under OS 3-4

used as diagnostic aid 1-1
system-owned volume (DASD unit) 2-12
System/370
dedicated environment, failure 1-5
environment 2-16
invoking other OLTS from 2-16
ideal repair environment -- total resources and time
for problem analysis 1-1
machine instruction set 2-4
Model 145, DOS operating standalone 3-4
SYS1.LOGREC
See also error, recording
data on tape 3-29
data set 2-4
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table
channel check action 3-42
traceback 4-12
terminal
address alteration 2-14, 2-16, 2-17
CE session invoking OLTS-FRIEND 2-16
check
basic, via the MESSAGE command 2-20
via ECHO command 2-21
console
communication consideration 2-4, 2-6
supported by VM/SP  2-5
control device, 270x 2-13
entry, VM/SP rule 2-10
facility check 2-10
remote device 2-3
session, invoking the ECHO command 2-21
transmission code 2-6

typical CE session using OLTSEP-OLTS 2-14

2741 2-10

3215 2-13
terminate, all SCP operations 3-34
test

diagnostic

See OLTSEP (Online Test Standalone Executive

Program)
line transmission code 2-6
minidisk 2-12
of bit, I/O supervisor 3-3
residence device, hookup to  2-9
results, virtual environment, online diagnostic
run, OLTSEP OLTS 1-4
section virtual address 1-7
system check, basic 2-8
testing
and troubleshooting device malfunction 1-1
and troubleshooting storage malfunction 1-1
device 2-18
from a virtual machine 2-2
I/0 2-17,2-18
threshold count, SET MODE 4-5
time slice technique 1-7
time-of-day clock error 3-25
timer error  3-25
timing dependency, not VM/SP supported 1-3
timing process, not VM/SP supported 1-3
TRACE command (CP)
altering 4-7
described 4-6
invoking, example 4-7
output 4-8
printout segment 4-8
trace table, MONITOR command 4-15
trace, RSCS line 4-9
traceback table 4-12
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transmission control unit 2-6
two’s complement, error record length  3-7

U

UC (Unit Check)
See also error, handling
See also OBR
condition 3-20
OBR 30 error recording  3-9
error recording for

FB-512 3-19
2305 3-19
3330 3-19
3340 3-19
3350 3-19

uncorrectable error
action table 3-37
condition table 3-37, 3-38
machine check
attached processor action 3-31
uniprocessor action 3-31
system action 3-31
Unit Check
See UC (Unit Check)

unrecoverable error, control block linkage 3-16

UP (Uniprocessor) mode 3-2
user
terminal 2-6
termination
error recovery  3-34
system continuation 3-34
userid, * (asterisk) used in place of  2-20
using
EREP with VM A-1
the branch traceback table 4-12
the PER COUNT command 4-13

\4

VARY OFFLINE command 3-15, 3-19
virtual machine
a tool for I/O problem analysis, statistical
evaluation 1-5
an alternative method for system 1/0 fault
analysis 1-3
CE’s 2-2,2-3,2-18
capability/limitation 1-3
protective feature 1-3
error
recording 3-4
recordingYarea (cylinder) 3-3
I/0 error recovery 3-28
input/output error
handling 3-28
recording 3-29

loading OLTSEP 2-12

OLTSina 2-12

option, special 1-7

OS or DOS controlled 2-2

result of uncorrectable error 3-31

saving on VMSAVE area 1-9

testing from 2-2

use, points for the CE to consider 1-6
Virtual Machine Processing, various modes of

operation 3-37

Virtual Machine/System Product

See VM/SP (Virtual Machine/System Product)

virtual system, CE’s 2-3
virtual user I/O request 3-2
virtual-to-real CCW string 3-10
virtual-user-related request error handling 3-2
VM/SP (Virtual Machine/System Product)
commands, CE application 2-4
control program 1-3
CPEREP and EREP 4-2

environment feature, need of each device 2-6

error recording

area 3-9

area format 4-2

difference 3-4
fixed storage and logout area 3-46
I/0 error recording  3-19
1/0 task unrecoverable error 3-19
maintenance essentials 2-1
operational 2-10
option, to aid CE  1-7
paging environment 1-7

processing (CP), various modes of operation 3-37

recovery feature
channel check handler 3-25
machine check handler 3-24
repair facility 3-29
restart facility 3-30
RMS routine 3-13
support
hardware error 3-31
of EREP differences/exceptions 4-2

RMS 3-31
supported devices, reason for OBR  3-1
system ,

CE logon 2-15
product editor 1-7
recovery 3-34
residence device 3-12
residence pack 3-3, 3-13
terminal
entry rule 2-10
1051 or 2741 determination procedure
vs OS/VS and DOS/VSE error record type
recorded 4-2
VM/SP vs. OS in dedicated environment 3-4

2-7

VMSAVE (virtual machine directory option) 3-24, 3-25

VMSAVE area, saving virtual machine 1-9
VSM (VTAM service machine) 2-10
VS1/VS2 operating system 3-5

Index

X-11




VS1/VS2 SDA (Subsystem Data Analyzer) program 1-8
VTAM service machine (VSM) component of SNA
(System Network Architecture 2-10

W

wait state code 3-35, 3-41, 3-43, 3-45
wide screen unit  2-6
workstation, RSCS 1-7

Numerics

1052 terminal 2-8
2150 terminal 2-8
2305 control block structure 3-17
2311 device 3-4
2314
device 3-4
270x
communications line 2-21
terminal control device 2-13
2741 communications terminal
terminal 2-10
unit 2-6
303x
attached processor environment 3-13
multiprocessor environment 3-13
processor 3-13
processor, environment 3-14
3031
multiple-bit storage error 3-28
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processor 3-29, 3-35
SRF activated 3-14
3032
multiple-bit storage error 3-28
processor 3-29, 3-35
3033
multiple-bit storage error 3-28
processor 3-29, 3-35
SRF activated 3-14
308X
fixed storage assignment 3-46
logout area  3-46
machine check 3-33
multiple-bit storage error 3-28
processor 3-26, 3-27
processor, malfunction 3-30
SEREP program use 3-42, 3-46
3210 console printer keyboard
terminal 2-8
3215 console printer-keyboard
terminal 2-8, 2-13
327x series display control unit 2-6
3277 display station
OLTS testing 2-15
unit 2-15
3375 error recording 3-8
3400 tape, long OBR  3-15

3704/3705/3725 communications controller
lines in NCP mode, unsupported 2-20
3850 MSS (Mass Storage System) 1-8, 2-4, 3-5

4-color unit 2-6
4K key 3-27

4300 processor, SEREP program use 3-42, 3-46

7-color unit 2-6
7443 SRF (Service Record File) 3-13
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Note: Copies of IBM publications are not stocked at the location to which this form is
addressed. Please direct any requests for copies of publications, or for assistance in using your
IBM system, to your IBM representative or to the IBM branch office serving your locality.
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you may mail directly to the address in the Edition Notice on the back of the title page.)
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