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This chapter contains the following: 

1. "System Integrity" - VM/SP has built-in security features. 

2. "Methods of Security Control" - VM/SP provides security control at 
logon, by disk access, and by privilege class. 



Security with VM/SP (continued) 

System Integrity 

Programs that run in a virtual machine are authorized by one or both of the 
following: 

The VM/SP Control Program under your installation's control 
The guest operating system under your installation's control. 

With VM/SP system integrity, a program that is not authorized by one of the 
operating systems: 

Cannot jeopardize or disable the Control Program main or secondary storage 
protection 

Cannot access any Control Program (CP) password protected resource 

• Cannot get control in real supervisor state, with privilege class authority, or 
with directory capabilities that are greater than what the program was assigned 

Cannot jeopardize the integrity of any guest operating system that has system 
integrity because of an operation by any VM/SP Control Program facility. 
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Methods of Security Control 

The virtual machine architecture provides data security at several levels without 
placing undue operating restrictions on users. 

Security Control at Logon 

A user cannot log on to the VM/SP system without a userid and a password .. 

• The userid identifies the user to the system. 

• The password lets the system recognize the user. Display of the password is 
suppressed or masked when the user logs on, so others cannot see it. 

The userid and password are defined in the directory for the user. Because the 
password can be made available only to the assigned user, and because the user can 
change it as required, the password limits access to a virtual machine and its data. 

Figure 6 is a sample directory that shows the userid as the characters "userid" and 
the password as the characters "password" in the USER entry. 

USER userid password 2048K 1 M G 
CONSOLE 01 F 3215 
SPOOL OOC 2540 READER * 
SPOOL OOC 2540 PUNCH A 
SPOOL OOE 1403 A 
MDISK 130 3330050099 WR prO pwO pmO 
MDISK 131 3330001 020 WR pr1 pw1 pm1 

Figure 6. A Sample VM/SP Directory Entry (Showing Userid and Logon Password) 

Security with VM/SP 39 



Security with VM/SP (continued) 

Security Control by Disk Access 

Each permanent virtual disk has an access mode that specifies if a user can do one 
of the following: 

Read from the virtual disk 
Read from and write to the virtual disk. 

Users often need to share data or programs, but only one user can own the virtual 
disk where the data is. Therefore, VM/SP lets users share virtual disks either 
permanently or temporarily. If a user can only read the shared virtual disks, the 
user can access the data but cannot change the accessed disk. Your installation can 
limit data only to users who need the data by grouping information on specific 
disks and only letting certain users access it. 

A user can include permanent access (links) to virtual disks in his or her directory 
entry. These disks are then part of the user's virtual machine configuration every 
time he or she logs on to the system. 

A user can temporarily access (link) another user's virtual disk by entering, as part 
of the link procedure, the access password of the virtual disk the user wants to 
access. The password is defined in the directory of the user who owns the virtual 
disk. The user who owns the disk can change the access password to control access 
to his or her virtual disk. Note that the access password is not the same as the 
logon password. 

Figure 7 is a sample directory that shows the access passwords for virtual disk 130 
in the MDISK 130 entry to be as follows: 

Password: 

prO 
pwO 
pmO 

Allows: 

sharing in read mode 
sharing in read and write mode 
sharing in multiple read and write mode 

USER use rid password 2048K 1 M G 
CONSOLE 01 F 3215 
SPOOL OOC 2540 READER * 
SPOOL OOC 2540 PUNCH A 
SPOOL OOE 1403 A 
MDISK 130 3330050099 WR prO pwO pmO 
MDISK 131 3330001 020 WR pr1 pw1 pm1 

Figure 7. A Sample VM/SP Directory Entry (Showing Access Passwords) 
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Security Control by Privilege Class 

Your installation gains security control by privilege class by: 

Assigning each user one or more privilege class(es) 

Assigning each CP command one or more privilege class(es). 

The privilege class for each user is stored in the VM/SP directory. If the user tries 
to issue a CP command that has a privilege class that does not match his assigned 
privilege class, the system will not process the command. This prevents users from 
using system functions that they are not authorized to use. 

The privilege class(es) that your installation assigns to the system administrative 
personnel depends on your system's size and configuration. If your installation is 
small, one person may be assigned all privilege classes and be expected to do all 
administrative tasks. If your installation is large, several people may be assigned 
the same privilege class, for example, several system programmers or primary 
system operators for different shifts. 

Your installation can change the eight IBM-defined privilege classes, which are 
assigned to the CP commands, to meet your individual needs. Your installation can 
define a maximum of 32. With the ability to restructure the privilege classes, your 
installation has considerable security control over resources and information. 
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This chapter contains the following: 

1. "What You Should Know about Performance" - How a virtual machine 
performs depends on virtual machine characteristics and the devices and 
processors your installation uses. Guest operating systems can run at near 
native operation levels under VM/SP. 

2. "Ways to Optimize Virtual Machine Performance" - Your installation can 
improve virtual machine performance in respect to time management, 
storage management, system performance, and guest operating system 
performance. 

3. "Measuring and Analyzing Performance" - VM/SP itself and the 
VM/370 Performance/Monitor Analysis program help measure and 
analyze performance. 



VM/SP Performance (continued) 

What You Should Know about Performance 

Performance of any virtual machine operation is based on: 

• How a virtual machine contends with other virtual machines and VM/SP itself 
for system resources 

• The power of the installation's processor, its main storage size, the speed of its 
I/O devices, the number of defined channel paths to those devices, and the 
VM hardware assist features of the processor. 

When an operating system runs in native mode, the one-to-one correspondence 
between the system resources and the operating system may cause real system 
resources to be idle part of the time. Your installation can reduce idle system time 
by taking advantage of the interactive, time-sharing system environment that eMS 
makes possible. 

Because VM/SP and operating systems running under VM/SP contend for some 
of the same system resources, an operating system running in native mode 
generally performs better than when running as a guest under VM/SP. However, 
VM/SP has a handshaking facility that runs with some operating systems to make 
VM/SP and the operating system aware of the capabilities and requirements of 
each other. The facility eliminates duplication of function in the two operating 
systems. So, the facility can increase throughput performance to near native 
operation levels on processors with full VM/SP hardware assist features. 
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Ways to Optimize Virtual Machine Performance 

The specific performance options that may apply to your operation depend on: 

Your system configuration 

The type and amount of work that users do on virtual machines. 

Your IBM marketing representative can help you determine the performance 
options that apply to your installation. 

Improving Time Management 

To help with time management, your installation can use performance options to: 

Assure a certain percentage of processor time for a particular virtual machine. 
For example, to favor a batch machine that must compete with other users of 
the same type. 

• Assure that several high-priority virtual machines gain access to the real 
processor more frequently than other virtual machines. 

Give a designated virtual machine a larger slice of processor time. 

Increase the amount of real time made available to a particular virtual machine. 

Improving Storage Management 

To help with storage management, your installation can use performance options 
to: 

Assign pages of a virtual machine's storage to real main storage. 

• Reserve a number of areas of real storage that can store a page for a particular 
virtual machine to use. (This can be done for only one virtual machine at a 
time.) 

Reserve an area of contiguous storage for a guest operating system to use. 

Improving System Performance 

The hardware in your installation that affects system performance is: 

The processor model 
The VM hardware assist features 
The size of real storage 
The number of active virtual machines and what they do 
The speed, capacity, and number of paging devices 
The channel, control unit, and DASD contention. 
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VM/SP Performance (continued) 

To improve system performance, your installation can: 

• Use the virtual machine assist feature to do many of the privileged instruction 
simulation functions without requiring the virtual machine to leave the problem 
state. Your installation may want to do this before running production jobs 
under an operating system in a virtual machine. 

Use extended control program support with the virtual machine assist feature 
to further reduce the amount of VM/SP real time needed to support virtual 
machines. 

Use the VM/SP High Performance Option (HPO), a program product that is 
an extension to VM/SP, to add unique function to VM/SP. This provides a 
wide range of performance, operational, and RAS (Reliability, Availability, 
Serviceability) enhancements for large system environments. 

Improving Operating System Performance 

To improve guest operating system performance, your installation can: 

Use the VM/Virtual Storage (VM/VS) Handshaking (or Linkage 
Enhancement) feature to cause the processor to directly process instructions 
that an operating system issues in a virtual machine. The Handshaking feature 
also lets VM/SP simulate privileged instructions. VM/VS Handshaking is 
available for the following operating systems running in virtual machines under 
VM/SP: 

DOS/VS Release 34 with the Advanced Functions, DOS/VS Program 
Product 

DOS/VSE with the VSE/ Advanced Functions Program Product 

VS 1 Release 4 and later releases. 

IPL an operating system once and save the contents of virtual storage at some 
point. Then users can bypass the normal IPL procedure, and VM/SP can get 
the operating system in page format. 

Use the time and storage management tuning options for the guest operating 
system virtual machines. 
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VM/SP has commands that: 

Track and measure both VM/SP and virtual machine performance 

Let your installation set options to improve performance. 

The VM/370 Performance/Monitor Analysis Program helps reduce and analyze 
performance data, so your installation can analyze the performance of your existing 
system. 
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This chapter contains the following: 

1. "Migrating from VM/SP to VM/SP" - A user's production work is not 
interrupted when migrating from VM/SP to a newer release of VM/SP. 

2. "Migrating from One Operating System to Another Operating System" -
Your installation can use VM/SP when converting from one operating 
system to another. 



Migration (continued) 

Migrating from VM/SP to VM/SP 

Each release of VM/SP is compatible with previous releases of VM/SP. 
Therefore, if your installation is operating with a currently supported release of 
VM/SP, you can migrate to a new release of VM/SP to take advantage of the 
improvements included in the new release. 

When VM/SP needs maintenance changes, users can operate under the current 
version of VM/SP while the person in charge of maintenance verifies the changes 
in another virtual machine. In effect, maintenance is like migration. Because 
VM/SP runs on virtual machines, your production work need not be interrupted 
during maintenance. 
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Because VM/SP can run mUltiple operating systems at the same time, your 
installation can use VM/SP when converting from one production operating system 
to another. The previous system can continue to run in one virtual machine while 
the new system runs with converted programs in a separate virtual machine. Your 
installation can use eMS as an interactive tool to make the necessary program 
changes and test the changed code. 

In some cases when migrating from one operating system to another, the two 
operating systems cannot share or use each other's data files. If each operating 
system can run with eMS, the data can be stored in eMS data files. Either 
operating system can use this data until the application programs are all converted 
to the new operating system. 

Occasionally, your installation may have to write a special application program to 
run in some operating system other than the production system. With virtual 
machines, your installation can run the application without dedicating the real 
system to the other operating system. Use this approach when you want to phase 
out certain applications without converting them to the new operating system. 

Migration 51 



52 VM/SP General Information 



This chapter contains the following: 

1. "Installing VM/SP with a Starter System" - Your VM/SP system can be 
installed with a starter system or with the VM/SP System Offering. 

2. "Servicing Your VM/SP System" - A number of different kinds of 
services are available to VM/SP installations. 

3. "Recording and Analyzing Errors" - VM/SP collects errors in its error 
recording area and generates reports. 

~ ,'t 

,,",. 



Installation and Service of VM/ SP (continued) 

Installing VM/SP with a Starter System 

Before VM/SP can do work, the person who is responsible for installing VM/SP 
must do a system generation to create a VM/SP system that meets your 
installation's needs. He or she will restore the starter system, a small working copy 
of a basic VM/SP system that helps simplify the system generation procedure. If 
your installation does not have an earlier version of VM/SP installed, the person 
installing VM/SP can use a starter system package. 

The starter system that your installation needs depends on the DASD devices that 
your installation uses. Using the starter system, your installation can tailor a 
VM/SP system to your own hardware configuration. Starter systems are available 
as separate VM/SP features. 

To help install program products to your system, IBM offers VM/SP System 
Offering, which is a packaging option that simplifies the installation of VM/SP and 
many often-used program products. Your IBM marketing representative can give 
you more information about the starter systems and the VM/SP System Offering. 
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(_~-" Servicing Your VM/SP System 

Your installation may need to apply service to correct any problems that may show 
up after the system was generated. Services available to VM/SP installations are: 

IBM Field Engineering toll free telephone service, which is available 24 hours a 
day, 7 days a week 

Program Update Tapes (PUT tapes) that are periodically distributed by IBM 

The PUT tape has cumulative service for the system control program and/or 
service for associated program products for which your installation is licensed. 
The cover letter that comes with the PUT tape tells how to print the machine 
readable PUT tape document, what the PUT tape contains, and how to apply 
service to your system. The PUT tape is customized to your order profile and 
may occupy more than one tape volume. 

VM/SP supplied service routines 

Your installation may need to apply an update to an individual module or apply 
a fix that is not included in the PUT tape. Also, you may want to change your 
system to suit your own specifications. Virtual Machine/System Product: 
Installation Guide, SC24-5237, tells you how to update your system using 
VM/SP service routines. 

Authorized Program Analysis Reports (APARs) so your installation can report 
problems caused by suspected defects in VM/SP 

Local IBM Field Engineering support at additional cost. 
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Installation and Service of VM/SP (continued) 

Analyzing and Recording Errors 

Operating systems normally write error records to their own error recording data 
sets. However, when the operating system is running in a virtual machine, CP 
intercepts most error records that the operating system issues. CP then records the 
error on the VM/SP error recording cylinders and passes control back to the 
virtual machine. Therefore, most error records from the operating systems running 
under VM/SP reside in one error recording area. Errors that VM/SP does not 
record are recorded in the operating system's error recording area. 

Errors that the VM/SP system resident pack records in its error recording area 
include: 

VM/SP spooling errors 

VM/SP paging errors 

I/O errors caused by a user's CMS or RSCS operation 

I/O errors caused by a diagnostic interface that a user starts 

• 110 errors or error-related data that an operating system running in a virtual 
machine compiles. 

A CMS command reads error records from the VM/SP error recording area and 
can do any of the following: 

Produce printed reports 
Copy the error records to tape 
Clear the error recording area. 

The report content depends on the operands that the user specifies with the 
command and on the input system error records themselves. The input system 
error records may be from the VM/SP error recording area or from a past tape. 
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Access Mode. A method used by VM/SP to control 
whether a user can obtain a specific data file. Access 
modes let users read and write data to a file or only read 
data from a file. 

Auxiliary Storage. Data storage other than main storage; 
in VM/SP, auxiliary storage is usually a direct access 
device, which is a device where the access time is 
effectively independent of the location. 

Binary Synchronous Communication. A method of data 
transmission where synchronization of characters is 
controlled by timing signals generated at the sending and 
receiving stations. 

Channel-to-Channel Adapter. A hardware device that can 
connect two channels on the same computing system or on 
different systems. 

Directory. In VM/SP, a CP disk file that defines each 
virtual machine's normal configuration: the userid, 
password, normal and maximum allowable virtual storage, 
CP command privilege class(es) allowed, dispatching 
priority, logical editing symbols to be used, account 
number, and CP options desired. 

Edit. To interactively make changes, additions, or 
deletions to a file that is on a disk. The edit function is 
also used to generate a new file. 

Handshaking. A communication interface between 
VM/SP and another operating system so each system 
control program is aware of certain capabilities and 
requirements of the other. 

Interactive. An application where each user entry 
produces a response from a system or program. 

Minidisk. (See virtual disk.) 

Native Mode. The mode in which an operating system is 
run stand-alone on the real machine instead of under 
VM/SP. 

Password. A predefined set of 1 to 8 characters that lets 
the system recognize the user. There are two types of 
passwords: logon and access. The logon password is 

required when a user logs onto VM/SP. The access 
password is required for a user to gain access (link) to 
another user's virtual disk. 

Privilege Class. The eight IBM-defined classes that let 
your installation assign specific classes to specific users. 
They are: 

Class A - operations 
Class B - resource 
Class C - programmer 
Class D - spooling 
Class E - analyst 
Class F - service 
Class G - general 
Class H - reserved for IBM use. 

The privilege classes can be changed to meet your own 
installation's needs. 

Real Machine. The actual processor, channels, storage, 
and input/output (I/O) devices required to operate 
VM/SP. 

Spool, Spooled, Spooling. When the system writes the 
output data streams on auxiliary storage devices. 

System Integrity. When a system protects itself from 
unauthorized access. 

Systems Network Architecture (SNA). A description of 
the logical structure, formats, protocols, and operational 
sequences to transmit through and control the 
configuration and operation of networks. 

Terminal. A device, usually equipped with a keyboard 
and a display, which can send and receive information 
over a communication channel. With VM/SP the terminal 
is used to communicate with the system. 

Time-Sharing. A number of users can execute computer 
programs concurrently and interact with the programs 
during execution. 

Userid. A predefined set of 1 to 8 characters that 
uniquely identifies a user to the system. 
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Glossary (continued) 

Virtual Disk. A physical disk storage device (or part of 
one) that has its own address, consecutive storage space 
for data, and an index or description of the stored data so 
the data can be accessed. (Also called a minidisk.) 

Virtual Machine. A functional simulation of a computer 
and its associated devices, which a user controls from his 
or her terminal. 
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Virtual Storage. Storage space that may be regarded as 
addressable main storage by the user of a computer system 
where virtual addresses are mapped into real addresses. 
Virtual addresses refer to this storage or virtual I/O device 
addresses. 

Virtual storage size is limited by the addressing scheme of 
the computing system and by the amount of auxiliary 
storage available, not by the actual number of main 
storage locations. 
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VM/SP 
command and macro processor 14 
components 8 
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disk space use 10 
editor 13 
environment 8 
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installation 53 
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