
















































































































































































































































































































































































































































































































































































































































































































EXEC CICS �S�E�~�D� FROa(data-area) INVITE WAIT 

Non-CICS/VS programming statements 

EXEC CICS RECEIVE INTO (data-area) 

Because of the UAIT operand, execution of the non-CICS/VS �p�r�o�g�r�a�m�~�i�n�g� 

statements will not begin until execution of the SEND is complete. 
However, transmission of the input data from the remote system can 
overlap the proce5sing of these statements. Without the HAlT operand, 
execution of the SEND would not start until processing reached tne 
RECEIVE statement, so no overlapping would be possible. 

System Programming Considerations 

A Terminal Control Tanle entry must be generated for each session that 
is to be used by DTP. The same considerations apply as to TCT 
generation for CICS/VS function -request shipping (see "System 
Programming Considerations II in Chapter 7.2). 

A special type of entry in the Program Control Table may be generated 
for DTP sessions, to specify terminal control processing options. A 
DFHPCT TYPE=PROFILE macro is used. The options control FMH handling, 
journaling, message handling and other factors affecting the session. 
Each set of �o�p�t�~�o�n�s� may be given a name by which it may be specified in 
the PROFILE operand of the ALLOCATE command. 

Design Hints 

TYPES OF APPLICATION 

Batch Applications: These use only one session, namely the LU Type 6 
session between the tuo systems. The front-end transaction is started 
by automatic transaction initiation (as a result of either a transient 
data queue trigger level being reached or a START command). This 
transaction then sends a message to the remote system to start the back­
end transaction. Each transaction becomes the principal facility of the 
other - no �t�e�r�m�~�n�a�l� is involved. 

This technique provides a convenient way of transmitting queues or 
files of information across ths link. In a typical situation, a local 
terminal runs a local transaction which stores data on a queue. When 
the trigger level is reached, another local transaction, the front end 
transaction for the intersystem link, is initiated. This initiates in 
turn the back-end transaction in the remote system to receive the data, 
and transmits the queue to it. 

Programming is �s�i�m�p�l�i�f�~�e�d� in batch designs, because the terminal 
control session is handled separately from the data transmission. 
Futhermore, delays in response to the terminal operator because of 
session allocation and use are eliminated. 

If it is desired to send queues between two systems in both 
directions at the same time, the recommended method is to use tvo sets 
of transactions on two parallel sessions. This is the most efficient 
method and it provides the simplest application design. 
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Examples 6 and 7 at the end of this chapter show queue transfer 
operations that might be part of batch applications. 

Interactive Applications: These use both a terminal session and at least 
one LU Type 6 session connected to a transaction simultaneously. They 
are more complex than batch applications, but may bp required if enquiry 
and update on remote systems is to be performed. They also facilitate 
operator assistance and prompting. 

Examples 1 to 5 at the end of this chapter show interactive 
transactions. 

MASTER AND SLAVE DESIGN 

The two transactions involved in an LU Type 6 intercommunication should, 
if possible, be designed as a master, or main routine, and a slave, or 
subroutine. In general, the front end transaction will be the master. 

The logic should be contained as far as possible in the master. This 
transaction should pass requests to the slave only as necessary. The 
slave should return its response to the master, and then wait for 
another request. Attempts to distribute the logic between the two 
transactions, thus making them into peers, are likely to lead to complex 
design problems. If the roles of the two systems need to be reversed, 
it is generally preferable for an independent second pair of 
transactions to be invoked, rather than for the master and slave roles 
of a single pair of transactions to be reversed. 

Protocols are conveyed at the application programming interface by 
means of fields in the the Exec Interface Block (EIB). These contain 
information about the status of the transaction, such as whether it is 
in send or receive state, whether it is required to take a 
synchronization point, and whether it is permitted to free the session. 
Full details are given in the Application Programmer's Reference Manual, 
including a recommended order for testing the fields. A transaction 
must pe~orm the actions indicated in the EIB fields, otherwise it will 
be abended. As far as possible, the master transaction should dictate 
the contents of the slave transaction's EIB fields, rather than vice­
versa. 

Fields in tbe Exec Information block will be updated after execution 
of a co~mand that transmits or receives messages, so it is advisable for 
an application program to copy the BIB fields after each such command. 

SNA INDICATORS 

An understanding of the SNA protocols and corresponding data flow 
control indicators used by CICS/VS, particularly BB (begin bracket), EB 
(end bracket), and CD (change direction), will aid the design of 
efficient and error free applications. 

A conversation between two transactions is delineated by BB and EB 
indicators: a conversation is, in other words, an SNA bracket. It is 
started by the first SEND command following allocation of the session. 
This generates the BB indicator. It is ended by one of the following, 
all of which generate EB indicators. 
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a SEND command with the LAST operand 
a SEND command followed by a FREE command 
a SEND command followed Dy termination of the task 

The CD indicator changes the issuing transaction from send state to 
receive state, and the other transaction from receiv9 state to send 
state. It is generated by one of the following. 

a SEND command with the INVITE operand 
a CONVERSE command 
a SEND command followed by a RECEIVE command 

It should be noted that all the indicators are al~ays issued by the 
transaction that is in send state. The front-end transaction is always 
in send state when it is initiated and this transaction issues the BB 
indicator; the front-end transaction must issue the first CD indicator 
and thereafter only the transaction in send state may issue it; and the 
EB indicator can be issued onlY,~fter a SEND command. 

D~~ 

The examples at the end of this chapter show how these and other SNA 
indicators are used by CICS/VS~ 

QUEUE TRANSFER 

The following special considerations apply to transactions intended to 
transfer queues of data between systems. 

o The sending transaction should be designed as the master and the 
receiving transaction as the slave. 

o For simplicity of design, a separate pair of transactions should be 
used for each queue to be transferred. 

o The master transaction should not send large numbers of records 
without first obtaining confirmation from the" slave transaction 
that it is attached and is processing the records successfully. 

o For large queues, take synchronizations points at regular 
intervals, unless performance is a crucial consideration. 

o For large queues, use the pacing facilities of VTAM to avoid 
flooding the network. Alternatively, use frequent synchronization 
points, which have a similar effect to pacing. 

• It w111 probably be advisable for the receiving transaction to 
store the incoming data on either a transient data or a temporary 
storage queue, rather than to update permanent storage as the 
records are received. The design will be simpler, because the 
updating will be a separate operation and because error recovery 
will be easier. 

• Consider how transmission should be r6started if an error occurs 
when the queue has been partly transmitted. There is a basic 
choice to De made between continuing from the point at which the 
error occurred and retransmitting the whole queue. 

Examples 6 and 7 at the end of this chapter show queue transfer 
between systems. 

Chapter 7.3. Distributed Transaction Processing 329 



MULTIPLE LU TYPE 6 SESSIONS 

A transaction may initiate several transactions in other systems. The 
design of applications using such transactions is likely to be very 
complex unless it is highly structured. The least complicated design 
will probably be a master/slave tree, in which each transaction acts as 
the master of all transactions for which it is the originating node, and 
the first transaction to be initiated is the master of the whole tree. 

The master/slave concept is particularly important in relation to 
synchronization points in a tree of transactions. Unless these are 
originated by the transaction that is the master of the whole tree, they 
are unlikely to be successful. They are originated at the top of the 
tree, then propagated down the whole tree. 

Any transaction issuing a synchronization request must be in. send 
state with respect to all its LU Type 6 sessions, except those for which 
either a synchronization point has been requested (EIBSYNC set) or which 
have been freed by the transaction at the other end of the session 
(EIBFREE set). If an attempt is made to take a synchronization point 
when these conditions do not hold, the transaction making the attempt 
will be abended, vhich will lead to all transactions in the tree being 
abended. 

ERROR HANDLING 

If a transaction abends, its partner at the other end of the session 
will be notified if the abending transaction: 

• is in send mode; or 

• received a definite response request ~or instance, by the use of a 
SEND command with the DEFRESP operand in the other transaction); or 

o received a request for a synchronization point; or 

• received a request to free the conversation. 

A transaction may not, therefore, be notified of an abend by its 
partner. This is why the sending trans~ction in a queue transfer 
application should check periodically that the records it sends are 
being received and processed. 

A transaction in receive mode can notify the sending transaction of 
an abnormal situation by executing an ISSUE SIGNAL command. The SIGNAL 
condition will be raised in the sending transaction at the next 
AYAr.ntion_ ",ft~r rAr.Aint if t:hA C::;rTn",l rAnnA~t:_ of ",n ontnnt r.omm",ntl on 

i~~-;e;~i~n:- i~i~-~~;~sa~~i~;-s~~~i~-n~~~;ii~'t~;n-~t~~ ~~ndi~~-~;~a--
and issue one of the commands that generate an SNA CD (change direction) 
indicator (see "SNA Indicators .. earlier in this chapter). This protocol 
is the responsibility of the user; the receiver of the signal request is 
not forced by CICS/VS to stop sending. 

ISSUE SIGNAL and the SIGNAL condition can lead to complex 
programming, so they should be used only when definitely required. 
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CICS/VS TO NON-CICS/VS SYSTEMS 

CICS/VS can communicate with transactions running in other types of 
system, provided they implement a suitable subset of the SNA LU Type 6 
protocols. This includes IMS/VS. It is necessary, however, for the 
designer of such applications to understand in detail the SNA data flow 
control commands and protocols generated by the other system. 

In some cases the CICS/VS transactions converses with the remote 
system, rather than with user vritten transactions running in that 
system. CICS/VS transactions converse with the DC component of IMS/VS, 
for example, so the protocols and data formats of that component must be 
understood and compiled with. 

Other systems may allow direct communication with their transactions. 
It is then necessary to kno~ the protocols generated by user-written 
code in the transactions. In particular, it is necessary to knOH how BB 
(begin bracket), EB (end nracket) and CD (change direction) indicators 
are generated and responded to. 

In any case, the following problems will need attention during the 
design of the application. 

o How the required transaction is to be attached in the remote 
system. It may be necessary to send an attach header, in which 
case the remote transaction could have a name up to 8 characters 
long. 

o The structure of the messages passing between the local and remote 
transactions, and how any mapping component of the remote system is 
to be used. 

o The possible replies to each type of request, together with the SNA 
indicators that may need to be present on the request and replies. 

o Ensuring that the SNA indicators are followed precisely by the 
transactions at both ends of a session. 

• Which transaction or transactions may end a conversation. 

• Whether synchronization points are to be used, and if so, whether 
they are to be on single or multiple sessions. The remote system 
may support only single session synchronization points. 
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Distributed Transaction Processing Examples 

This section gives some examples of transactions using distributed 
transaction processing to communicate between systems. The SMA flows 
between the systems for particular application program commands are 
shown. The simplest examples are given first, and successive examples 
introduce more function. The first five examples illustrate the types 
of flow that might arise from interactive applications and the last two 
those from batch applications. 

1. Simple Single Enquiry 

Master 

Master having ALLOCATEd 
session sets up all the 
data necessary for the 
enquiry and supplies 
transaction name on 
front of data. 
EXEC CICS CONVERSE 

Transmittted Information Slave 

BB, CD, tranidlldata 
--------------------------~> Transaction 

Having received the 
answer ths transaction 
then frees its session 
with-the slave for use 
by other transactions 

EB, data 
<-----------------------------
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attached by Cles/vs 
and issues EXEC 

'CICS BECEIVE to 
obtain tranidlldata 

Transaction works 
on data maybe 
accessing DBs to 
obtain the infor­
mation needed 
as reply, then 
issues 
EXEC CICS SEND 
PROM (data) LAST 

Transaction 
terminates 



~~imple Muitiple~i£Y 

EXEC CICS ALLOCATE 

EXEC CICS CONVERSE 

EXEC CICS CONVERSE 

EXEC CICS CONVERSE 

EXEC CICS FREE 

BB, CD, tranidl Idata: 
Question 1 

-----------------------> 

CD, reply to question 1 

<.----------------------------
CD, Question 2 
----------------------------> 
CD, reply to question 2 

<----------------------------

CD, Question 3 with user 
info to say last question 

----------------------------> 
EB, reply to question 3 

<----------------------------

EXEC CICS 
RECEl VE 

EXEC eICS 
COnVERSE 

EXEC CICS 
CONVERSE 

EXEC eIes 
SEND LAST 
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EXEC CICS ALLOCATE 

EXEC CICS CONVERSE 

Commit updates by 
EXEC CICS SYNCPOINT 

EXEC CICS FREE 

Transmittted Information 

B3, CD, tranidlldata 
-----------------------------} 

CD, reply 
<-----------------------------

EB, RQD2, null data 
-----------------------------> 

+R 

<.---------------------------
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Slave 

Attach transaction 
EXEC CICS 
RECEIVE 

perform update 

EXEC CICS 
CONVERSE 

Since no data 
received 
transaction 
can terminate; 
task 
detach ensures that 
syncpoint protocol 
is complete 



4. Simple Update with user synchpoint 

r!aster Transmittted Information Slave 

EXEC CICS ALLOCATE 
BB, CD, tranidlldata 

EXEC CICS CONVERSE :> EXEC CICS 
RECEIVE 

CD, reply 
< EXEC CICS 

CONVERSE 
RQD2 

EXEC CICS SYNCPOINT > After testing 
EIBSYNC issues 
EXEC CICS 
SYNCPOINT 

+R 
< 

Next request 

CD, data 
EXBC CICS CONVERSE :> EXEC CICS 

RECEIVE 

CD, reply 
< EXEC CICS 

CONVERSE 

CD, data 
EXEC CICS CONVERSE 

CD, reply 
< EXEC CICS 

CONVERSE 

RQD2 
EXEC CICS SYNCPOINT > 

+R 
< 

and so on and so on 
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5. Optimized Single Update Request 

EXEC CICS ALLOCATE 
EXEC CICS SEND LAST 

EXEC CICS SYNCPOINT 
BB, EB, tranidlldata,RQD2 
--------------------------~> 

+R 

<---------------------------
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EXEC CIeS RECEIVE 

Does the update, 
tests EIBSYNC, 
EIBFREE, and 
terminates transaction 
(no reply can be sent) 



6. Optimized~eue Transfer Without Synch£oint 

EXEC CICS SEND (data1) 

EXEC CICS SEND (data2) 

EXEC CICS SEND (data3) 

EXEC CICS SEND (data4) 

EXEC CICS FREE 
(adds EB to 
outstanding send) 

Transmittted Information 

BB, tranidlldata 

data2 

data3 

EB, data4 

Slave 

> EXEC CICS RECEIVE 

> EXEC CICS RECEIVE 

> EXEC CICS RECEIVE 

> EXEC CICS RECEIVE 
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7. Optimized Queue Transfer With-§ynchpoint and/or Termination 

EXEC CICS SEND (data1) 

EXEC CICS SEND (data2) 

EXEC CIeS SEND (data3) 

EXEC CICS SEND (data4) 

EXEC CICS SYNCPOINT 

EXEC CICS SEND (dataS) 

EXEC CICS SEND (data6) 

Terminate, system 
syncpoint 

Transmittted Information 

BB, data 1 
> 

data2 
> 

data3 
> 

RQD2, data4 
> 

+R 

<---------------------

data4 
> 

EB, RQD2,dataS 
;> 

+R 

<----------------------------
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EXEC CIeS 
RECEIVE 

EIBRECV 
on so ••• 

EXEC CICS 
RECEIVE 

EXEC CICS 
RECEIVE 

EXEC eICS 
RECEIVE, 
EIBSYNC & EIBRECV 
on but EIBPREE off 

EXEC CICS 
SINCPOINT 

EXEC CIeS 
RECEIVE 

EXEC CICS 
RECEIVE, 
EIBSINC on, 
EIBPREE on, so 
terminate 

System syncpoint 



", .. 

Chapter 7.4. Sessions Between Domains. 

This Chapter discusses the means of communication between two domain­
remote CICS/iS systems, that is between two CICS/VS systems in different 
processor systems or between two CICS/VS systems in the same processor 
system that use the VTAM application-to-application facility. 

CICSjVS intercommunication uses Systems Network Architecture (SNA) 
communications protocols. CICS/VS establishes one or more logical 
communications paths (or sessions) vith each of the other CICS/VS 
systems with Which it may be required to exchange messages. The 
sessions and protocols are managed entirely by CICS/VS and are 
transparent to CICSjVS application programs. 

CICSjVS supports intersystem communication sessions only through 
ACFjVTAM (or an equivalent SNA access method). As Figure 1.4-1 shows, 
the physical links between the processors may be through communications 
facilities using SDLC line protocols, or through the multiple channel 
attachment capabilities of the IBM 3105 communication controller. In 
addition, two or more CICSjVS systems in the same processor may 
communicate through the ACF/VTAM application-to-application facilities 
(not illustrated) or through the interregion communication facility of 

MRO (discussed in Chapter 7.2). In the network shown in Figure 1.4-1, 
any of the three transactions may communicate with either or both of the 
others, and any of them may be minor transactions. Although CICS/VS DTP 
and domain-remote function request shipping are supported only through 
ACFjVTAM (or equivalent), the application program making the request may 
be invoked from any CICS/VS-supported terminal attached by means of 
BTAM, VTAM or TCAM. 

CICSjVS intersystem communication facilities can run with either 
CICS/OS/VS or CICS/DOS/VS, using the command level interface. For 
communication between a number of processors, the ACFjVTAM Program 
Product with the aultisystem Networking Facility feature is required, 
together with the ACF/NCPjVS program product and the System Support 
Programs for ACF/NCP/VS. 

Applications using intersystem communication can be tested by using 
two CICS/VS systems in the same processor communicating via VTAM. For 
this configuration the ACF/VTAM Program Product only is required. 
CIes/vs intersystem communication is independent of both the location of 
its remote partner and the means of physical communication employed by 
ACF/VTAH. 
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VS ~ 
S/370 OSIVS1 
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c: 
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~ BTAM Terminals 
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·1 
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Figure 7.q-1. A Possible C:)nfiguration Connecting Three CICS/VS Systems 
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The Session 

CICS/VS uses ACF/VThM to establish logical connections with other r8mote 
systems. ACF/V'rAM uses SNA protocols to establish the physical 
connections between connected systems necessary to complete the logical 
connection. ~his logical connection is called a §gssiQQ and is 
independ8nt of the physical routes selected by ACF/VTAM and ACF/NCP/VS. 
Thare can be mult~ple sess~ons over a single physical route. Hithin tha 
session, the CICS/VS terminal control program uses specific SNA 
protocols to exchange requests and replies between the two systems. 

CICS/VS requests ACF/VTAM to establish a session with another 
specific system either at CICS/VS initialization, or uhen requested by 
means of a CICS/VS master terminal or VTAM system operator command, or 
at the time that a command level request is issued requiring 
communication uith a remote system for which a session is not available. 
Refer to Part 3 of this manual and to the CICS/VS System Programmer's 
Referenca Manual for further details on establishing CICS/VS sessions 
via VTAM. Por intersystem communication, sach CICS/VS system is defined 
as a logical unit to VTAM and the network. The session is established 
between the tvo CICS/VS system logical units. If an application program 
makes a request that requires a remote resource or transaction, but the 
remote system is out of service, the request is terminated with a code 
that indicates that the system is unavailable. If the remote system is 
in service, but no session exists, CICS/VS nill request VTAH to 
establish a session (provided INTLOG has been specified for the session 
by the system programmer or terminal operator). If no session can be 
established, the request nill be terminated. No requests will be queued 
auaiting later establishment of a session ~xcept uhen the local 
queueing facility is operational, as descr~bed under "Local Queueing" in 
Chapter 7.2) • 

nhen the intersystem communication component sends a request to a 
transaction in another system, the session selected is allocated to the 
requesting transaction program and the corresponding remote transaction 
until one or other transaction terminates. While the session is 
allocated to a pair of transactions in this uay, the session cannot be 
used by any other transactions. It does not become available again 
until both transactions have freed it, either explicilty or by 
terllina ting. 

Uhen there are one or more sessions uith the required system but none 
is available, the intersystem communication component uill delay any 
request to allocate a session until one Oecomes available, thus putting 
the requesting application program into a CICS/VS wait condition. If 
contention is high, the wait may become apparent to the associated 
terminal operator. 

A large queue may degrade the performance of the system overall by 
causing heavy paging of main storage. In this respect, remember that 
inquiry applications, or transactions that deal only uith unprotected 
resources (for exaIDple, initiation of transactions vith unprotected 
request identifiers) require allocation of a session for a shorter 
period of time than those that manipulate protected resources. The use 
of the CMXT operand of the DFHSIT macro (uhich limits the size of 
queues) or the DTIMOUT operand of the DFHPCT macro (which limits this 
time a transaction waits for resources) should be considered as means of 
limiting contention for sessions. 

When sessions are established, the protocols used specify uhich of 
tuo systems shall uin contention uhen both systems concurrently attempt 
to allocate the session on behalf of an application program. The 
designer should determine tlhich system has the higher probability of, or 
higher priority for, allocation of the session betueen two systems, and 
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reflect th~s in the SEND, RECEIVE or SESTYPE operand of the DFBTCT 
TYPE=SYSTEa macro, which is described in the CICS/yS System Programmer's 
Reference Manual. 

CICS/VS could be controlling several sessions on behalf of an 
application program using CICS/VS intersystem communication extensions: 
one with each remote transaction with which the application interacts; 
and one (or its non-SNA equivalent) with the terminal associated with 
the local transaction. The transaction-to-transaction sessions may be 
with several different remote systems. Furthermore, they may include 
several parallel sessions with a single remote system. Just as when a 
session with a terminal fails, so, when a session with a connected 
system fails, the transactions at both ends of the session are abended. 

Operating Considerations 

Only the CICS/VS master terminal operator is involved with CICS/VS 
intersystem communication, because the normal terminal operator is 
unaware of the location of programs and data, which all appear to be in 
the system to which the terminal is connected. 

The master terminal operator may be involved in starting and stopping 
sessions between CICS/VS systems, and making inquiries about the status 
of the session. The only commands related to intersystem communication 
are: ACQ (acquire); INQ (inquire); REL (release); and INSERV/OUTSERV 
(change service status). These commands are listed in the CICS/VS 
Operator's Guide. For consistency with existing commands the individual 
sessions between remote CICS/VS systems are treated as VTAM-supported 
terminals and are referenced by means of the name in the TRMIDNT operand 
of the DFHTCT TIPE=SYSTEM macro defining a particular connected system. 
For convenience the inquire and change service status commands may also 
address the system by means of the SYSIDNT operand of the DFHTCT 
TYPE=SYSTEM macro. 

Before two domain-remote CICS/VS systems can be connected 
successfully they must both be active and must both be connected to 
VTAa. This operation is descrLbed in the CICS/VS Operator's Guide. In 
addition, the entry for the common session must be specified as "in 
service" in both systems before ~ssuing the acquire command from either 
system. Session initiation will include, where necessary, 
resynchronization of units of work. This will ensure that any system 
inconsistencies resulting from previous use of the session are 
diagnosed. No additional restart procedures beyond those discussed in 
Part 5 are required when CICS/VS intersystem communication is involved. 
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Chapter 7.5. Recovery and Restart 

Introduction to Intercommunication Recovery 

Recovery is concerned with ensuring that, following a failure, the 
recoverable resources being modified by the interconnected system, both 
locally and remotely, are restored to a self-consistent and well-defined 
state. Part 5 of this manual describes how this is done in a single 
system by nacking out the changes made by a logical unit of Hork in 
progress at the time of the failure. The backout is performed either 
during emergency restart following system failure, or by Dynamic 
Transaction Backout for individual transaction failures. 

Provided the intercommunication sessions remain intact, and in most 
instances when they do not, the concepts of recovery, logical units of 
work, and sync points are applicable to connected CICS/VS systems 
unchanged: should a transaction or one of its connected transactions 
fail to complete, all changes made to recoverable resources on all of 
the CICS/VS systems will be backed out to the state they were in at the 
last sync point, (or beginning of the transaction in the case of the 
first or only logical unit of work). This applies whether the facility 
being used is function request shipping, transaction routing or DTP, 
whether the the connection is via MRO or VTAH and whether the 
transactions involved are user-written, mirror or relay transactions. 

Note that each system maintains its own system and dynamic logs and 
that changes to recoverable resources are recorded on the logs in the 
system owning th~ resource, as opposed to th~ system that initiated the 
change. 

Designing for Recovery 

FAILURES IN CONNECTED SYSTEMS 

The failures that may occur in connected systems are: 

1. Session failures, either between the CICS/VS systems or between 
CICS/VS and the terminal associated with a transaction. These 
failures cause transaction abends of the transaction or 
transactions connected to the session and resource recovery is 
performed as for non-connected transaction abends. 

2. Total CICS/VS system failures. The failing system is recovered 
using emergency restart as for a non-connected system though there 
are extra features, described following, added for intersystem 
communication. Any remote system connected at the time of the 
system failure, sees the failure as a session failure and treats it 
as such. Thus, a remote system failure causes a local transaction 
abend. 
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3. Transaction abenas. These are £ecovered using dynamic transaction 
backout as for non-connected systems. The mirror and relay 
transactions are not special in this respect and to make full use 
of CICS/VS recovery, dynamic transaction backout should be 
specified for both. The transaction restart facility may also be 
used. This may not be specified for the mirror or relay 
transaction, but, if specified for the associated user-uritten 
transaction, the mirror or relay transaction will be restarted. 

DATA BASE SYNCHRONIZATION 

To achieve proper synchronization of resource changes folloving any of 
the above failures, it is necessary for CICS/VS to know in one system 
whether or not the other system has completed the current logical unit 
of work. When the intersystem session itself fails, it is not alvays 
possible to find this out. Of course, applications that do not change 
resources in the remote system present no problem - it makes no 
difference whether they complete or not. In other cases, CICS/VS limits 
the period over which it is "in-doubt" as to the disposition of the LUB 
in the other system to a small period during the course of 
synchronization point processing ~nitiated by the SYNCPOINT or RETURN 
commands). During this period, the system local to the application is 
awaiting ackno~ledgement that the remote systems are also ready to 
commit the changes. 

Should the intersystem session fail before reaching the in-doubt 
period, both sides will back out. After this period, both sides will 
complete (commit) their changes. However, should an intersystem session 
fail during this short but critical period, the systems will take 
unilateral decisions on whether to back out or complete. (This allows 
them to release the enqueues held on the recoverable resources and 
continue processing independently.) These unilateral decisions may 
result in data base changes being out of synchronization. However, in 
the great majority of cases, it is possible to design applications such 
that the impact of the lack of synchronization is not too severe: 

Suppose we have two linked updates, A and B, to perform. If it is 
imperative that update B occurs only if update A occurs, it is usually 
not so serious if update A occurs but update B is delayed. This is 
because one out-of-synchronization state usually corresponds to an item 
being overcommitted (for example, double booking), whereas the other 
on1y means the item is (temporarily) undercommitted or treated as 
unavailable (for example, the delayed cancelation of a reservation) • 
CICS/VS intersystem communication is flexible enough to take advantage 
of these characteristics. 

To achieve the best design, the rules obeyed by the system and the 
i=Q~+nroc:: ::II'tT~;'::.h'o m"~+- h,... ,..''"' ...... l~ ...... .:a~ ....... ~~~.:a. ________ _ • _____ ~~ ~~~~ ~~ ~~~~~~~ YU~C~~~vv~. 

1. If ever an intersystem session failure results in the possibility 
of data base changes being out-of-synchronization, message DFH2101 
is issued to the CSMT transient data destination in the 
applicationts local system at the time of the failure. The message 
contains the following parameters, which can be used to cross­
reference to the corresponding message at session recovery (see 
below): time stamp; transaction identifier and task number; 
operator identifier and operator's terminal identifier; remote 
system identifier and terminal control table entry identifier for 
the remote system. 

344 CIeS/VS System/Application Design Guide 



2. If the local transaction issues a synchronization point request, 
but the remote transaction fails to complete, the local transaction 
will be abended, and backed out if dynamic transaction backout is 
specified. This is ensured by backing out the remote transaction 
only when it is Known that the local transaction will see the 
failure and itself abend. When a session failure occurs during the 
in-doubt period, the remote transaction will commit its changes. 
This avoids the possibility of the local transaction completing 
before the session failure is detected at its side, so leaving the 
possibility of a data base synchronization error being undiagnosed 
by the local system. 

3. If in doubt as to whether the system completed or backed out, the 
local CICS/VS system's action following a synchronization point 
issued by one of its transactions depends on the dynamic 
transaction oackout specification in the Program Control Table 
entry for the transaction, as follows: 

a. DTB=NO ~r the operand omitted). The local transaction is 
abended. 

b. 

c. 

d. 

DTB=YES The local transaction is abended and its changes backed 
out (because the remote transaction might also back out). 

DTB=(YBS,NO). If the failure occurs before the intersystem 
sync point exchanges begin, the local transaction is aDended 
and backed out as normal, knowing that the remote transaction 
will also be abended. When in doubt because of a session 
failure during the sync point exchange, the local transaction 
is aoended but Dynamic Transaction Backout is not invoked, even 
though the remote transaction might back out. This option is 
available for the cases where the DTB=YES option may not be 
appropriate for the application; for example, where it may 
result in lost data, as opposed to duplicate data. Note that 
if dynamic transaction backout is not attempted, transaction 
restart will not be invoked. 

DTB=(YES,WAIT). This specification applies to communication 
via VT_AM but not to communication via MRO. If the failure 
occurs before sync point exchanges begin, the local transaction 
is abendeoi and bac,ked out as normal. If the failure occurs 
during the sync point exchanges, the local transaction is 
abended but Dynamic Transaction backout 1S not invoked, as for 
DTB=(YES,NO). The difference is that enqueues resulting from 
WRITEQ TS commands or START commands with the PROTBCT option 
issued by the local transaction to write to local temporary 
storage queues, or start other local transactions, are not 
released. In other words, these actions will be neither 
committed nor backed out on session failure. 

During session recovery, the local CICS/VS system will commit 
the enqueues and STARTs or back them out, in accordance with 
the action taken by the remote system prior to the session 
failure. If the session recovery is unsuccessful, the START 
commands will be cancelled but the temporary storage queue 
changes will be committed. DTB=(YES,WAIT) is effective only if 
there is a single session between the local and remote 
transactions. It offers a method of ensuring complete recovery 
from a session failure. Provided the only way that the local 
transaction modifies recoverable resources is by START PROTECT 
and WRITEQ TS commands, CICS/VS can be relied upon to 
resynchronize the two systems during session recovery. It has 
the disadvantages that the temporary storage gueue re~ains 
locked from the time of session failure and cannot be used 
until recovery is completed. 
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4. On session recovery, message sequence numbers will be exchanged and 
compared to see whether the unilateral actions taken by the systems 
matched. The appropriate message (DFH2102 or DFH2103, 
respectively) is written to csar again in the system that issued 
the synchronization point request. The message includes the same 
parameters as in the corresponding message (DFH2101) issued at the 
session failure (see 1. above). In the DTB=(YES,WAIT) case, 
message DFH2106 or DFH2107 will be issued at session recovery to 
indicate whether both systems finally committed or backed out. If 
a mismatch occurred, the appropriate reconciliation action can be 
taken by user. (See discussion below.) 

The detail of exchanges between systems at sync point time, and 
their relationship to the in-doubt period will be found in the 
CICS/VS Diagnosis Reference Manual. 

CONNECTED SYSTEM RECOVERY - AN EXAMPLE 

As an illustration of how the above may be used, consider the following 
simple example: A transaction is given a part number; it checks the 
entry in a local file to see whether the part is in stock; decrements 
the quantity ~n stock; and updat&s the stock file and sends a record to 
a remote Transient Data queue to initiate the dispatch of the part. It 
is assumed that function request shipping is used, which means that a 
mirror transaction runs in the remote systsm, but the same principles 
would apply if DTP were being used and the remote transaction were user­
written. 

Ideally, the update to the local file should take place only if the 
addition is made to the remote Transient Data queue, and vice versa. 
The first step towards achieving this is to specify both the file and 
the TD queue as recoverable resources and to specify DTB=YES on the PCT 
entries for the local transaction and the mirror transaction in the 
remote system. Synchronization of the changes to the resources is thus 
ensured for all cases except an intersystem session failure at the in­
doubt period during the execution of the RETURN at the end of the 
transaction. The actions in this case are determined by the rules given 
above. 

Firstly, message DFH2101, warning that the resources might be out of 
synchronization, might be sent to CSMT. If not, the resources are 
synchronized - either both sides backed out as indicated by the normal 
Dynamic Transaction Backout messages or both completed. 

If message DFH2101 was issued, the mirror may, or may not, have 
backed out. Since DTB=YES was specified in the example, the local 
transaction will be nacked out. Thus, there is a danger that the entry 
dispatching the pa~t was added to the remote TD queue but the stOCK file 
was not updated - the part might then ne dispatched a second time 
elsewhere. If, however, DTB=(YES,NO) were specified for the 
transaction, the application would complete if the session failed during 
the critical period (even though the mirror might back out). The out­
of-synchronization state, if it occurs, now corresponds to the stock 
record having been decremented but the dispatch request not yet having 
been sent. This is probably an acceptable situation, especially since 
the delayed dispatch can readily be reinitiated on session recovery. 
The DTB=(YES,NO) option should therefore be used in this case. 

When the session is eventually recovered, CICS/VS will check whether 
the resources are in fact out of synchronization. If they are not, 
message DFH2102 is issued and all is well. Otherwise, DFB2103 is issued 
and a transaction to reconcile the mismatch should be run. In this 
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case, the reconciliation process is simply to retransmit the dispatch 
record to the remote transient data queue. This could be implemented by 
the same application with special logic to inhibit local changes. 

Note that in general the reconciliation process will be a rerun of 
the original transaction vith local changes inhibited for the 
DTB=(YES,NO) cases, and remote changes inhibited for the D'rB=YES cases. 

An alternative approach to the problem would be to split the 
transaction ~nto two logical units of work by taking a user sync point 
between the file update and the TD WRITE. This would ensure that the 
out-of-synchronization state was the safe way round. The main 
disadvantage would be increased exposure to the problem. If the second 
logical unit of work could not be run for any reason, including an 
intersystem session being unavailable at the Transient Data request time 
as well as during sync point processing, the out-of-synchronization 
state would arise. 

Another disadvantage of the two logical units of work solution is the 
lack of automatic diagnostics, should the out-of-synchronization state 
occur. 

INTERSYSTEM COMMUNICATION AND EMERGENCY RESTART 

As stated above, a total system failure looks to other connected systems 
like a session failure. The failed system is restored by Emergency 
Restart (as for a non-connected system), and the local resources are 
recovered in the usual way. Emergency Restart then effectively restores 
the intersystem components to the state they vould have been in had the 
original failure been intersystem session failure alone. 

Message sequence numbers are recovered from each system log as well 
as sufficient information to take action as specified in the rules above 
for intersystem session failures. Thus, if the system was running an 
application in the in-doubt state at the time of the failure, then on 
emergency restart this state will be restored. Actions will then be 
taken as for a failed session. The changes to recoverable resources 
will be committed, backed out, or held waiting as though the session had 
failed, and message DFB2101 will be issued warning that resource 
changes might be out-of-synchronization. When the Session is restored, 
DFH2102, DFH2103, DFH2106, or DFH2101 is issued in the usual way. 

Thus, Emergency Restart is made transparent to intercom&unicating 
systems design • 

. RECOVERY AND MULTIPLE CONNECTIONS 

For the straightforward case of one transaction connected directly to a 
number of others, there are no special considerations: for those 
intersystem sessions which remain intact through the critical periods, 
all transactions will abend if one of them does. For those sessions 
which do not, the rules described above for a single connection will 
apply. 
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Recovery and Chained Transactions 

For chained transactions, where a request is routed through a second 
transaction to a third one in a third CICS/VS system, the same rules 
apply, except that if the session between the second and third 
transactions fails at the critical time then the second system is 
considered to be the application local system (that is, the system which 
initiated the synchronization point). Thus the diagnostic messages 
DFH2101, DFH2102 and DFH2103 would not appear in the first system. Por 
this reason, remote updates to recoverable resources (as opposed to 
enquiries) via chained transactions are not recommended. 

Error Handling Programs for Intercommunication 

CICS/VS intercommunication uses CICS/VS terminal control facilities to 
exchange messages with connected systems. When an unrecoverable 
situation is detected in either CICS/VS system the exchange of messages 
will be terminated by means of a negative response. The negative 
response will be sent to the CSll.T destination by the receiving system. 
It is followed by a detailed error recovery message. The sense code in 
the error message will lead to abnormal termination of both the 
transactions, so that CICS/VS dynamic transaction backout processing can 
be invoked to guard against inconsistent resource updates. 

In case of domain-remote intercommunication, the negative response 
received by CICS/VS is handled by the Node Abnormal Condition program 
(DFHZNAC) and passed to the user-supplied Node Error Program (DFHZHEP) 
if present. The default actions set by CICS/VS ensure that CICS/VS 
reads in the following error message. The sense code in this message is 
made available to DFHZNAC and DFHZNEP in the same way as system sense 
codes carried by the LUSTATUS commands or negative responses. CICS/VS 
default actions based on this system sense code are set by DFHZNAC, 
before maKing the code available to DFHZNEP. Thus, error conditions 
occurring on intersystem communication sessions are handled exactly like 
errors on other S8A sessions through VTAM. Details of VTA~ error­
handling functions will be found in the CICSIVS System Programmer's 
gefer~-A~ual, which also contains the detailed action codes for 
system sense codes. 

It is· not necessary to write a Node Error Program to handle 
intersystem communication sessions, since the default actions set by 
DFHZNAC have been selected to enforce correct recovery based on the 
error condition detected. When the system sense code indicates that the 
original request to VTAM may be retried, CICS/VS will do so 
transparently to the application program attempting to send a message. 

Apart from abrror~al ter~ination of a transaction, tho other error 
conditions may only occur when the intercommunication component is 
attempting an invocation of a transaction. The error action codes 
specify abnormal task termination for those errors in this category 
which are not recoverable; for example, when the PCT entry for the 
remote transaction has been disabled by the Master Terminal Operator of 
the remote system. 
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Data Base Interlock 

As a part of data base and application design in a single CICS/VS 
system, one must De careful not to design programs in such a way that 
t\IO programs running concurrently can request the same records in such a 
way as to interlock on each others requests. (See "File Control -
multiple file operations" in the appropriate command level CICS/VS 
Application~~mmer'2 Refe~~ll£~_~~l). 

This problem continues to exist in interconnected systems where 
application programs in two different systems can cause transactions in 
a third system ~o interlock in a similar manner. Such an interlocK will 
be detected by means of a timeout value specified for the PCT, ~hich 
uill expire when a program has ~aited the specified period without a 
reply from the deadlocked transaction. CICS/VS will abend the task that 
has been ~ait~ng the longest, so breaking the interlock and allowing the 
contending task (or tasks) to continue. 

Use of transaction chaining may lead to such a situation. Chaining 
also opens the possibility for a designer employing function request 
shipping or transaction routing (though not DTP) to define a specific 
resource (including a transaction or terminal) as being in a remote 
CICSjVS system, ana further define that resource in the remote system to 
be in yet another system. If the definition in the third system 
inadvertently specifies the resource to be in the first, any request for 
that resource ~ill be routed to all three systems and will then deadlock 
until the specified timeout value expires, abending all the 
transactions. For these reasons great care should be taken during 
system definition to guard against unintended use or misuse of chained 
transactions. 

Eroblem Determination 

Application programs that make use of CICSjVS intercommunication 
facilities are liable to be subject to error conditions not experienced 
in single CICS/VS systems. The ne~ conditions result from the 
intercommunication component not being able to estaolish a session \lith 
the requested system (for example, it is not defined to CICS/VS, or is 
not available). 

In addition, some types of request may cause a transaction abend 
because invalid data is being pas~ed to the CICS/VS function manager 
(for instance the file control program). Where the resource is remote, 
the function manager is also remote. Thus the transaction abend is 
suffered by the remote transaction. This in turn causes the local 
transaction to De abended with a transaction abend code of ATNI (for 
communication via VTA~) or AZI6 ~or communication via aRO) rather than 
the particular code used in abending the remote transaction. However, 
the remote system sends the local CICS/VS system an error message 
identifying the reason for the remote failure. This message is sent to 
the local CSMT destination. Thus, if an application program uses SETXIT 
and user task abend exits to continue processing when abends occur uhile 
accessing resources, it will be unable to do so in. the same vay Hhen 
those resources are remote. 

Application programs not using the command level or DL/I CALL 
interfaces may inadvertently attempt to access, via function request 
shipping, resources defined as remote. In this case, the request vill 
fail with a condition indicating that the resource is not defined to 
CICSjVS. 

Chapter 7.5. Recovery and Restart 349 



Trace and dump facilities will exist in both local and remote CICS/VS 
systems. When the remote transaction is abended, its CICS/VS 
transaction dump is availaole at the remote site to assist in locating 
the reason for an abend condition. 

Applications to be used in conjunction with remote systems should be 
well tested to minimize the probability of failing when accessing remote 
resources. It should be remembered that a "remote test system" can 
actually reside in the same processor as the local system and so be 
tested in a single location where the transaction dumps from both 
systems, and the corresponding trace data, are readily available. The 
two transactions may be connected via MRO (for function request shipping 
and transaction routing) or the VTAM application-to-application facility 
(for function request shipping or DTP). 

Detailed sequences and request formats for CICS/VS intercommunication 
may be found in the CICSLVS Diagnosis Reference Manual and CICStVS 
Problem Determination Guide. 

Recovery and Restart with Non-CICSNS Systems 

The cross-link exchanges used by CICS/VS to establish the state of 
the other system during recovery are defined by SNA. They are therefore 
independent of ·the nature of the remote system. CICS/VS follows the 
same recovery procedures.whether the other system is CICS/VS or not. 
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example 311 
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examples of intersystem flows 308 
security 193,196 
system programming considerations 305 

module size and program structure 270 

Index 355 



monitoring facility (see CICS/VS 
monitoring facility) 

MRO (see multiregion operation) 
multiple-choice message format 101 
multiprocessor system and multiregion 
opera tioD 28~ 

multiregion operation 
(see also intercommunication) 

automatic transaction initiation 293 
for testing 181 
introduction 279 
security 198,201 

resource level 193 
sign-on by terminal operator 189 
uses 282 

multithread testing 180 

NETNAME operand of DPHTCT macro 301,304 
network 

design 267 
intersystem 279 
utilization 262 
VTAM or TCA~ 113 

NOCHECK operand of START command 299 
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restart data set 238 
resynchronization, message recovery 216 
retrieval 

batch 159 
RETURN command 139 
ret urn from program (RETURN) 139 
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when sign-on not possible 194 
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