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Figure 9-4: COPY Request/Response Is Shown Routed through
Multiple Nodes



The transfer of the files to or from the research analysts’ systems uses the
DECnet mechanisms described in Chapter 6. As noted, operation of these
mechanisms is completely transparent to the terminal users. Programs that
handle file transfer and reception, as described below, must include proper
calls to network services.

9.2.2 Quality Control and Vendor Analysis

Programmed file transfer operates at Fictional in the interaction between
quality control and purchasing systems. The quality control applications run
at the company’s manufacturing locations, and the purchasing systems oper-
ate at regional purchasing centers (see Figure 9-5).

3% MANUFACTURING FACILITIES

O REGIONAL PURCHASING CENTERS

Figure 9-5: File Transfer between Manufacturing and Purchasing
Locations
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In one of the quality control (QC) operations, incoming components used in
product assembly are screened by sensors that analyze dimensional character-
istics. The sensors are multidropped from DECnet-RSX nodes that control
sensor operation and that translate sensor input to formatted data.

Results of quality control analyses are accumulated by component/ship-
ment/vendor/QC location. On a daily basis, a program run in a DECnet-VAX
node at each of the plants accesses this information and builds files by manu-
facturing location/date/vendor/shipment/component/QC location. It also de-
velops information on rejected items in terms of units and dollar value for
each vendor/shipment/component and for each QC location.

On third shift, when systems and lines are less busy, a data acquisition pro-
gram in the purchasing subsystems uses the DECnet file transfer capability to
move these files to the regional purchasing centers, where the data is input to
a vendor analysis and evaluation program.

9.3 DECnet’s Remote File Access Capability in an Application
Environment

The file transfer capability, as described in the preceding section, is a subset
of DECnet’s overall remote file access capability. This capability enables
Fictional programs and users to transfer files from one node to another, to
manipulate files on remote nodes, and to display remote files at local nodes.
The DECnet mechanisms used to perform these operations are identical to
those used in file transfer.

9.3.1 Network Virtual Terminals

Another DECnet feature that supports extensive remote file access operation
at Fictional is the network virtual terminal capability. This capability enables
a user at a terminal at one node to log on to a remote node and operate as if
the terminal were directly attached to that node. Users of this capability
must, of course, have proper access to the remote nodes and files.

Although the virtual terminal capability is exercised slightly differently for
each DECnet implementation, overall procedures are similar. The following
example shows how a user at a terminal on a DECnet-VAX node would use
the SET HOST command to log on to a remote node to use resources located
there.

% SET HOST ATLANTA

Username: RAINER

Password: (not echoed)

Welcome to YAX/WMS VYersion 3.4 on node ATLANTA
%
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In the above example, a user, identified as RAINER, at a terminal connected
to a DECNET-VAX node, entered a SET HOST command to log on to node
ATLANTA. See Figure 9-6. The system then asked RAINER for his name
and password. The welcome message that printed out indicates that RAINER
has a valid account on node ATLANTA. The prompt ($) that follows, shows
that RAINER is logged on to the node and can use its files and other re-
sources. If RAINER did not have a valid account on that node, an ‘“Unauthor-
ized User” message would print out and RAINER would be returned to his
local system.

The following section describes an application development project currently
underway at Fictional. This project is expected to optimize the corporate
treasurer’s ability to identify and invest idle funds using DECnet’s remote file
access capability.

™ ﬂ

$ SET HOST ATLANTA

Figure 9-6: Local User Logs onto Remote Node
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9.3.2 Short-term Cash Management

Corporate funds are kept in many accounts at foreign and domestic banks. A
short-term cash management application system currently being developed at
Fictional will enable the corporate treasurer to check the status of these funds,
identify idle cash, and then transfer these nonworking assets to the portfolio
management group for investment, specify the funds for debt reduction, or
retain them in the current account.

DECnet’s remote file access capability is a principal component in this pro-
jected capability.

The application development effort is concerned with developing appropriate
security measures, identifying parameters and processing requirements that
will help define “unencumbered funds,” with cross-referencing regional data
bases for relevant cash and local currency value data and with developing
algorithms that equate investment opportunities with available cash.

Using the communications capability provided by Gateways, and by DEC-
net’s remote file access capability over local area, wide area, X.25, and SNA
networks, the treasurer’s office will be able to isolate and examine cash re-
cords maintained in regional data bases worldwide. Analysis of this informa-
tion will then enable the treasurer to make timely decisions as to transfer and
investment actions.

9.4 DECnet’s Terminal Facilities in an Application Environment
DECnet’s terminal facilities include:

e Interactive terminal communications functions integrated into the network
software

* Functional capabilities that are given broad distribution through DECnet’s
communications capabilities

e Other capabilities based on DECnet terminal configuration options

Interactive terminal communications, as described in Chapter 7, enable
users to communicate with one another over the network in real time.

DECnet’s communications capablilities enable terminal users to access lo-
cally resident or remote processing capabilities and to distribute the output
over the network. In other words, any node in the network can be used as if it
were the local node.

Configuration options enable users to incorporate general purpose node-
based or terminal server-based network virtual terminals into their networks.
As described in Section 7.2, the virtual terminal capability enables you to log
on to any supportive node in the network and use the resources of that node.
Further, the ability to include personal computers in a DECnet configuration
and to use them in both processing and terminal emulation modes adds a
dimension to the terminal facilities available through DECnet.

The following sections summarize some of the ways in which Fictional Corpo-
ration uses these capabilities in its daily operations.
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9.4.1 Order Entry and Production Scheduling

Production scheduling frequently sees some on-line communication between a
sales office and a manufacturing site. If, for example, the sales office is noti-
fied by the production scheduling system that customer delivery requirements
cannot be met, the sales office might consult with the customer and negotiate
another acceptable date for delivery of ordered products.

A terminal operator or the salesperson will then invoke a DECnet interactive
terminal facility (Phone or TLK, described in Chapter 7) at a sales office
terminal and communicate revised delivery instructions to the manufacturing
location.

When working at a terminal on a DECnet-VAX node, for example, the
salesperson would invoke the Phone utility. See Figure 9-7. In the example
that follows, a dialog is established with a user at another DECnet-VAX node
at a manufacturing location named MFG7.

$ PHONE MFG7::5CHED

This command places a call to a user named SCHED at the manufacturing
site. If SCHED is currently logged on to the DECnet-VAX node, a message
will be displayed indicating that a message has been received. If, for example,
the sender is a user named GREEN at a node called SALES4, the message
will read as follows:

SALES4: :GREEN is phoning vou on MFG7

To receive and respond to the call, SCHED enters:

$ PHONE ANSHWER

This reply causes both terminals to display a split screen. The top half of the
screen displays the local user’s input and the bottom half displays the remote
user’s input. Each party to the dialog can enter text at the same time.

After using this facility at Fictional to arrive at a mutually acceptable sched-
ule for production and customer delivery, the manufacturing location specifies
it back to the production scheduling data base at corporate headquarters.

Fictional finds that informal interaction outside the applications frequently
resolves such customer service issues more quickly than do sets of systema-
tized procedures. DECnet interactive terminal communications support such
activities throughout the network.

9.4.2 Market Research

Because effective market research must be responsive to current market
trends, market research analysts at Fictional develop forecasts and test new
product marketing strategies in real time. Field input is played against mar-
ket models; results are analyzed by statistical processing capabilities, and
“what if” input is developed to refine and extend the models.

Introduction to DECnet



—_— '

DECnet-VAX
NODE DECnet-VAX

PHONE NODE
INITIATOR [ Prone]

RECEIVER

Figure 9-7: Phone Capabllity Permits Rapid Communication between
Users

Research analysts use DECnet’s terminal facilities extensively in performing
this work. Field analysts provide input via VT100 terminals connected to
nodes at regional locations. Analysts at corporate headquarters use VT125
terminals connected to a DECnet-VAX node with node-resident ALL-IN-1
software capabilities to develop reports and presentation material.

In report development, the analysts use the integrated ALL-IN-1 software
capabilities to combine spread sheet computation, graphics development, and
word processing. When required, the mail capability of ALL-IN-1 is called up
to distribute reports and analyses over the network.

In addition to the integrated mail capability provided by ALL-IN-1, several
similar capabilities are available to DECnet users who might not need all of
the capabilities of the integrated package. The VMS MAIL capability, for
example, enables users at DECnet-VAX nodes to exchange correspondence.

To send a message, the user simply enters the MAIL command, specifies the
SUBJECT of the correspondence, and either specifies a file to be sent or types
the message in response to a prompt. For example:

% MAIL/SUBJECT=ZONE1Z UPDATE.MKT LONDON::GRAHAM
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This command line delivers the contents of the file, UPDATE.MKT, to a user
named GRAHAM at node LONDON. If GRAHAM is logged on to node LON-
DON, a message such as the following appears:

New mail from YORK::PEEK

This line indicates that the waiting message is from a user named PEEK at
node YORK. To read the mail, GRAHAM enters the MAIL command and
presses RET. A message is displayed:

You have 1 new mail messade

MATL

GRAHAM presses RET in response to this prompt and the mail sent by
PEEK is displayed on the screen.

Mail sent to a terminal that is not logged on to a node is indicated to the user
of that terminal at the next log in.

9.4.3 Short-term Cash Management

The PRO/DECnet node in the treasurer’s office is connected with an Ethernet
local area network cable that serves the department and other adjacent
groups. This personal computer serves the treasurer in several ways:

® As a stand alone processor with its own self-contained file and disc services

¢ As a node on the DECnet network, capable of interacting with computing
capabilities and other resources located elsewhere on the network

® As a terminal on the DECnet network that can access other nodes and use
resources located at those nodes

The network mail services available to the treasurer through this node or
through another host node on the network will be of significant value when the
short-term cash managment application is fully implemented.

Decisions to use available cash must take into account both internal and
external factors in a very dynamic environment. Internal factors are repre-
sented by such considerations as payables, operating requirements, debt cons-
traints, and so forth. External factors (such as bank policies in regard to
minimum balances, for example) are important considerations in determining
thresholds that define cash as excess. Such policies, however, are frequently
conditioned by the general economic climate, government regulations in re-
gard to fund transfer, as well as other uncertainties that govern international
financial transactions.

Using the mail and dialog facilities, the treasurer can keep informed, in real
time, of actual or potential changes in such conditions. Fund accumulations
can be monitored along with those conditions that can affect movement of
those funds.
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Records of information that influence investment decisions can be retained on
line for quick lookup and can also be printed out if hard copy is desired. This
kind of information will enable the treasurer to optimize decisions in regard to
existing and potential inventories of investable funds.

9.5 DECnet as a Consideration in Relocation Planning

In planning relocation of its corporate headquarters, Fictional Corporation
management, along with a group of outside consultants, carefully examined
the consequences that the projected move could have on future operations.

The company planned to move to an exurban location, outside the commuting
distance of a major metropolitan area. Real estate costs and tax advantages
were attractive; a dependable labor pool was available; and the projected
location was also desirable in terms of cultural and recreational activities for
employees.

The expense to be incurred, however, was significant. Architectural fees and
construction costs, along with the outlay required to relocate existing employ-
ees who decided to go along with the move, represented a very sizeable invest-
ment. Major questions arose concerning the threat posed to this investment if|
in the future, a decision was made to change the company’s structure. Would
the physical shell into which they planned to move threaten to define the
logical structure from which they would continue to operate, even if future
business considerations dictated change?

What, for example, would happen if Fictional decided to sell a subsidiary
operation, or to decentralize certain operations that were now centralized, or
to realign intergroup and reporting relationships? Management realized that
in moving from its current urban location, Fictional would be cutting itself off
from the numerous services — such as availability of rental space and a
market for subleasing — that are common to a metropolitan environment,
Would the new physical plant in its proposed location — and built at great
expense — be flexible enough to continue serving a changing organization?

Together with the consultants, Fictional management determined that recent
developments in computer technology, such as those offered by DECnet, are
new and positive elements to be considered in dealing with such questions.
Local area networks, for example, permit those changes in information flow
that accompany reporting and administrative realignment to be put in place
rapidly, without disrupting ongoing business. Meanwhile, communication
with facilities anywhere in the world continues to use network facilities that
are already in place.

In dealing with these matters, Fictional learned that investment in relocation
is afforded a degree of protection by flexible and responsive computer commu-
nications facilities, such as DECnet, even through changes in business struc-
ture. Computer networking, it was determined, provided a measure of mobil-
ity to capital investment.
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Chapter 10
Network System Management

This chapter outlines the network-related tasks of a DECnet system manager
and describes the facilities that DECnet provides to perform those tasks. In so
doing, the chapter also provides many definitions of network entities and
parameters that pertain to network system management. In practice, many
people may be responsible for carrying out the described tasks. For simplicity,
these people are collectively defined by the job title ‘“system manager.” Those
who manage network nodes are responsible to both local and remote users and
should be aware that while local applications usually demand the greatest
share of system resources, the remote users, a potentially very large group,
must be sure of each node’s response to network applications.

The procedures for performing network management functions can vary from
system to system. For example, the procedure for generating a DECnet/E
node is different from the procedure for generating a DECnet-RSX node.
RSTS/E is a time-sharing system with a software structure quite unlike the
real-time, event-driven RSX-11M. Because each DECnet implementation
(DECnet/E, DECnet-VAX, and so on) is an extension of an operating system,
the different ways to manage a node reflect the differences between the basic
Digital operating systems. The purpose of this chapter is to provide an over-
view of network management functions rather than to describe actual proce-
dures for performing them. Procedural information can be found in the docu-
mentation provided for a specific implementation.

Network system management functions in DECnet include:

¢ Planning for node generation (see Section 10.2). This process tailors
DECnet software to suit a specific node’s network application. Node genera-
tion planning should be conditioned by an overall network plan that estab-
lishes basic network-wide conventions. Implementation of such conventions
will assure communications and processing capability throughout the net-
work.

e Generating network software (see Section 10.3). This section discusses
building the tailored DECnet software to create an active node.

¢ Defining and redefining network parameters (see Section 10.4). This
section introduces various network parameters whose definitions determine
many aspects of a node’s role within a specific DECnet configuration.
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e Operating a node (see Section 10.5). This section discusses operational
functions such as starting up and shutting down a node and the physical
lines connected to a node.

* Monitoring node activity (see Section 10.6). This section discusses moni-
toring the day-to-day performance of a node by gathering and analyzing
logging data that DECnet makes available.

¢ Down-line loading (see Section 10.7). This section discusses the procedure
for loading system and task images from an executor node to satellite nodes
such as RSX-11S and communication server nodes.

Network system management responsibilities also include the testing and
monitoring functions described in Chapter 11.

10.1 Network Management Utilities

Network management utilities are the means by which a system manager
performs most of the functions described in this chapter. All DECnet imple-
mentations support one or more utilities that provide access to DECnet man-
agement modules. These modules perform the functions defined by the Net-
work Management layer (see Section 1.3.1). All implementations support a
utility called the Network Control Program (NCP).

Table 10-1 briefly describes the function of NCP and other network manage-
ment utilities that each DECnet implementation uses. Each utility accepts
commands that activate DECnet management modules either to perform spe-
cific tasks or to request information about the current state of the local node
or the network. Each utility is described in detail in the system manager’s or
user’s guide for each DECnet implementation.

10.2 Planning for Node Generation

10-2

Planning for node generation entails gathering and consolidating information.
Digital-supplied DECnet software provides generalized network capabilities,
but the user must supply the data and programs that create a live DECnet
application. A system manager accumulates these data and programs for
eventual incorporation into the local node.

Each system manager must ensure that managers elsewhere in the network
receive information that they need about other nodes. Programmers responsi-
ble for network applications should cooperate with system managers by ex-
changing information. For example, programmers must use correct addresses
in calls that generate connect requests (see Section 5.1), while system mana-
gers must know the correct names and object types that the network programs
use to identify themselves.
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Table 10-1: DECnet Systems and Network Management Utilities

System Utility Function

DECnet-VAX NCP Loads, controls, monitors, and tests DECnet software; de-
fines configuration data base parameters; down-line loads
DECnet/11S and communication server nodes

DECnet-RSX NCP Loads, controls, monitors, and tests DECnet software;
down-line loads DECnet/11S and communication server
nodes

CFE Changes parameters in the configuration file CE-
TAB.MAC, which is produced at network generation

VNP Changes the disk image of a DECnet-RSX system (VNP
cannot be run from a DECnet/11S node)

DECnet/E NCP Loads, controls, monitors, and tests DECnet software;

maintains the DECnet/E parameter file; reports the cur-
rent status of active logical links, of known physical lines
and remote nodes, and of programs using local and remote
send/receive services

DECnet-IAS NCP Loads, controls, monitors, and tests DECnet software; de-
fines configuration data base parameters

CFE Changes parameters in the configuration file CE-
TAB.MAC, which is produced at network generation
DECnet-RT NCP Loads, controls, monitors, and tests DECnet software; de-
fines and changes configuration data base (CETAB.MAC)
parameters
DECnet-20 NCP Loads, controls, monitors, and tests DECnet software; de-

fines the configuration data base; duwn-line loads system
and task images

DECnet-10 NCP Loads, controls, monitors, and tests DECnet software; de-
fines the configuration data base; duan-line loads system
and task images

Legend:

CFE — Configuration File Editor
NCP — Network Control Program
VNP — Virtual Network Processor

10.2.1 Configuration Data Bases

Every DECnet node has some form of configuration data base that defines
characteristics of the local node and determines how that node functions
within the network. In some cases, Digital-supplied software already includes
such a data base to provide initial default values for many data base entries.
For other implementations, the network generation procedure creates the data
base. Table 10-2 lists the term that each DECnet implementation uses to
identify its configuration data base.
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Depending on the type of DECnet node, the configuration data hase may need
to be updated periodically to reflect changes in the network or to tune the
performance of the network. Section 10.4 explains many of the parameters
typically included in a configuration data base. The facts and figures needed
to define them must be gathered before a node can actively participate in a
network.

Table 10-2: Configuration Data Base Terms

System Term Comments
DECnet-VAX Configuration data The initial data base is provided within the
base DECnet software supplied by Digital. NCP

commands are subsequently used to modify
the data base.

DECnet-RSX Configuration file This file (CETAB.MAC) is created during

DECnet-TAS network generation and subsequently can be
modified by the Configuration File Editor
(CFE).

DECnet/E Parameter file This file (SNETPRM.SYS) is created and
subsequently modified by NCP commands.

DECnet-RT Configuration file This file (CETAB.MAC) is created during

network generation and subsequently can be
modified by network management com-
mands.

DECnet-20 rev-CONFIG.CMD This file is shipped with the TOPS-20 moni-
tor and modified by the installer to define the
local hardware configuration.

nodename.CNF This is the network configuration file. This
NETPAR.MAC file contains system-specific parameters.
Configuration file This file (CETAB.MAC) is created during

network generation and subsequently can be
modified by network management com-
mands.

DECnet-10 Configuration files These files (mapping.CNF and CE-
TAB.MAC) are created during network gener-
ation and subsequently can be modified by
network management commands.

10.2.2 Network Generation Planning Aid

DECnet-TAS and DECnet-RT each provide an aid to help users plan for node
generation. The aid consists of a command file that contains questions per-
taining to node generation options. A system manager runs this command file
from a terminal and answers the questions according to the requirements of
the local node.
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Using the system manager’s responses, the command file then generates sev-
eral worksheets. Each worksheet tells the system manager how to generate
some part of DECnet to reflect local requirements. See the appropriate net-
work generation manual for a complete description of the command file and
the worksheets it generates.

10.3 Generating Network Software

DECnet software arrives from Digital on distribution media such as magnetic
tapes or floppy disks. The type of medium depends on the DECnet implemen-
tation and, in some cases, on the hardware configuration of a specific system.
For example, DECnet-RSX is distributed on several media to accommodate a
variety of user hardware configurations.

The procedures for using the distributed software to generate an active node
are different for each implementation of DECnet. To generate an RSX or an
TAS node, a system manager has to regenerate the operating system first and
then tailor and build the network application on top as a second procedure.
Other implementations do not require a system manager to rebuild the dis-
tributed software,

A specific list of DECnet software modules depends on the implementation
and on the specific network application. However, the distributed software
can include modules like the ones listed below, many of which have been
discussed in preceding chapters.

e Network device controllers
¢ A DDCMP module
® Kthernet

¢ Routing layer modules
e An NSP module
e Network utilities like NCP, NFT, and TLK

10.4 Defining Configuration and Other Static Parameters

The parameters that make up a node’s configuration data base are relatively
permanent or static, because changing them tends to change the way the node
functions within the network. In addition to parameters that are strictly part
of a configuration data base, a system manager must define other parameters,
such as local node network object descriptions (see Section 5.2.1.1), that affect
the way a node functions within a network.

Depending on the implementation, configuration and other static parameters
are defined in various ways. They can be defined at network generation by
means of NCP commands, or they may be predefined in Digital-supplied
software. Brief descriptions of static parameters that are typically defined for
most types of DECnet nodes are provided in the following subsections.
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10.4.1 Node Addresses and Names

The system manager must assigh a numeric address that uniquely identifies
that node within the network. See Section 2.1 for a discussion of node ad-
dresses and node names.

10.4.2 Node Verification Passwords

Whenever one of its physical lines is turned on, a node exchanges initializa-
tion messages with the remote node at the other end of the line. (Section
10.5.2 discusses starting up a physical line.) The messages exchange informa-
tion such as the version numbers of the node’s DECnet software modules or
the node’s type — routing or nonrouting.

After exchanging initialization messages, a node can request that the adjacent
node verify its identity by supplying a password. If such verification is re-
quired, adjacent nodes must supply passwords to gain access to the local
node. If verification is not required, adjacent nodes do not have to supply
passwords, and they automatically gain access to the local node after ex-
changing initialization messages. The access gained or denied at this stage has
to do with the ability to send and receive messages over the physical line
connecting two nodes.

Within a DECnet configuration that enforces node verification, each node
maintains a data base of passwords that it sends to and expects to receive
from its neighbors:

* Receive password. The password that the local node expects to receive
from the adjacent node. If the password actually received does not match
the receive password expected, the local node denies access to the adjacent
node.

¢ Transmit password. The password that the local node sends to the adja-
cent node. The transmit password must match the receive password that
the adjacent node expects from the local node.

10.4.3 Network Object Parameters

Most nodes maintain a data base that describes all the network objects, both
user-written programs and DECnet modules, currently residing in the node
and capable of engaging in network activity. (Network objects are described
in Section 5.2.1.) The manner in which the node’s object data base is main-
tained depends on each node’s implementation. Typically, a node stores the
following kinds of information:

® Object types, names, and addresses
e Access control and verification information associated with each object

® The number of copies of a specific object that DECnet can run to satisfy
incoming connect requests
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10.4.4 Routing Parameters

Several parameters affect the operation of the routing module in Phase III and
Phase IV full-routing nodes. (See Chapter 2 for a discussion of full routing.)
These parameters establish characteristics such as:

* A maximum path cost that limits possible routes to paths that cost the
same as or less than this value.

¢ Individual line costs that figure in routing algorithms used by the routing
module. Each line cost is a number from 1 to the maximum path cost set for
the node. Higher line cost can lead to less traffic on the line because the
routing modules dispatch packets on the least costly paths. Lowering the
cost of a line does not always increase the traffic it carries. For example, if a
line leads to an end node, line cost does not affect that line’s traffic.

If one or more of a node’s lines actually cost more than others to use, the
traffic on those lines can possibly be diminished by raising the routing line
costs assigned to them. In fact, this can be done whenever the system
manager wants to decrease traffic on a line.

¢ A maximum number of hops per path. A node is unreachable if it cannot be
reached within the maximum number of hops.

¢ A routing timer that determines the interval between automatic updates of
the local node’s routing data base.

e A buffer size for the unit of data actually transmitted over physical lines by
the transport module.

* A buffer count that determines the size of the routing module’s pool of
available buffers.

10.4.5 Line Identification

Each communication line leading from a node has a unique identification that
is used in commands. A node’s configuration data base usually contains the
identification of each communication line. This identification has the follow-
ing general format:

dev-c-u
where
dev is a mnemonic for the type of device — for example:

UNA — the DUENA multiaccess communications link (Ethernet)
DUP — the DUP11-DA
DMC — the DMC11-DA/AR, -MA, AL, or FA/AR

DZ — the DZ11-A or -B

c is a number (0 or a positive integer) designating the device’s hardware
controller.

u is a unit/line number (0 or a positive integer) included if the device is a
multiplexer,
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Examples of line identification follow:

Identification Description

UNA-0 DUENA, controller 0
DMR-0 DMRI11, controller 0
DZ-1-0 DZ11, controller 1, unit 0

10.4.6 Circult Parameters

In addition to identifying actual physical lines, most DECnet implementa-
tions also identify circuits, which are logical point-to-point communications
paths. At nodes with these implementations, the circuit rather than the line is
manipulated and defined to control the flow of data between nodes. Physical
lines become the medium over which circuits operate. As a reflection of this
concept, DECnet-VAX, DECnet-RSX, DECnet-20, DECnet-10, and DEC-
net/E users frequently specify circuits when users at other DECnet nodes
specify lines in equivalent network management commands.

Circuits that handle DECnet traffic correspond closely to the physical lines
that actually transmit the data. When a circuit corresponds to a point-to-
point line, circuit IDs and line IDs are exactly the same. For example, the
string DMC-0 can identify either the line or the circuit in a network manage-
ment command. However, circuit and line identifications associated with a
multipoint line and its tributaries differ slightly. Section 10.4.7 explains how
they differ. At a DECnet-RSX/PSI node, DLM circuits to be mapped to PSI
are not associated with specific physical lines. The identification of such a
circuit starts with the mnemonic DLM.

For each circuit, the system manager must design various parameters, which
differ depending on the type of circuit (for example, whether it is associated
with a DDCMP point-to-point or multipoint line or with a PSI virtual cir-
cuit). See the appropriate system manager’s guide for further information
about your system’s circuit parameters.

10.4.7 Multipoint Line and Circuit Parameters

A multipoint line is a single communications line connected to more than two
nodes. (A line connecting two nodes is called a point-to-point line.) The DEC-
net implementations supporting multipoint are the Phase III and Phase IV
versions of DECnet-VAX and DECnet-RSX and the Phase III versions of
DECnet/E and DECnet-RT. Figure 10-1 is a diagram of a multipoint line,
showing multipoint components.

The control station is the device controller responsible for overseeing data
transmission to and from all the nodes attached to the line. The devices
attaching the other nodes to the line are called tributaries. A DECnet-RSX,
DECnet-VAX, or a DECnet/E node can support either a control station or a
tributary device. A DECnet-RT node, on the other hand, can support only a
tributary device on a multipoint line.
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Device controller=control station for multipoint line
(for example, a DV, KDP, KDZ, DMP, or DMV)
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DV DV11-AA/BA synchronous line multiplexer

KDP - KMC11/DUP11-DA synchronous line multiplexer
KDZ KMC11/DZ-11-A asynchronous line multiplexer
DMP - DMP11 synchronous link

DMV - DMV11 synchronous link

Figure 10-1: A Multipoint Line

From the perspective of the control station, the multipoint line and the tribu-
taries connected to it constitute a single line, but the separate paths to each
tributary represent individual circuits. A multipoint line, therefore, has more
than one circuit associated with it. (Figure 2-1 illustrates the relationship
between a multipoint line and the circuits that correspond to its tributaries.)

A tributary supports only one physical link to the control station. From the
tributary’s perspective, the DDCMP line that links it to the control station is
point-to-point. The line and corresponding circuit are therefore equivalent.

In the context of full-routing implementations, whether or not a node supports
a control station or a tributary on a multipoint line is not significant. The
mechanisms for handling data transmission on multipoint lines are transpar-
ent to the modules in the Routing layer of the architecture.

At the control station’s node, a system manager needs to define several
parameters that affect the operation of the multipoint line and its correspond-
ing circuits:

e Tributary addresses. The data base at the control station’s node must
contain correct tributary addresses. The system manager must therefore
record the unique decimal line address of each tributary on the line.

¢ Polling ratios. Whenever necessary, the control station delivers data ad-
dressed to tributaries under its control. In order to handle data originating
from its tributaries, the control station periodically polls them; that is, the
control station periodically asks each tributary whether it has data waiting
to be transmitted. When the control station polls a tributary that has such
data, it allows the tributary to transmit.
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The frequency with which a tributary is polled depends on the frequency of its
data transmissions. For efficiency, the control station polls active tributaries
more often than inactive or dead tributaries. A dead tributary is one that has
not responded within a predefined period of time.

A system manager can exercise control over the polling of specific tributaries.
If for some reason a tributary should not be polled as often as others, the
system manager can issue a command to assign an active polling ratio to that
tributary. A command can also be issued to set a dead polling ratio that
applies to all inactive tributaries.

A polling ratio is a number from 1 to 255. If a tributary’s active polling ratio is
5, the control station passes through the active polling list five times before
polling that particular tributary. (DECnet/E does not implement the polling
technique discussed here.)

10.4.8 Transmission Mode

The system manager sets the transmission mode for every line or circuit
connected to the node. The transmission mode is either half duplex or full
duplex. See Section 2.2.1 for a definition of these terms.

10.5 Operating a Node

10-10

To start up a node, a system manager or operator issues commands from a
terminal to load and activate required DECnet software and to turn on physi-
cal communication lines. In response to the start-up procedure, the local
DECnet software initializes the DECnet software in adjacent nodes connected
by the activated lines (see Section 10.4.2). Shutting down the node reverses
the procedure; commands are issued to halt network activity involving the
local node, to shut off physical lines, and to unload DECnet software.

10.5.1 Controlling the State of a Node

For most implementations of DECnet, a system manager turns a node on and
off by manipulating the node’s state; for example:

NCP:> SET EXECUTOR STATE ON

This command activates the DECnet software at the node currently defined
to be the executor. The executor is the node at which the NCP command
actually executes. The system manager, using an NCP command, determines
whether the executor is the local or a remote node.

Most DECnet implementations define three distinct node states: ON, SHUT,
and OFF.

® ON. The local node is enabled for performing network functions.

e SHUT. The node maintains all existing logical links but does not permit any
new links to be created. When existing links are disconnected, the node’s
state changes to OFF,

® OFF. The local node cannot participate in any network activity, and exist-
ing logical links are aborted.
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10.5.2 Controlling Line or Circuit State

A node cannot actively participate in a network until one or more communica-
tion lines/circuits have been turned on. By issuing an NCP command, a
system manager sets the state of a line/circuit to ON, OFF, or SERVICE:

® ON. The line/circuit is available for use by the DECnet software responsible
for routing data packets. When a line/circuit is turned on, the local node
exchanges initialization messages and, optionally, node passwords with the
remote node at the other end of the line/circuit, provided that the owner of
the line/circuit is NSP, the default condition (see Section 10.4.2).

¢ OFF. The line/circuit is not available for any kind of network activity.

e SERVICE. The line/circuit is available for special network functions only:
down-line loading, up-line dumping, or loopback testing. (Note that some
implementations of DECnet do not recognize SERVICE as a state explicitly
separate from ON; such implementations may impose the SERVICE state
on a line/circuit by their own internal means.)

When a line/circuit is in the ON state, DECnet software exercises the data
link protocol that ensures data integrity and sequentiality for normal network
transmissions. (The standard DECnet protocol for normal traffic is DDCMP.)
In the SERVICE state, a line/circuit transmits data embedded in a protocol
provided for the special network functions. The standard protocol for these
functions is called the Maintenance Operation Protocol (MOP).

10.6 Monitoring Node Activity

At each node, DECnet continuously monitors the current state of the node as
well as its ongoing performance. A system manager can use network manage-
ment utilities to display the following information at a terminal:

e The current state of local and remote nodes and of physical lines

¢ Values currently defined for configuration data base and other static param-
eters

¢ The contents of various counters that DECnet software maintains to track
network performance

In addition to displaying information on request, DECnet automatically logs
certain events both at the operator’s console and in a file. Note that remote
system consoles at executor nodes can monitor operation of the Phase IV
communication servers (the DECnet Router, the DECnet Router/X.25 Gate-
way, and the Terminal Server). Event logging records operational events such
as a line starting up or shutting down. DECnet-RT does not support event

logging.
DECnet uses counters to track other kinds of events and errors. A system
manager can periodically record these counters in a file or display them at a

terminal to obtain detailed statistics on the node’s network activity. Node
counters maintain statistics on logical link operations — for example, how
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many connect requests have been sent and how many received and how many
messages have been sent over logical links and how many received. In Phase
IIT and Phase IV implementations, counters record Routing layer activity as
well — for example, how many errors of different kinds have been found in
packet headers and how many line initialization and line verification failures
have occurred.

Line counters monitor events on individual communication lines. By periodi-
cally checking each line’s counters, a system manager can gauge its perform-
ance and watch out for potential line problems. Line counters record statistics
such as the number of data blocks sent and received successfully, the number
of blocks received with errors and the number of times a tributary has passed
from active to dead state.

After counters have been displayed or recorded in a file, NCP commands can
be issued to set the counters to zero. In this way, a system manager can
manipulate the time span that the counters monitor. For example, a system
manager could set all node counters to zero as programmers begin to test a
network application. At the end of the test, the counters could be examined to
see how the application affected the node’s performance.

Chapter 11 discusses some tools that the system manager can use in testing
network components and in monitoring network activity.

10.7 Down-line Loading

10-12

DECnet-VAX, DECnet-RSX, DECnet-IAS, and DECnet-20 support down-
line loading, which means loading a memory or system image from a file at
one node to a separate target node. The target node is usually an RSX-11S
DECnet node or a communication server node (DECnet Router, DECnet
Router/X.25 Gateway, or Terminal Server. These are memory-only systems
with no disk-based file storage of their own.

NOTE

A DECnet-20 node loads a system image down-line to a speci-
ally adapted RSX-11S node called a DN200, which supports a
card reader and a line printer and which serves as a remote
batch station. The DN20, a communications front-end, is
loaded in the same way.

At a DECnet-VAX, DECnet-RSX-11M or M-PLUS node, the system mana-
ger generates the target system image. Once generated, the image can be
modified by VNP commands at an executor node. The load itself can be
initiated in one of two ways. An operator can issue NCP commands to load
the image down-line to the target node, or an operator at the target can
initiate the load by triggering a bootstrap ROM (read-only memory). (Section
10.7.3 explains these procedures.)

Up-line dumping is a function that complements down-line loading. This
capability is described in Section 11.1.3.
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10.7.1 Down-line Loading Definitions

The down-line loading function is distributed among two or more nodes in a
DECnet configuration. The following definitions clarify the roles played by
the various nodes.

e The command node is the node from which the NCP load commands are
issued.

e The executor node actually executes the NCP commands; it must be
adjacent to the target node.

* The target node receives the system image loaded down the line or dumps
a system image up the line (see Section 11.1.3).

A single node can act as both the command and the executor node.

10.7.2 Down-line Loading Data Base Parameters

For every target node to be down-line loaded, the executor has access to a
permanent data base. Each data base contains default parameters, such as
node verification passwords and other account information, for down-line
loading a specific target node. The system manager can override these de-
faults by providing parameter values in an NCP LOAD command. The
parameters are defined initially at network generation and can be redefined
when necessary.

10.7.3 Performing a Down-line Load

Whether a remote command node or the target itself initiates the load, the
target must have local access to a cooperating program called a primary
loader. This loader is usually contained in a bootstrap ROM (read-only mem-
ory) incorporated in the target. During the down-line load procedure, a series
of programs can be loaded on top of the primary loader. Each program calls
the next until the system image itself is loaded down-line.

The line or circuit between the executor and the target is in a SERVICE state
during the procedure (see Section 10.5.2). Either the system manager expli-
citly sets the state to SERVICE or the DECnet software sets the state auto-
matically. How the state is set depends on the implementation and on the
way a load is initiated.

10.7.3.1 The LOAD Command — The NCP LOAD command is the means of
initiating a down-line load from a remote command node. As soon as the
LOAD command has been issued, an operator at the target must manually
trigger the bootstrap ROM unless the service line’s device controller is a
DMC11 or DMRI11 device. These devices can trigger the target’s primary
loader automatically if the LOAD command passes down the correct password
(see Section 10.7.2). Figure 10-2 illustrates a down-line load initiated by a
command node.
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Legend:
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NICE — Network Information and Control Exchange
NCP — Network Control Program

Figure 10-2: Down-line Load Initiated by a Command Node

10.7.3.2 Target-initiated Down-line Loads — An operator at the target node
can request a load by manually triggering the primary loader. In addition, the
loader is triggered automatically at the completion of an up-line dump from
the target. Target-initiated down-line loads always use the parameter values
defined in the permanent data base for the target. Figure 10-3 illustrates a
target-initiated down-line load.

10.7.4 Down-line Loading and Checkpointing RSX-11S Tasks

DECnet-11M, DECnet-11M-PLUS, and DECnet-VAX support two capabili-
ties relating to a DECnet-11S node. The first is called down-line task loading.
RSX-11S tasks can be stored at a DECnet-11M, DECnet-11M-PLUS, or
DECnet-VAX node and loaded to the RSX-11S node. The second is called
checkpointing, which is a standard RSX-11M capability. An executing
RSX-118 task can be interrupted, copied in its interrupted state up the line,
and then be replaced by a higher priority task loaded down-line from the
executor. When the higher priority task has completed, the interrupted task is
reloaded down-line and allowed to continue executing.
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At a DECnet-11M or DECnet-11M-PLUS node, the operating system regu-
larly checkpoints tasks to local disk storage. However, RSX-11S nodes are

basically memory-only systems, so the only way to checkpoint tasks is
the executor’s disk storage.

to use

These two capabilities give flexibility to an RSX-11S node that would not be
possible without DECnet. To change the set of resident tasks at a stand-alone
RSX-118S system, an operator would have to reboot with a different system

image. See the DECnet-RSX System Manager’s Guide and the
net-VAX System Manager’s Guide for further information.

®

The target’s primary loader is
triggered,* causing a down-line
load request to be sent to the
executor.

Target Noge executor Nog,

Network
Management
Modules

@

Using MOP, network management
modules at the executor ship the
load file to the target.

*An operator triggers the loader manually or the completion of an up-line dump triggers it automatically.

Legend:

MOP — Maintenance Operation Protocol

Figure 10-3: Down-line Load Initiated by a Target Node

Network System Management

DEC-

10-15






Chapter 11
Monitoring and Testing DECnet Performance

Computer networking creates a highly dynamic environment. Applications
and other processes are exchanging information simultaneously over thou-
sands of circuits; functions at various levels are being enabled/disabled; the
status of network components is changing rapidly; internetwork communica-
tions can be making multiple demands for protocol handling; warning condi-
tions can arise and fatal events occur in different regions of the network and at
various levels of network function. And as the number of nodes increases, so
does the volume and complexity of activity.

Maintaining a high level of network availability under such conditions is a
challenge to network management. The network manager must have tools
that report on, diagnose, and correct conditions that could cause performance
degradation or failures. Facilities must also be available for monitoring net-
work operation so as to detect conditions that, if left to develop, could lead to
major communications problems.

Several software tools, both integrated into DECnet and available separately,
are designed to help the network manager in these assignments. The inte-
grated testing tools perform the following functions:

® Test that user-specified nodes are communicating properly and that mes-
sages move over specified circuits and lines without being corrupted

e Test operation of X.25 and SNA Gateways to determine whether or not
protocols are being handled properly

® Trigger memory dumps to help you establish the cause of node crashes

The separately available monitoring tool is a product called Observer. Run-
ning in a DECnet-RSX node, this product alerts you to incipient network
problems and also gathers performance statistics that can help you to recon-
figure and fine tune the network for optimal performance. Each of these tools
is discussed in the following sections.
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11-2

Integrated Testing Tools

The following tools are integrated components of most DECnet implementa-
tions. In other words, when you install DECnet, these testing capabilities are
available.

¢ Loopback testing
e Trace capability
¢ Up-line dump

11.1.1 Loopback Testing

Loopback tests exercise software and hardware by repeatedly sending data
through a number of network components and then returning the data to its
source. Figure 11-1 illustrates the hardware points from which test data may
be looped back to the point of origin. If a test completes successfully, the data
loops back to its source uncorrupted; if a test fails, the data either does not
return to its source or returns in a corrupted state.
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LINE LINE
REMOTE

MODEM

ROUTING LAYER
DATA LINK LAYER

PHYSICAL LINK LAYER
L
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CONTROLLER LOOPBACK
DEVICE
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@ Loopback at controller @ Loopback at hardware loopback
device inserted in line

@ Loopback at modem on controller side
@ Loopback at a remote modem
@ Loopback at modem on line side

Figure 11-1: Hardware Loopback Devices
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A system manager can run variations of the loopback tests to help isolate
network components responsible for losing or corrupting data. Digital software
services personnel routinely run loopback tests after installing DECnet soft-
ware. Successful tests verify that both the software modules and the hardware
equipment of the path tested are operating correctly.

The loopback-testing capability is exercised through the NCP LOOPBACK
command in combination with other NCP commands. Loopback enables you
to check whether or not logical links are properly established between nodes,
whether or not DECnet protocols operate properly within and between nodes,
and whether or not messages are being transmitted properly over the circuits
and lines that you specify.

Figures 11-2 and 11-3 show the NCP commands used in conjunction with
command- and program-initiated node-level loopback tests, respectively. Fig-
ure 11-4 shows the NCP commands used in conjunction with line and circuit
level loopback testing.

Test data is transmitted from a source node to a local modem, a point on a
line connecting two nodes, a remote modem, or to a remote node and looped
back to the source node. Test results that are printed out indicate whether or
not the target network component that you specified (line, circuit, or node)
tested out successfully. Test messages specify the nature of an error condition
that may have caused the test to complete unsuccessfully.

Loopback testing can be performed for general purpose nodes and communi-
cations servers over Ethernet, DDCMP, SNA, or X.25 circuits.

Used in combination, loopback testing of both nodes and circuits can help you
isolate problem areas in the network. Procedures to be observed for each of the
loopback tests are specified in the documentation of each DECnet product.

11.1.2 Trace Capability

The trace capability is useful in defining protocol problems that may arise in
the gateway products that handle internetwork communication, and in the
PSI (Packetnet System Interface) products that enable nodes and non-DEC-
net Digital - systems to communicate over PPSNs. For the DECnet
Router/X.25 Gateway, the trace capability is exercised by means of the NCP
TRACE command; for the DECnet/SNA Gateway, the trace capability is
exercised by means of the SNATRACE utility. These capabilities enable you
to capture and analyze those portions of messages that define how protocols
.are being handled.

Protocol processing by the DECnet Router/X.25 Gateway can be TRACEed at
levels 2 and 3 of the protocol-handling software. Level 2 defines the link access
procedure for data exchange between computers and the data communica-
tions equipment that establishes, maintains, and terminates communications
between computers over a PSN. The level 3 protocol defines the procedures
for formatting and exchanging packets transmitted over a PSN.
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SNATRACE, used for identifying protocol problems that can arise in using
the DECnet/SNA Gateway, enables you to examine protocol handling at the
SDLC circuit level, the physical unit level, and the session level. At the SDLC
circuit level, you retrieve messages on a specified circuit as they pass between
the SDL.C module and the device driver in the Gateway node. At the physical
unit level, you retrieve messages handled by a specified physical unit as they
pass between the SNA module and the SDLC module of the Gateway. At the
session level, you retrieve messages being exchanged within a specified session
as they pass between the SNA and SDLC modules of the Gateway.

Documentation for each of the Gateway products tells you how to use these
facilities.

11.1.3 Up-line Dump

Certain internode relationships in DECnet are characterized by the terms
“executor” and ‘“‘target.” An executor node is one that executes NCP com-
mands that affect adjacent target nodes. Insofar as discussion of the up-line
dump capability is concerned, a target node is either a DECnet RSX-11S
node, or a communications server node. The executor node in both these cases
is usually the one from which the target node’s system was down-line loaded,
or a backup node of similar capability in the event that the original executor
is not available.

The up-line dump capability enables a target node to automatically initiate a
memory dump up-line to the executor node. This will occur when the target
node senses an impending system crash. By analyzing the memory dump,
software specialists can determine the cause of the system failure and take
steps to assure that similar conditions do not arise again.

In order to keep the target node available to the network, the executor node
will automatically down-line load the target’s system upon completion of the
dump. Detailed descriptions of the DECnet facilities that operate in up-line
dumping and of the NCP commands to be used to assure that lines and
circuits specified in the procedure can accommodate the dump are presented
in the documentation of the systems in which the capability resides.

An up-line dump can also be triggered by the system manager at the executor
node at any time, or can be done automatically if the remote system crashes.

11.2 Monitoring Network Operation with Observer

Observer is a software product that monitors the performance of DECnet
networks. Installed in a Phase III or Phase IV DECnet-RSX node, it gathers,
processes, and generates information on network performance. Network
events such as changes in line, link, and node states are displayed as they
occur on a VT100 terminal dedicated to this function; other information is
logged to files that can be processed periodically to produce network perform-
ance reports. A command terminal that offers you a menu-based approach to
network surveillance enables you to display a broad range of information
concerning the state of designated network components. You can, for exam-
ple, retrieve statistical information regarding network operation and also en-
ter commands affecting the reporting relationship between Observer and
specified network components or regions.
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The information that appears on the event display terminal can alert you to
conditions that might cause problems in network operation. Forewarned, you
can then take steps to correct such conditions before major communications
or performance problems develop. If, for example, a message from Observer
notifies you of high data traffic over a specific link, it might mean that certain
nodes are processing and transmitting unexpected data loads or that you
originally specified too low a data rate for that link. Proper action, through
Observer facilities, in respect to the nodes and the link could then improve
performance in that part of the network.

By means of a menu-based approach as shown in Figures 11-5, 11-6, and
11-7, the command terminal enables you to monitor more closely, specific
regions and components of the network and to control Observer operation.

Figures 11-5, 11-6, and 11-7 illustrate just one example of how you can use
Observer to focus in on various network areas and components. Figure 11-5
illustrates the Master Menu that appears on the command terminal. If you
select “A” from this menu, for example, the Network Summary Status Dis-
play (Figure 11-6) appears. This screen, which is updated about every 30
seconds, displays summary information concerning the network being moni-
tored. In addition to presenting identification information, it specifies the
number of nodes reachable and unreachable from the Observer node, the
results Observer obtained, and other statistics gleaned in the most recent
polling cycles. The names of the nodes in the network or network regions are
also displayed. Network regions are user-defined. Analysis of the information
logged by Observer can serve as a basis for reconfiguring the network and
tuning it for optimum performance.
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Figure 11-5: Observer Master Menu

Monitoring and Testing DECnet Performance

11-9



STATUS
[CNSNET--CATNET]

O0BSERVER SUMMARY

Surported Redions:

13:37:14

20-MAY-82

CNSNET | REACHABILITY CHECK POLLING Status Time Success Fail Elig
at Reach: 8 Unreach: 2 Base: WARNING GBZs 3 1 G
13:36| Status: NORMAL E-t: INIT Os 0 0 0

NCSDU1 TELB NCST3 TELF TELG TELH

NODSOSB DRAGON

NCSPAT

NCST

CATNET | REACHABILITY CHECK POLLING Status Time Success
at Reach: 2 Unreach: 1 Base: NORMAL 20s 2 0
13:36 ] Status: NORMAL E-t: INIT Os 0 Q

Fail Elid

el
“

4]

NCSDUM

TELC

DONJON

Kev:

SO-PAGE S1-DETAIL MODE

NEXT ACTION:

Figure 11-6: Observer Summary Status Display

11-10 Introduction to DECnet

NORMAL » ALERT, ERROR

DISABLED




NODE DETAIL DISPLAY

OBSERVER

CNSNET

REGION:

NODE: NCSDV1

SUMMARY STATUS: ERROR

Node’s Data Acauisition is "ENABLED"
Node’s Real-time Display is "ENABLED" .+ « +« + + + « +
Node'’s E-T Data Acauisition is "ENABLED" S e e e
Error if one of following is NO
Node is Reachable . . . + 0 . ’ . . ’ . . . . . . ’ 4 ‘ + ‘ + . + + + 0
Node's Data Acauisition Status is "NORMAL" + « + v « + + 4
Alert if one of following is NO
All LinKks have "“NORMAL" or "DEGRADING" Error Rates + + + « +
All Links have States of "ON" [ T S [ T ST ST SN SN SUNY ST ST SN S S

0 ‘ ‘ ‘ +

NOTE: Ownly Links w/Real-time event-logding ENABLED are considered abouve.

S1-SELECT REG SZ2-SEE NEXT NODE DETAIL RETURN

NEXT ACTION:
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To focus in further, you can summon up a Node Detail Display (Figure 11-7)
for a particular node. As shown in the illustration, this screen displays certain
status information concerning the node selected. If you need still further
information in order to diagnose a problem, you can select another display
directly or go back to the Summary Status display. Detailed information on
the ease with which Observer enables you to move from one screen to another
is contained in the Observer User’s Guide.

Observer monitors nodes, links, end-to-end traffic, and network regions. It
reports three kinds of information:

¢ State information
e Status information

e Statistics

State and status information are identified in Table 11-1. The kinds of statis-
tics gathered and maintained by Observer are listed in Table 11-2. See Ob-
server documentation for details on function, installation, and operation of
the product.

Table 11-1: Observer-maintained State and Status Information

Element State/Status Possible Conditions
Link Link error rate status Normal/Degrading/Degraded/Unusable
Link traffic rate status Normal/High/Low
Link real-time event-logging Enabled/Disabled
status
Link state Initialization/On Line/Unknown/Removed
Node Base system and end traffic Enabled/Disabled

enable status

Node data acquisition status Unreachable/Normal/Unknown/Error

Node traffic rate status Normal/High/Low

Node real-time event-logging Enabled/Disabled

status

Node state Initialization/Normal/Warning/Fatal Error
Region Base system and end traffic Enabled/Disabled

enable status

Node reachability check com- Initialization/Normal/Warning/Fatal Error
pletion status

Base system and end traffic Initialization/Normal/Warning/Fatal Error
polling cycle completion
status
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Table 11-2: Statistics Maintained by Observer

Type of statistic Element Statistics

Time related Node Time base in seconds
Time last data received
Time of last state

Link Time base in seconds
Time last data received
Time of last state change to on

Error related Node Buffer resource errors
Packet format errors
Partial routing update loss
Aged packet loss
Node unreachable packet loss
Out-of-range packet loss
Oversize packet loss
Network errors
Node errors

Link Data blocks sent
Data blocks received
Collision detect check
Failure (Ethernet only)
Data errors outbound
Local reply timeouts
Data errors inbound
Local buffer errors
Unknown frame destination (Ethernet only)
Congestion loss
Selection timeouts
Resets
Link error level
Link down

Traffic related Node Bytes received
Bytes sent
Node traffic level (bytes)
Packets received
Packets sent
Node traffic level (packets)

Link Link traffic level (bytes)
Link traffic level (packets)
Bytes sent
Data blocks sent
Data blocks received
Transit packets sent
Originating packets sent
Blocks deferred (Ethernet only)
Blocks sent with collision (Ethernet only)
Bytes received
Transit packets received
Terminating packets received
Multicast blocks received (Ethernet only)
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A

Aborting a logical link, 5-8

Access control, 4-6, 10-6
connect block information, 5-3
for remote file access

terminal operations, 6-6

for remote file access programs, 6-4

Access methods
for X.25, 8-4

Address
node, 2-1
source, 2-1

ALL-IN-1, 9-7

Applications, 9-1
accounting/financial subsystem, 9-1
ALL-IN-1, 9-7, 9-15
billing and delivery scheduling, 9-2
component inventory, 9-2
controlling a logical link, 9-6
COPY command, 9-7
DECnet/SNA gateways, 9-13
destruction of a logical link, 9-6
establishing a logical link, 9-5
file transfer, 9-6
logical links, 94
manufacturing subsystem, 9-1
marketing subsystem, 9-1
network virtual terminals, 9-11
order entry, 9-2, 9-4
packet-switching networks, 9-3
Phone, 9-14

Applications (Cont.)
production scheduling, 9-2, 9-4
raw materials inventory, 9-2
remote file access, 9-11
SET HOST command, 9-11
task-to-task communication, 9-3
terminal facilities, 9-13
TLK, 9-14
X.25, 9-13

B
Buffer size, 10-7

Bus topology, 3-13
see also Ethernet

Cc

Carrier Sense Multiple Access with
Collision Detection, 3-13
CFE, 10-3
Checkpointing RSX-11S tasks, 10-14
Circuit cost, 2-7
see also Path cost
Circuit states
how to control them, 10-11
Circuits, 1-1
configuration factors, 3-12
counters, 10-11
DECnet/SNA, 8-9
definition, 2-3
modifying parameters, 10-8
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Circuits (Cont.) DECnet (Cont.)

multipoint connections, 3-12 definition, 1-1
multipoint parameters, 10-8 development phases, 1-7
point-to-point connections, 3-12 distributed data bases, 1-9
SDLC, 8-9 environments, 3-2
X.25, 8-3 flow control, 4-6, 5-7
Communicating with foreign vendors, 1-9 link service messages, 4-6
see also Gateway access local area networks, 3-4
Communications servers, 3-11 logical link creation, 4-2
DECnet/SNA Gateway, 3-12 network management, 1-3, 10-1
Router server, 3-11 performance, 11-1
Router/X.25 Gateway, 3-12 resource sharing, 1-9
terminal server, 3-11 sending and receiving data, 5-6
Configuration, 3-1, 3-13 task-to-task calls, 5-1
data bases, 10-3 terminal facilities, 7-1
environments, 3-2 testing tools, 11-1
line and circuit characteristics, 3-1, topology, 1-3
3-12 wide area networks, 3-2
local area networks, 3-4 DECnet phases
major factors, 3-1 configuration factors, 3-8
node characteristics, 3-1, 3-8 DECnet Router/X.25 Gateway, 8-5
wide area networks, 3-2 trace facility, 11-3
Configuration File Editor, see CFE DECnet/SNA
Connect block, 5-2 capabilities, 8-9
see also Connect request circuits, 8-9
parameters, 5-3 communications, 8-7
Connect request, 5-2 environments, 8-8
see also Logical links loading software, 8-9
CSMA/CD, 3-13 DECnet/SNA Gateway, 3-12, 8-1, 8-7
implementations, 3-12, 8-9
D trace facility, 11-3
Dedicated nodes, 3-10
Data bases Defining configuration parameters, 10-5
configuration, 10-3 Defining network parameters, 10-1
distributed, 1-9 see also Network management
Data link independence, 1-4 DELNI, 3-6
Data link mapping (DLM), 8-4 see also Ethernet
Data links DEQNA, 3-5
layers, 1-6 see also Ethernet
protocols, 2-5 DEUNA, 3-5
Data types, 4-5, 5-6 see also Ethernet
for remote file access, 6-5 Digital Data Communications Protocol
DCE, 8-2 (DDCMP), 2-5
DDCMP, 1-4 Digital Network Architecture
Decentralization, 1-1 protocols, 1-6
DECnet Digital Network Architecture (DNA), 1-4
accepting/rejecting logical link requests, interfaces, 1-5
5-6 layers, 1-5
applications, 9-1 DLM, see Data link mapping
capabilities, 1-1, 4-1 DNA dump/load protocol, 2-4
Phase III, 1-7 see also Ethernet circuits
Phase IV, 1-8 DNA remote console protocol, 2-4
concepts, 2-1 see also Ethernet circuits

configurations, 3-1

Index-2



DNA routing protocol, 2-4
see also Ethernet circuits
DNA, see Digital Network Architecture
Down-line loading, 1-3, 10-2, 10-12
see also Network management
checkpointing RSX-11S tasks, 10-14
data base parameters, 10-13
how to do one, 10-13
target initiated, 10-14
terminology, 10-13
DTE, 8-2

End Communication layer, 1-6
End node, 3-9
see also Routing
Ethernet
circuits, 2-4
configurations, 1-3
data link independence, 1-4
definition, 3-4
hardware, 3-5
network adaptors, 3-5
protocols, 2-4, 2-5
supported node types, 3-7
the specification, 3-4
Event logging, 10-11
Executor node, 11-7

F

Fiber optic link, 3-6

Fictional Corporation, 9-1
see also Applications

-File access listener, 6-2

File characteristics, 6-4
access method, 6-5
data types for remote file access, 6-5
file organization, 6-5
record attributes, 6-5
record format, 6-5

File protection, 6-6

File specifications, 6-4
for remote files, 6-7

File transfer, see also Remote file access,

1-9

Flow control, 4-6, 5-7
buffer space, 4-6

Full duplex, 2-4
see also Half duplex

Full-function node, 3-9, 3-10
see also Routing

G

Gateway access, 1-4
see also DECnet/SNA and X.25
General purpose nodes, 3-10, 3-12

H

'H4000 transceiver, 3-5

see also Ethernet
Half duplex, 2-4
see also Full duplex
Handshake procedure, 4-2, 6-3
see also Logical links
Hops, 2-6
see also Routing
modifying the parameter, 10-7

IBM SNA network, 8-1

Indexed file organization, 6-5

Initialization messages, 10-6

Integrated testing tools, 11-2

Interfaces, 1-5

International Standards Organization
(IS0), 1-4

Internetwork communications, 8-5

Interrupt data, 4-5, 5-7

ISO, see International Standards
Organization

L

Line states
how to control them, 10-11
ON, OFF, SERVICE, 10-11
Lines, 2-3
configuration factors, 3-12
counters, 10-11
line identification, 10-7
multipoint, 3-12
multipoint parameters, 10-8
point-to-point, 3-12
polling, 3-13
transmission modes, 2-4
Link addresses, 4-4
see also Logical links
Link identifier, 4-4, 5-3
see also Connect block
see also Logical links
Link service messages, 4-6, 5-7
Load command, 10-13
Local area networks, 3-4
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Logical link identifier, 5-6

Logical links, 4-1
aborting a link, 5-8
accepting/rejecting requests, 5-6
creation, 4-2
identification, 4-4
requesting a link, 5-2
sample application, 9-4
terminating a link, 5-7
use, 4-2

Loopback test, 11-2
hardware devices, 11-2

MAIL command, 9-15
Management utilities, 10-2
CFE, 10-3
NCP, 10-2
VNP, 10-3
Manchester physical channel encoding,
2-5
Modifying routing parameters, 10-7
Monitoring and controlling the network
node activity, 10-2, 10-11
Observer, 11-7, 11-12
testing, 11-1
Multipoint lines, 1-3

N

NCP, 10-2
Network Application layer, 1-5
Network command terminals, 7-2
Network Control Program
see NCP
Network File Transfer (NFT), 6-2, 6-5
Network generation, 10-1
see also Network management
Network Generation Planning, 10-4
Network management, 1-3, 10-1
down-line loading, 1-3
functions, 10-1
problem isolation, 1-4
utilities, 10-2
Network Management layer, 1-5
Network object parameters, 10-6
see also Object types
Network specifications, 5-5
see also Connect block
Network virtual terminal (NVT), 7-3
sample application, 9-11
NFT, see Network File Transfer
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Node
address, 2-1, 10-6
configuration characteristics, 3-8
counters, 10-11
DECnet phases, 3-8
dedicated, 3-10
definition, 1-1, 2-1
executor, 11-7
general purpose, 3-10, 3-12
generation, 10-2, 10-5
names, 2-3
target node, 11-7
Node names, 2-3, 10-6
Node operation, 10-2, 10-10
see also Network management
Node states
how to control them, 10-10
ON, SHUT, OFF, 10-10
Node verification passwords, 10-6
Normal data, 4-5, 5-6
NVT, see Network virtual terminal

o

Object name, 5-3
see also Connect block
Object, type, 5-3
see also Connect block
reserved, 5-4
unreserved, 5-4
Observer, 4-6, 11-1
master menu, 11-8
node detail display, 11-12
operations, 11-7
state and status information, 11-12
summary status display, 11-8
table statistics, 11-13

P

Packet assembly/disassembly facility
(PAD), 8-6
see also X.25
Packet-switching data network (PSDN),
1-4, 8-1
definition, 8-2
Packetnet System Interface (PSI), 8-1,
8-5
trace facility, 11-3
PAD
see Packet assembly/disassembly
facility
Parameters
routing, 10-7



Passwords, 10-6
Path cost, 2-7
see also Routing
modifying the parameter, 10-7
Path length, 2-6
see also Routing
Permanent virtual circuits, 8-4
see also Circuits
Phone, 7-1
sample application, 9-14
Physical channel encoding, 2-5
see also Ethernet
Physical Link layer, 1-6
Physical links, 1-1
Polling, 3-13
see also Lines
ratios, 10-9
PRO/DECnet, 3-8, 5-1
sample application, 9-16
Problem isolation, 1-4
Protection code, 6-4, 6-6
Protocols
byte-oriented, 2-5
data link, 2-5

Digital Data Communications Protocol

(DDCMP), 2-5
DNA, 1-6
user-created, 1-7
PSDN, see Packet-switching data
network
PSI
see Packetnet System Interface

R

Random file access, 6-5
Receive password, 10-6
Record access, 6-9
Record attributes, 6-5
Record format, 6-5
Relative file organization, 6-5
Remote command file submission, 6-7
Remote file access, 1-9, 6-9
access control, 4-6, 6-6
command file submission, 6-7
file specification, 6-4
file systems, 6-3
file transfer application, 9-6
functions, 6-2, 6-6
initiating access, 6-3
open call, 6-4
programming applications, 6-1, 6-2
record access, 1-3
sample application, 9-11

Remote file access (Cont.)
terminal operations, 6-1, 6-5
Remote job entry (RJE), 3-12, 8-9
see also DECnet/SNA
Repeater, 3-6
local, 3-6
remote, 3-6
Repeater, see also Ethernet
Resource sharing, 1-9
Retransmission of data, 4-5
Router server, 3-11
Router X.25 Gateway, 3-12
Routing, 1-3
buffer parameters, 10-7
configuration factors, 3-9
definition, 2-5
end node, 3-9
Ethernet messages, 2-5
full-function node, 3-9
path determination, 2-5
specifying parameters, 2-8, 10-7
terminology, 2-6
timing parameter, 10-7
X.25 messages, 2-6
Routing layer, 1-6

S

SDLC, 8-9
Segment acknowledgment, 4-5
Sending and receiving data, 5-6
Sequential file access, 6-5
Sequential file organization., 6-5
Session Control layer, 1-5
SET EXECUTOR STATE command,
10-10
Source address, 2-1
Source program, 4-2, 6-2
see also Logical links
State and status information, 11-12
Switched virtual circuits, 8-4
see also Circuits
System management, see Network
management

T

Target node
for up-line dumps, 11-7
Target node identifier, 5-3
see also Connect block
see also Node address
Target program, 4-2, 6-2
see also Logical links
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Task-to-task communication, 1-3, 5-1
access control, 4-6
DECnet calls, 5-1
for DECnet/SNA, 3-12
functions, 5-2
sample application, 9-3
Terminal communications, 1-3
Terminal facilities, 7-1
interactive terminal communications,
7-1
network command terminals, 7-2
Network virtual terminal (NVT), 7-3
Phone, 7-1
sample application, 9-13
TLK, 7-2
Terminal server, 3-11
Terminating a logical link, 5-7
TLK, 7-2
sample application, 9-14
Topology, 1-3
Trace, 11-2, 11-3
Transmission modes, 2-4, 10-10
Transmission speeds, 3-3
Transmit password, 10-6
Tributary addresses, 10-9

U

Up-line dump, 10-12, 11-2, 11-7
User layer, 1-5
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Virtual Network Processor, see VNP

w

Wide area networks, 3-2
examples, 3-4

X

X.25, 1-4, 3-12, 8-1
access methods, 8-4
circuits, 8-3
definition, 8-1
DTEs and DCEs, 8-2
levels, 8-2
native mode, 8-5
X.25/X.29 extension package (XEP), 8-1
for VAX-11, 8-5, 8-6
X.28, 8-6, 8-7
see also X.25
X.29, 8-1, 8-5, 8-7
see also X.25
X.29 Virtual Terminal Driver, 8-6
see also X.25
X.3, 8-5, 8-7
see also X.25
XEP
see X.25/X.29 extension package

3270 terminal emulation, 3-12, 8-9
see also DECnet/SNA
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