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into a call parameter profile or template (see Section 1.3.1). The user interface to the X.25
packet level in Phase V uses the template as a mechanism that allows the invocation of
default characteristics for outgoing calls and discrimination criteria for incoming calls on
X.25 circuits. Service specific templates are held in appropriate databases and maintained
by network management.

9.3.1 Basic Features of the Packet Level
9.3.1.1 Logical Channels

X.25 circuits are defined in terms of logical channels at Level 3. Each logical channel has
a unique identifier in the packet header. The range of channels which can be used by the
DTE is specified by the network administrator.

9.3.1.2 Virtual Circuits

The packet level establishes a virtual circuit in response to a user request. Logical channels
are used to offer permanent virtual circuit (PVC) and switched virtual circuit (SVC) user
facilities.

A PVC is a permanent association between two DTEs. A DTE can send and receive
packets to and from the associated DTE at any time. A logical channel is permanently
assigned to each permissible PVC. The number of permissible PVCs is agreed with the
PSDN administrator.

An SVCis a temporary association between two DTEs. It is initiated by a DTE sending
the network a call request packet containing the destination address. A logical channel is
allocated to the SVC at this time. On receipt of the call request packet the PSDN will send
the called DTE an tncoming call packet on a free logical channel. If the call is accepted
the virtual circuit enters the data phase and date packets can be transferred.

9.3.1.3 Flow Control and Packet Sizes

The PSDN uses flow control in order to control the rate at which it accepts packets.

X.25 has independent flow control for each direction of transfer on a logical channel,
implemented at both the DTE and the DCE by employing a window mechanism. The
window size represents the maximum number of sequentially numbered data packets that
may be outstanding at any given time.

The More Data bit (M-bit) indicates to the destination DTE the boundaries of the
“original” data packet. A larger packet may be sent from the DTE (or the DCE) as
a sequence of consecutive, maximum length packets with the More Data bit set to on
followed by the last packet, with the More Data bit off. As the maximum data packet
size can be specified independently at each end of a circuit, their difference can cause
the number of packets arriving at the destination to be greater or less than the number
originally sent.

The window and packet sizes can remain fixed as agreed at subscription time or an op-
tional facility called the Flow Control Parameter Negotiation allows negotiation of window
and packet sizes on a per virtual circuit basis.
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9.3.1.4 Interrupting

The normal packet sequence can be bypassed by use of interrupt packets. Interrupt packets
are non-sequenced, carry up to 32 octets of user data and can be delivered even when the
destination DTE is not accepting normal data packets.

The initiating DTE receives an interrupt confirmation packet for every interrupt packet
1t sends, implying that the interrupt has been received and acknowledged at the destination
DTE/DCE interface. Each interrupt packet must be confirmed before another is sent.

9.3.1.5 Resetting

The reset facility 1s used to reinitialize a PVC or an SVC in the data phase. It removes all
data and interrupt packets, (for both directions of that circuit), that may be in the PSDN.
Reset can be initiated by either DTE or by the PSDN by sending a reset request packet.
The initiating DTE or DCE receives a reset confirmation packet to indicate resetting has
completed.

Resetting can cause the loss of packets that have been previously acknowledged at
the local interface. Therefore the user of Level 3 has to participate in the recovery and
re-synchronization following a reset.

9.3.1.6 Clearing

A called DTE has the choice of accepting or rejecting the call; the latter by using a clear
request packet . (The calling DTE will then receive a response indicating whether or not
the called DTE has accepted the call.)

Either DTE may clear an established call by sending a clear request packet. In response
the DCE sends a clear indication packet to the remote DTE. The remote DTE replies with
a DTE clear confirmation packet to the DCE which then sends a DCE clear confirmation
packet to the DTE that initiated the clear. The logical channel at either end is deassigned
after the sending or receipt of the respective clear confirmation packet.

9.3.1.7 Restarting

A restart is used to clear all virtual circuits at the DTE/DCE interface. A restart indication
packet from the DCE forces all virtual circuits at a DTE to be cleared. A DTE sends a
restart indication packet to the DCE as part of its initialization procedure.

9.3.2 Optional Facilities of the Packet Level

The X.25 Recommendation defines a number of Optional User Factlities for use between a
DTE and DCE, enhancing the features available to user programs. Some of these facilities
are briefly described below.

The X.25 Recommendation categorizes some optional user facilities as being applicable
on a per virtual call basis. Others have to be agreed with the PSDN administrator and
therefore remain in force for the duration of the agreement with network management.
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9.3.2.1 Closed User Groups

The CUG facility enables the formation of groups of DTEs. Access to a DTE is limited to
members of the groups to which the DTE belongs. A CUG allows various combinations of
accessibility of member DTEs, including; outgoing access allowed, incoming access allowed,
outgoing calls barred, incoming calls barred and selection of a CUG on a per call basis.

A special case called the bilateral CUG enables pairs of DTEs to access each other while
limiting access to or from other DTEs that have not made bilateral associations.

9.3.2.2 Call Redirection

This facility allows redirection of calls destined to a DTE that is out of order, busy or
that has an explicit request set up to redirect all calls. Additional capabilities includes
specifying a list of alternative DTEs to try, and specifying a logical chain of DTEs for
continued redirection.

9.3.2.3 Network User Identification

This facility allows the DTE to provide information to the PSDN for security, network
management or billing purposes on a per call basis. The DCE can clear a call on the basis
of unsatisfactory identification.

9.3.2.4 Call Charging

A DTE which subscribes to Reverse Charging Acceptance agrees to accept incoming calls
which request reverse charging. A DTE subscribing to Local Charging Prevention optional
facility prevents the establishment of calls which the user must pay for. Charging Informa-
tion is a facility that allows the DCE to indicate to the “DTE to be charged”, information
that will allow it to calculate the charge. It can be applied on a per call basis or can be
subscribed to apply to all calls for which the DTE will be charged.

9.4 X.25 Gateway Access

The X.25 Gateway Access facility enables programs in any host DNA system, containing
a Gateway Access Module, to gain access to an X.25 PSDN. It also enables incoming calls
to be directed to a user process residing at the host DNA system.

Gateway operation is accomplished by establishing a connection between the Gateway
Access Module and a DNA system that is a DTE on an X.25 PSDN. Such a DNA system
is termed the Gateway system. Programs using an X.25 gateway can access all the facilities
available at the DTE. Figure 9.1 illustrates the X.25 Gateway Access facility.

The communication between the Gateway Access Module and the Gateway system

is over a DNA Session Control connection and is based on the Gateway Access Protocol
(GAP) .
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Figure 9.1: The X.25 Gateway Access Facility
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The Gateway Access Protocol defines messages that accomplish remote access of the
X.25 Level 3 service interface functions. Messages are sent and received on the Session
Control connection between the host system and the Gateway system.

The GAP message-types reflect functions available at the Level 3 interface and include
those for:

e Opening a PVC

e Making outgoing calls

Accepting and rejecting incoming calls

Clearing calls

Resetting calls

Transferring data

Sending and receiving interrupt data

Indicating failure conditions on a virtual circuit

9.4.1 X.25 Gateway Access Operation

A GAP dialogue between an X.25 Gateway Access Module and a Gateway system over a
Session Control connection begins with a user-written program opening a port (by placing
an Open Port call to the Gateway Access Module). It ends with the closing of the port by
the program.

Service calls by a user-written program to the X.25 Gateway Access Module are trans-
lated into GAP messages and sent to the Gateway system. Similarly, events at the packet
level interface of the Gateway system are translated into GAP messages to be received by
the Gateway Access Module. Three processes are involved in the X.25 Gateway operation:

e The User process, in a host DNA system, that accesses X.25 Level 3 functions by
issuing calls to the X.25 Gateway Access Module (resident in the same system).

e The X.25 Gateway Server process, in the Gateway system, that exchanges GAP
messages with the X.25 Gateway Access Module (over the Session Control connection
with the “host” system).

¢ The Remote DTE process on the remote X.25 system with which the Gateway system
communicates over an X.25 virtual circuit.

When a port is opened by the User process, information in an associated template
specifies whether the User process requires a PVC, wishes to make an outgoing call or
wishes to receive incoming calls. Opening a port causes a Session Control connection to
be established and the appropriate GAP message to be sent to the Gateway system.

Subsequent GAP messages depend on what was invoked. For example, a successful
outgoing call results in a message that indicates confirmation of the remote system having
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accepted the call. Data transfer can then proceed between the User process and the Remote
DTE process on the remote system (as can other operations that are valid while in the
X.25 data phase).

Either the User process or the Remote DTE process can initiate shut down of the
association. Failures at the PSDN can also result in loss of connection between the two
processes. The Gateway Access Module reports such events to the User process.
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Network Management

DNA network management allows system or network managers to control and monitor the
operation of a DECnet network. It allows network operating parameters to be configured
where configuration is necessary, or for fine tuning of these parameters following auto-
configuration. It allows the manager to startup and shutdown network components as
needed. It allows the network to be monitored, providing information related to network
traffic and performance. This data, collected in real time, can be reduced offline to produce
statistical and auditing information. It may also play a role in long term network planning.
DNA network management can provide information warning network managers of faulty
or failing network components, both hardware and software. The facilities provided allow
network problems to be detected. Following detection of a problem, a faulty component
can be isolated from the network, returning to service once repaired.

DNA network management is developed within the framework of a distributed system
management model. This design approach provides the following benefits:

e Network management is consistent across the architecture, which in turn allows prod-
ucts developed by different sources to be managed in a consistent way.

e Network management is modular, which allows systems to be as simple or as complex
as appropriate to the services they provide their users.

e Network management is extensible, which allows new functions to be added to DNA
and managed consistently with existing functions.

DNA fully defines the network management capabilities of each architectural layer or mod-
ule.

Management of a DECnet network can either be distributed or centralized. Where it is
distributed, the extent to which it is distributed can be controlled. A DECnet network can
be managed by a human operator at a terminal, or by specialized network management
programs. DNA defines a set of primitive management functions which can then be com-
bined and tailored to meet the specific requirements of a particular network configuration
or administration.

DNA network management is designed to utilize other DNA services using standard
interfaces, for example the DNA Naming Service or the Session Control layer. In general,
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management functions are performed in the upper layers of DNA. The services of the
Data Link layer are used directly to allow basic management operations such as loading
and dumping when not all network protocols are operating, for example during system
initiahization or failure.

DNA Phase V 1s based upon the emerging international standards for network manage-
ment. However, the current draft proposals do not cover all aspects of managing networks.
In cases where standards are not currently being developed, DNA uses proprietary solu-
tions with the intention to migrate towards international standards when these become
available.

10.1 DNA Network Management Model

DNA network management is designed within the framework of a distributed system man-
agement model. The model defines in a general way the management components in a
distributed system and the interfaces between them. There are two major components: di-
rectors and entities. Directors are defined as the management software used by a network
manager. Entities are the components that make up the network and which are managed.
Figure 10.1 illustrates the model.

Network
Manager
Director o
Service interface
A
& Service )
€ Entity
Management n Element
Protocol t

Client interface

Figure 10.1: DNA Network Management Model —~ Functional Components

DNA network management is used through a director. Directors, if they are to be used
by human operators, provide a user interface for this purpose. They interpret commands
entered at a management console, send these commands to a target entity for processing
and present the results back to the console. An entity has two logical parts: a service
element and an agent. The service element performs the primary functions of the entity, for
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example, provision of a layer protocol, while the agent provides the management interface
to the entity.

All directors use common mechanisms to communicate with the entities they manage.
The same director can manage local entities, and remote entities on many different systems.
If the managed entity resides on the local system, the director may use a local interface to
access 1t. If it resides on a remote system, a management protocol is used.

The management information and operations that pass between directors and entities
are described below:

Directives. Directives are the management commands issued by a director to an entity.
They allow a director to read and alter an entity’s management attributes, or to
request it to perform a specific action.

Attributes. An attribute is a piece of management information maintained by an entity.
Each attribute has a name allowing it to be accessed by management. There are a
number of different attribute types, listed below:

e Identification. An identification attribute identifies an entity to network man-
agement.

e Characteristics. Characteristic attributes allow a manager to control the op-
erating parameters of an entity. For example, the parameters which determine
the DDCMP polling rate, or the cost of a Routing circuit. In general, charac-
teristics take default values when the entity is created, but these values may
subsequently be changed only by network management commands.

e Status. Status attributes allow a manager to inspect the current state of an
entity. Unlike characteristic attributes, status attributes may change without
management intervention, for example, in a protocol entity to reflect the chang-
ing state of a connection.

e Counters. Counters are attributes whose value indicates the number of times
an operation has been performed by an entity, or a particular condition has been
detected.

Events. An event is an occurrence of a specific normal or abnormal condition. For exam-
ple, the discarding of a data NPDU by the Network layer because the destination is
unreachable.

10.1.1 Entity Hierarchy and Naming

A DECnet network is constructed out of many manageable components — the more systems
in the network, the more manageable components there are. To allow management of large
networks, the components must be organized into a logical structure, and named in a way
that allows a manager to deal with the complexity. The organization defined in DNA is a
hierarchical one with parent entities “above” their children in the hierarchy.

Each computer system in a DECnet network is a top-level component which is repre-
sented to network management by the node entity. A node entity is assigned a name which
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s unique throughout the network. This forms the basis for assigning names to “lesser”
entities in the system which will themselves have network-wide uniqueness. Node names
are registered with the DNA Naming Service together with an address by which the system
can be reached.

Below the node entity are module entities. Modules comprise a group of network
functions which together provide a particular service. For example, DNA defines Routing,
OSI Transport and DDCMP modules, and many others. There is only one occurrence, or
instance of a module entity in a node. For this reason, modules can be uniquely identified
within a node by their class name, for example “DDCMP”, and no further qualification
by instance name is required.

At the next level down in the hierarchy are subordinate entities, or sub-entities. These
are defined to allow management of some part of a module’s functions. The DDCMP
module, for example, maintains Link sub-entities for each communications link over which
the protocol operates. “Link” is the class name of the sub-entity. Each instance of the Link
sub-entity requires further identification, to allow it to be distinguished from the others.
Further levels of sub-entity can be defined for each entity.

The entity hierarchy is used to form an entity name. An entity name comprises a global
part and a local part. The global part consists of the node entity name which identifies
the node in the network. The local part identifies the entity within the node. The local
name is a derived from the class name and instance name (if applicable) of the entity itself
and those of its parent entities, up to the level of the node entity. This is similar to a fully
specified mailing address, where the hierarchy might consist of the country, state, city,
street, house and individual.

A directive for an entity in a remote system is sent to the node agent of the system
and includes the entity name. The node agent uses the local part of the name to identify
a sub-entity to handle the directive. This process may be repeated by sub-entities on any
remaining portion of the name until the target agent is reached.

The entity hierarchy is defined to allow network components be uniquely identified for
management purposes. It imposes no restrictions on the actual management organization
of a DECnet network.

10.2 Network Management Operation

This section gives an overview of the major Phase V network management components and
operation.

10.2.1 Common Management Information Protocol (CMIP)

The DNA Common Management Information Protocol, or CMIP, provides an encoding of
the network management operations which can be performed on entities, and their param-
eters. DNA CMIP is based closely on the emerging ISO CMIP standard, currently at a
draft stage. It is in fact the combination of two protocols — the Management Information
Control and Ezchange (MICE) protocol, used between a director and a node agent, and the
Management Event Notification (MEN) protocol. DNA CMIP is a simple Application layer
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request-response protocol which operates over DNA Session Control. It replaces the Net-
work Information and Control Exchange (NICE) protocol of DNA Phase IV, and provides
operations to get and set management attributes, to request execution of management
actions and to report events.

10.2.2 Event Logging

DNA provides mechanisms which enable the event information generated by entities to be
distributed to points in the network where it can be stored or analyzed. DNA Phase V
event logging is an extension of the facilities available in Phase IV, and consists of the
following components:

e Sources
e Sinks
e Event dispatchers (EVD)

Event sources are the DNA entities that detect events and initiate the production of event
reports. Event sinks are the consumers of event information. They are entities that process
this information, or simply store or display it. Phase V event logging allows an arbitrary
number of sinks, possibly with each providing different features.

An event dispatcher, or EVD, serves as an intermediary between sources and sinks.
Each node in the network, if it reports events, has an EVD. Entities in the node post
event records to the local EVD which is responsible for buffering the information and
distributing it to event sinks. Network management can control the operation of an event
dispatcher. Event streams may be created which define the sinks for event information,
and event filters which define the event subset reported to each sink. Further filtering of
events may be carried out at the sink. This permits certain event sinks to be restricted to
the processing of particular events. Event generation may be turned off at the source. The
Management Event Notification protocol is used to carry event reports between an EVD
and an event sink.

10.2.3 Maintenance Operations Protocol (MOP)

Maintenance operations are special, primitive functions that must be available in a system
without the services of the higher layers of DNA, for example if the system is initializing
and not fully operational. DNA defines a simple management protocol for use in these
circumstances called the Maintenance Operations Protocol, or MOP. MOP is a client of
the Data Link layer, requiring only minimal data link protocol support; the MOP modules
handle all message acknowledgment, time-out and retransmission functions. The following
maintenance functions are defined:

Down-line loading. The down-line load function allows a memory image to be sent to a
directly connected, or adjacent system. If the image is that of a program, the function
allows program execution to be started at a specified memory address following the
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load. On a CSMA/CD data link, a system can multicast its load request and select
the first system that responds as the server.

Up-line dumping. The up-line dump function allows the contents of memory to be sent
to an adjacent system. On a CSMA/CD data link, a system can multicast its dump
request and select the first system that responds as the server.

Link loopback testing. MOP tests communication links by looping a test message at
various points in the physical connection. By moving the loopback point and isolating
components, a manager can diagnose link problems.

System console control. MOP can be used to control remote, possibly unattended sys-
tems through emulation of a console terminal. This allows the remote system to be
restarted using a “Boot” command.

10.2.4 Network Control Language (NCL)

DNA defines a command line interface to directors, called NCL. NCL is new to DNA
Phase V, replacing the Network Control Program (NCP) of Phase IV. NCL gives access
to the directives defined for all of the entities in DNA.

NCL specifies the general syntax rules for network management commands, and for
display of subsequent responses. An implementation of NCL takes input from a terminal
.and causes directives to be 1ssued to entities using MICE protocol messages. The NCL
command syntax consists of a verb, entity name and a sequence of argument identifiers or
1dentifier-value pairs. The following examples illustrate the syntax:

Set Node Engineering.Reading Routing Circuit DMC-1 L1 Cost 10
Show Node Engineering.Reading DDCMP Link DMC-1 Counters

NCL permits the use of wildcarding at various points in the command. This can be used
to effect a management operation at many instances of an entity class on a single node.
For example, if DMC-1 was replaced by * in the Show command above, all DDCMP Link
entities on node Engineering.Reading would return their Counter values.

NCL provides commands that invoke calls to the DNA Naming Service, for example to
register a node in the namespace. Additionally, NCL permits management of a Phase IV
system from a Phase V system. Phase IV style NCP commands are introduced by the
keyword “NCP”.
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DINA Applications

DNA supports a wide range of applications, from general purpose network-wide applica-
tions such as file transfer and virtual terminals, to highly specific distributed applications
written to solve particular customer problems. Digital currently offers a large number of
widely-used application protocols with DNA. This chapter briefly describes some of those
application protocols. Note that all Phase IV applications will continue to run on Phase V
systems.

11.1 Heterogeneous File Access and Transfer

DNA provides the Data Access Protocol (DAP) for accessing and transferring files in a
heterogeneous DECnet network. DAP provides the following functions and features:

e Supports heterogeneous file systems.

¢ Retrieves a file from an input device (disk file, terminal, etc.).

e Stores a file on an output device (magtape, printer, disk file, etc.).
e Transfers files between systems.

e Supports creation, deletion, and renaming of remote files.

e Lists directories of remote files.

¢ Recovers from transient errors and reports fatal errors to the user.
¢ Allows multiple data streams to the same remote file.

e Submits and executes remote command files.

e Permits sequential, random, and indexed {ISAM) access of records.

e Supports wildcard file specification for sequential file retrieval, file deletion, file re-
naming, and command file execution.
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e Permits an optional file checksum to ensure file integrity.

DAP i1s designed to minimize protocol overhead. For example, the file transfer mode
eliminates the need for DAP control messages once a data file flow begins. Also, small file
records can be blocked together and sent in one large message.

Two cooperating processes exchange DAP messages: the user process and the server
process that acts on the user’s behalf at the remote system. User I/O commands accessing
a remote file are mapped into equivalent DAP messages and transmitted via a transport
connection to the server at the remote system. The server interprets the DAP commands
and actually performs the file I/O for the user. The server returns status and data to the
user.

11.2 Network Virtual Terminals

The Network Virtual Terminal Service consists of the following:

¢ A functional model of a terminal (virtual terminal) for access through the network.
This model is known as the network command terminal.

o A set of protocols for communicating between a host system, with an application
program running, and a server system, with a terminal directly attached.

The Network Virtual Terminal Service provides these functions and features:
e Distributes terminal handling functions between two systems.

e Supports heterogenous host systems. Different operating systems can cooperate via
common protocols, and a host operating system can manage a terminal in its own
way, regardless of which operating system runs in the server.

e Allows a server to connect to a specified host or a host to a specified remote terminal.

e Provides terminal input/output and characteristics management functions at the
operating system services level. These include:
— Accept input even if the program has not issued a read request (typeahead).

— Take action on certain characters immediately as keys are struck (out-of-band
character processing).

— Recognize ANSI standard escape sequences on input and output.

Read and set terminal device characteristics.

e Offers standard terminal services, featuring good performance and device indepen-
dence. Optionally, offers methods of controlling the terminal’s behavior in consider-
able detail.
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The virtual terminal service is realized by a pair of protocols, CTERM and FOUND.
FOUND provides connection management and a transparent data transport capability
over which a number of terminal usage models may co-exist (for example: command mode,
editor mode, forms mode). CTERM implements the model of a command terminal which
is the common mode of access to command language processors such as DCL (Digital
Command Language).

11.3 Electronic Mail

11.3.1 Mail-11

The Mail-11 protocol is a DNA application protocol which provides a personal electronic
mail capability. It allows people to exchange text messages among VMS™ ULTRIX™,
RSX-11IM-PLUS™ and RSTS/E™ systems. The Mail-11 protocol is implemented on
VAX/VMSTM by the Mail utility, which also handles the user interface to mail on the local
host. Mail-11 is implemented on RSTS/E and RSX-11™ via the DECMadl-11™ product.

Gateway products provide interfaces from the Mail-11 protocol to other protocols in-
cluding:

e VAX PSI Mail, which permits mail to be sent between distinct DNA networks using
the VAX PSI X.25 communications product.

e Message Router™ (see Section 11.3.2), which permits users of the VAX/VMS Mail
utility to gain access to the enhanced capabilities of Message Router including the
ability to send mail using the X.400 suite of protocols.

e Ultrix Mail, which permits mail to be sent not only to Ultrix systems in the same
DNA network, but also to other systems utilizing the TCP/IP SMTP Mail protocols
and UUCP mail.

11.3.2 Message Router

The Message Router, together with its family of layered products, provides a highly reliable
store and forward message handling system for the delivery of interpersonal mail based
upon the X.400 series of international standards for message handling systems.

Included in the Message Router product family are mail user agents, which provide
message transmission and delivery services to users, message transfer agents, which provide
store and forward message transport in a DECnet network, and gateways, which provide
access to other malil systems and other networks.

Together these components provide common interpersonal mail services to users of
multiple vendors’ computer systems interconnected by multiple network products.

11.4 SNA Interconnect Applications

DNA provides a rich set of application protocols for communicating with systems con-
forming to IBM’s Systems Network Architecture (SNA). The following subsections briefly
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describe some of these SNA-oriented applications.

11.4.1 SNA Gateway Access

SNA Gateway Access provides the following functions and features:

Supports communication between user-written and Digital-written programs in a
host DECnet system, and modules in an IBM host system, over an SNA network.

Supports programs in DECnet systems which act as SNA Secondary Logical Units
(SLUs) of any of the defined SNA Logical Unit Types (LUs).

Allows user programs full access to the facilities provided by the SNA Transmission
Control and Data Flow Control layers.

Communicates with the SNA network as a Physical Unit Type 2 (PU2).

Permits user-written programs to participate in SNA sessions from any DECnet sys-
tem containing an SNA Gateway Access module. The user program does not have
to reside in the DECnet system that is acting as the PU2 directly connected to the
SNA network.

Permits the user-written program to send messages to and receive messages from the
SNA System Services Control Point — that is, the user program has access to the
SSCP-SLU session.

Manages the SNA session pacing automatically for the user program.

Allows an IBM application to initiate a session with a DECnet partner, by auto-
matically activating the DECnet object when a session request (BIND message) is
received from the SNA network.

Provides an access control mechanism to restrict SNA session address use to autho-
rized users.

Recovers from transient errors and reports fatal errors to the user.

To use the services of SNA Gateway Access, the user program makes calls to the SNA
Gateway Access module. SNA Gateway Access communicates with a process called the
SNA Gateway Server which runs in a DECnet system that is also a PU2 node on the
SNA network (the “gateway system”). The communication occurs over DECnet Session
Control; SNA Gateway Access Protocol messages are exchanged over the connection to
make the facilities of SNA sessions available remotely. Figure 11.1 illustrates the operation
of SNA Gateway Access.

SNA Gateway Access provides the basis for a range of Digital products, including

3270 terminal emulation, printer emulation, remote job entry, DISOSS data exchange, file
transfer and data access, and various user programming interfaces.



11.4. SNA INTERCONNECT APPLICATIONS 91

LOCAL SYSTEM

User Layer

The accessing program

(SLU):
SNA Remote Job Entry
3270 Emulation
DTF/VMS PLU

User-written program

IBM HOST SYSTEM

GATEWAY SYSTEM The cooperating program:
DNA Application DNA Application (e.. DTF/MVS, CICS,
IMS, JES2, JES3, etc.)
SNA Gateway Access SNA Gateway Server
Module Module NAU Services
Session Control Session Control | Path Control Data Flow Control
Transport Transport (PU2) Transmission Control
Network Network Path Control
Data Link Data Link Data Link Data Link
Physical Physical Physical Link Physical Link

PU{ PU4

DECnet Network SNA Netwsik

Legend:

SLU — Secondary Logical Unit

PLU — Primary Logical Unit

PU2 — Physical Unit type 2 '/_Z//' A physical communication link

PU4{ — Physical Unit type 4 A path through a network

Figure 11.1: SNA Gateway Access Operation
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e 3270 Terminal Emulator (TE) mimics an IBM 327z block-mode terminal connected to
a 3274 cluster controller. and thereby allows a VAX /VMS user at a VT100™, V'T200™,
or V'T300-class terminal® to interactively log on to IBM host applications. The TE handles
the conversion to and from the data formats used by 3270-class terminals, manages the
efficient updating of the VT terminal screen. and communicates with the IBM host as an
SNA Logical Unit Type 2 through the SNA Gateway.

11.4.3 Remote Job Entry

The Remote Job Entry subsystem provides batch access to IBM’s MVS operating system.
An RJE server, resident in the gateway itself, supports emulation of up to four workstations.

VAX/VMS users can submit JCL files to a queue on a host VAX associated with one
of the workstations; the RJE server will eventually transmit the JCL “deck” to the IBM
mainframe for processing. Later, print and punch output from the job may be routed back
to any system in the DECnet network (the server uses ordinary DECnet remote file access
to move its input and output data around).

A VAX/VMS operator utility provides access to the console of the emulated RJE
workstation.

11.4.4 Data Transfer Facility

The Data Transfer Facility (DTF) software provides for bidirectional file transfer between
VAX/VMS and IBM’s MVS system. File transfers can be requested from the VAX and
from the IBM machine. In addition, user-written programs in the VAX/VMS system can
access IBM files at the record level, using standard RMS calls.

The DTF software includes VMS-resident components (DTF/VMS) and MVS-resident
components (DTF/MVS); both parts are written and supplied by Digital. In the VMS
system, DTF/VMS is implemented as a data transfer server which can be used by any client
in the DECnet network which supports DAP (see Section 11.1). DTF/VMS communicates
with DTF/MVS through the SNA Gateway using the DECnet DAP protocol running on
top of a private Logical Unit Type O protocol. Thus, unlike earlier SNA Gateway layered
products which emulated existing IBM devices, DTF implements a DECnet protocol on
the IBM system itself.

DTF/VMS also provides the ability to translate the data records during transfer ac-
cording to field definitions stored in the Common Data Dictionary (VAX CDD™). Thus,
records containing mixed data can be accommodated, as well as simple EBCDIC to ASCII
translations.

'Or a compatible terminal emulator, such as a workstation.
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11.5 VMS Services for MS-DOS

VMS Services for MS-DOS is a VAX based remote file server for personal computer systems
running Microsoft’s MS-DOS operating system. The server allows personal computers,
running Digital’s Personal Computer Systems Architecture (PCSA) software, to create,
read and modify MS-DOS files on a VMS system. The user connects to VMS services
(established by the VAX system administrator), via the PCSA client system software, and
is presented with the equivalent to a MS-DOS file oriented disk device. File sharing and
byte range locking are implemented (according to the Microsoft specification) by the file
server.

The server implements the Microsoft Networks (MS-NET) Server Message Block (SMB)
protocol, version 1.0. The server provides an MS-NET session level interface; all lower lay-
ers (Transport, Network, etc.) are provided by DECnet. The software, although intended
to operate in a LAN, will also operate in a WAN environment. The file server may be
installed on stand-alone VAX systems, or on VAXcluster'™ systems.

11.6 Time Service

The notion of time is taken for granted in most of today’s centralized computer systems.
However, the mechanisms used for providing time in these systems are inadequate when
applied to distributed systems. In the distributed environment, new mechanisms are re-
quired. A global notion of time can be extremely useful to co-ordinate the operation of a
distributed system or distributed applications.

The Dzgital Time Service is an architecture for providing and maintaining correct time
in a distributed system. The architecture conforms to the client-server model of distributed
systermns whereby a collection of time servers supply the time to clients through interme-
diaries, called clerks, residing on the same machines as the clients. Since the value of
the time at any instant is never known exactly, the time can at best be expressed in the
form of an interval which is guaranteed to contain the instantaneous value of the time.
By obtaining the time from a number of servers, systems are able to compute a correct
time interval even in the presence of some faulty servers. This ensures that the time ob-
tained by clients is correct with arbitrarily high probability. The Time Service architecture
specifies the operation of clerks and servers including the methods for obtaining the time
from a server, computing the best time interval from a set of intervals, maintaining the
local clock correctly, and detecting faulty servers. The algorithms are fully distributed and
asynchronous.

11.7 Computer Conferencing

VAX Notes Computer Conferencing allows people throughout a DNA network to partici-
pate in round-table discussions, bridging distances between the participants and accomo-
dating time differences in working hours in a global network to enhance information sharing
throughout an organization.
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Any number of VAX Notes Conferences can be established in a netwark. Conference
participants use the VAX Notes client program installed on their home systems. These
chent programs communicate with VAX Notes server programs using a DNA application
protocol which allows access to conferences located throughout the network for reading
and writing conference entries, known as notes.

Conference moderators create conferences for the discussion of a major topic or group
of related topics. Each conference can be considered to be logically equivalent to a large
bulletin board organized into individual topics, which. continuing the bulletin board anal-
ogy, are posted along the top of the bulletin board by the participants. Posting a note at
the top of the bulletin board is known as writing a new topic. Participants who wish to add
to the discussion of existing topics “reply” to that topic; in the bulletin board analogy this
1s equivalent to posting a note directly below the existing topic and any existing replies.

The moderator of a conference has special capabilities for controlling the discussion,
including the ability to restrict conferences to a membership list, to delete or “hide” notes
deemed inappropriate to the discussion or which require further clarification, to change the
titles of topics or replies to topics to improve the organization of a conference, to create
keywords which may be associated with notes in the conference, and to designate additional

moderators.

11.8 VAX System Performance Monitor

The VAX System Performance Monitor (VAX SPM™) uses a DNA application protocol
to allow a single system in a VAXcluster'™ system to communicate with all other members
of the cluster. VAX SPM uses this for starting and stopping data collections on the entire
cluster from a single system and for doing live video displays on the cluster.

The VAX SPM DNA application works asynchronously. When performing a cluster
command, a connection is established to each system in the cluster. The protocol estab-
lishes the links, and sends a request for data to all of the other systems. The other systems
send the data and when all the data has been sent, an end of data message is sent. The
receiving end keeps track of which systems have completed their data transmission and
when all systems have completed, the data is processed.

11.9 Videotex

Videotex is a computer based electronic retrieval system which uses a hierarchical arrange-
ment of information, 1s video-terminal based, and provides a very simple user interface.
VAX VTX™ is Digital’s product which provides videotex services on VAX/VMS systems.
VAX VTX uses a DNA application protocol for communication between participating sys-
tems in a DNA network. VAX VTX organizes information into pages, allowing pages to
be retrieved from infobases, which can be resident on any VAX/VMS system.

VTX users, known as subscribers, can display, print, and save VT'X pages using simple
keypad techniques. Subscribers use a client program, known as a pad (packet assem-
bler/disassembler), which runs on their system and communicates with a server process
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on the system where the infobase resides. The server provides access to the infobase files,
making the infobase available for perusal either by general users, or by specified groups as
determined by parameters specified on the server system.

The page information itself can be stored in a variety of display protocols, such as
ReGIS™, ASCII, NAPLPS, and PRESTEL, giving VTX a considerable amount of flexi-
bility. VAX VALU™  the VTX sister product, provides limited data input and collection
via the use of form pages.

11.10 Distributed Queueing

The Vax Distributed Queuing Service (DQS) extends the VMS queue system and increases
the availablity of printing services in a distributed environment. DQS allows files to be
printed on remote VMS systems which have printing devices attached. DQS also supports
the examination and manipulation of print jobs.

DQS can be configured to operate as both a client and a server or as a client only. Any
system where a print request originates is called a client. Any system with the attached
printer that performs the printing is called a server. Client or server systems may be added
in the network at any time without disrupting current operations.

11.11 Remote System Management

The Remote System Manager is used within a DECnet network to aid in the management
of VMS and ULTRIX systems. Services provided by RSM include:

e File system backup and restore
e Software distribution and installation

RSM operates using a client/server model. The server is a VMS system which contains
the backup schedule and software libraries. A manager, located on the server, schedules
backups and software distribution operations for one or more client systems.

RSM uses a DNA application protocol to send commands to an agent located on each
VMS or ULTRIX system being managed. Upon receiving instructions from the server, the
client’s agent may perform a backup using the local backup utility, or install an application.

RSM also uses the DNA MOP protocol (see Section 10.2.3), combined with special RSM
applications, to load either the VMS or ULTRIX operating system onto a client system
over a local area network.

RSM stores information about RSM clients and servers using the Naming Service, which
provides RSM with a network-wide namespace (see Chapter 8).
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Chapter 12

OSI Upper Layers and
Applications

As the DNA Transport layer and below contain protocols which are standardized as part
of OSI, OSI applications can be built which interwork with other open systems.

In DNA Phase V, OSI upper layer components coexist with existing DNA higher layer
components as a distinct set of layers and share access to the Transport layer with the
DNA Session Control layer (see Figure 1.3). OSI upper layers provide communication for
OSI applications. OSI upper layers are not integrated into DNA Phase V as the standards
describing them are not yet complete.

The components of the upper layers of OSI fall into two categories: those which are gen-
eral building blocks from which complex OSI applications can be built, and those which are
less general or provide the communications facilities to fulfill specific information process-
ing requirements. Section 12.1 discusses the former components and Section 12.2 discusses
the latter.

12.1 General OSI Upper Layer Components

Together, the upper layers of OSI provide the communications services for OSI applications
partaking in distributed information processing activities. The services of a given layer are
made visible by pass through services to the next higher layer, and so on up through the
layers. Each layer also contributes services pertaining to its layer functions. The totality
of services passed through from the OSI Session and Presentation layers, together with
specific services provided in the Application layer are provided to OSI applications. The
OS] upper layers contribute the following general purpose functions:

Session layer. The facilities of the OSI Session layer build on the reliable end to end com-
munication facilities provided by the DNA Transport layer. They provide a means by
which communicating OSI applications can control access to certain services, allow
synchronization and resynchronization to specific points in the communication, and
allow the division of the communication into a number of logical pieces of work.

97
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DNA applications, which require facilities siunilar to those provided by the OS] Sces-

o
sion layer, meet their requirements in an application specific way.

Presentation layer. The facilities of the OSI Presentation layver build on and pass through
the services provided by the OS] Session laver and provide, in addition, a means by
which OSI applications can agree on representations for data while in transit be-
tween communicating partners. Subsequently, the Presentation layer causes the data
transferred to be in the agreed representations. This provides OSI applications with
a means to transfer information without loss of the application semantics.

These facilities are required in order to support the interworking of applications in
heterogeneous networks where the local representation of data may differ between
each open system. DNA applications do not require these facilities as they only
operate in homogeneous networks.

Application layer. The facilities of the Application layer are subdivided into a number of
application service elements (ASE), each of which provided a specific set of functions
in a reusable way. Some ASEs form the components of specific applications and are
described in Section 12.2. General purpose ASEs are described below:

Association Control Service Element. Association control services are provided
by the Association Control Service Element (ACSE). These allow OSI users to
establish an application association between them for the purpose of exchanging
information. When information exchange is complete, ACSE provides services
to destroy these associations.

12.2 OSI Applications

Several OSI applications are currently under development as part of the OSI set of stan-
dards. These standards define the information processing tasks required and the application
service elements necessary to fulfill the communications related requirements.

The following specific applications are of interest as they provide similar functions to
those provided by DNA applications:

File Transfer, Access and Management Services. FTAM is a four part International
Standard which provides the following services:

e transfer of an entire file;
e read, write or modify of existing components (that is, records) of a file;

e file management — creation of files, deletion of files and reading and modification
of file attributes.

When information is transferred between open systems, FTAM preserves the seman-
tics and structure of the file data being exchanged.
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Virtual Terminal Services. VT consists of a service definition and a protocol specifica-
tion which provides services that are similar to those provided by the DNA Network
Virtual Terminal (NVT) service but in a heterogeneous environment. Specifically, it
supports the interactive transfer and manipulation of structured data in a manner
which models character cell terminals.
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Glossary

access control The management of rights to use resources.
address prefix Any leading portion of an NSAP address.

address resolution The Session Control function which maps from a Naming Service
object name to the identifiers of protocols and corresponding addresses which are mutu-
ally supported by the local system and the remote system(s) on which the named object
resides.

address selection The Session Control function which provides transparent selection of
protocols and addresses for Transport Connection establishment based upon the desti-
nation object name.

addressing authority The authority responsible for the unique assignment of Network
layer addresses within an addressing domain.

addressing domain A level in the hierarchy of Network layer addresses. Every NSAP
address is part of an addressing domain that is administered directly by one and only
one addressing authority. If that addressing domain is part of a hierarchically higher
addressing domain (which must wholly contain it), the authority for the lower domain
is authorized by the authority for the higher domain to assign NSAP addresses from the
lower domain.

administrative domain A collection of End Systems, Intermediate Systems and Sub-
networks operated by a single organization or administrative authority. It may be sub-
divided into a number of routing domains.

AFI See Authority and Format Indicator.
agent That part of an entity which provides the interface to network management.
area The group of systems which constitute a single Level 1 routing subdomain.

area address The concatenation of the IDP and LOC-AREA fields of an NSAP address.
A system may have more than one area address, but the systems making up an area
must have at least one area address in common with each of their neighbors.

101



102 GLOSSARY

yuchronous link A communications link using asynchronous transmission, in which
each transmitted character 1s framed with start and stop bits. The time interval between
characters may be of unequal length.

Authority and Format Indicator The part of an NSAP address which indicates the
addressing authority responsible for the assignment of the IDP and its format. It also
indicates the format (binary or decimal) of the DSP.

balanced mode An HDLC operational mode used in DNA over full duplex links.

bridge A Data Link relay for interconnecting LANs, used to increase the maximum
number of stations, maximum distance, and total available bandwidth.

broadcast subnetwork A multiaccess subnetwork that supports the capability of ad-
dressing a group of attached systems with a single message.

call reference A unique value used locally to identify a Modem Connect or X.21 call.

call sharing A form of switched line sharing in which many clients have access to the
same call on that line.

carrier sense On CSMA/CD LANs, each station waits before transmitting for the car-
rier indication from the Physical layer to go off, indicating that no other station is in
the process of transmitting.

CCITT The International Telegraph and Telephone Consultative Committee, the tech-
nical committee of the International Telecommunications Union (ITU), responsible for
the development of recommendations regarding telecommunications, including data com-
munications.

centralized management A form of network management where management is per-
formed from a single point in the network.

checksum A value transmitted with a message which is computed from the content of
the message itself. This value is recomputed by the receiver of the message to detect
whether the message was corrupted during transmission.

child directory entry An entry in the Naming Service which points to a child directory
of some directory in the namespace.

circuit switching A telecommunications technique involving the dynamic establishment
of a physical connection prior to information exchange, and release of the connection
following the exchange.

clearinghouse A collection of directory replicas stored together in one location.
client The user of the service provided by a module or layer in the architecture.

CLNS See Connectionless-mode Network Service.
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CMIP See Common Management Information Protocol.

collision An attempt by two stations on a CSMA/CD LAN to transmit at the same
time. The stations will detect the collision and retry the transmission.

Common Management Information Protocol A management protocol which en-
compasses the MICE and MEN protocols.

communications link The physical medium connecting two systems.

concatenation The process of assembling multiple nPDUs into a single (n — 1)SDU for
transmission.

congestion Congestion occurs when a network, or part of a network, is overloaded and
has insufficient communication resources for the volume of traffic.

congestion avoidance A mechanism used to adjust the load on the network to prevent
congestion.

connection control The Session Control function concerned with the system-dependent
functions related to creating, maintaining, and destroying Transport Connections.

Connection-mode Network Service A network service which operates according to
a connection oriented model. Before data can be exchanged, a connection must first be
established.

Connectionless-mode Network Service A network service which operates according
to a datagram model. Each message is routed and delivered to its destination indepen-
dently of any other. The Network Layer of DNA provides this type of service.

CONS See Connection-mode Network Service.

control station In DDCMP multipoint configurations, the station responsible for data
link control.

cost A metric used by the routing algorithm. Each link is assigned a cost, and the routing
algorithm selects paths with minimum cost.

credit A flow control mechanism whereby the receiver of data tells the transmitter how
many messages it is prepared to receive at a given point.

credit window When operating a credit based flow control mechanism, the credit win-
dow identifies the range of message numbers which the receiver is prepared to receive at
a given point.

CSMA/CD Carrier Sense Multiple Access with Collision Detection, the channel access
method used by Ethernet and ISO 8802-3 LANS.
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cyclic redundancy check (CRC) An error detection mechanism which involves poly-
nomial division of the data to be transmitted. The coefficients of the remainder are
transmitted along with the data, for checking by the receiver.

DA See Dynamic Assignment.
DAP Sece data access protocol.

data access protocol A DNA proprietary application protocol for accessing and trans-
ferring files across a DNA network.

data circuit equipment The equipment that provides the functions required to estab-
lish, maintain and terminate a connection between DTEs using a physical circuit or a
virtual circuit.

data link connection The Data Link layer communications path between two directly
connected systems.

Data Link layer The layer of DNA which provides a communications path between two
directly-connected systems in a network.

data link protocol The coding rules and communication procedures which allow the
data link service to be provided.

data terminal equipment The equipment, typically a computer system or terminal,
comprising a data source and sink connected to common carrier communication facilities.

datagram A frame that is processed by the network independent of any other frames.
Datagrams may fail to be delivered without notice.

DCE See data circuit equipment.
DCM See Dynamic Connection Management.
DED See Dynamically Established Data Link.

Digital Data Communications Message Protocol (DDCMP) A Data Link layer
protocol used in DNA.

directive A management request sent by a director to an entity.
director The management software used by a network manager.
directory A container in the Naming Service which stores a set of names.

distributed management A form of management where network managers and direc-
tors are dispersed across many systems.

distributed system management model The framework within which DNA network
management is designed.
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Domain Specific Part The part of an NSAP address assigned by the addressing au-
thority identified by the IDP.

DPDU Data Link Protocol Data Unit.

DSAP Destination Service Access Point, the one byte field in an LLC frame on a LAN
that identifies the receiving Data Link client protocol.

DSP See Domain Specific Part.
DTE See data terminal equipment.

Dynamic Assignment The use of a Dynamically Established Data Link by the Net-
work layer, in such a way that a connection is only made when data is required to be
transferred, and the subnetwork address to which the connection is made is determined
by the destination NSAP address.

Dynamic Connection Management The use of a Dynamically Established Data Link
by the Network layer, in such a way that a connection is only made when data is required
to be transferred.

Dynamically Established Data Link A connection oriented subnetwork used by the
Network layer.

end system A system which transmits and receives NPDUs from other systems, but
which does not relay NPDUs between other systems.

entity A network component that can be managed using network management.

entity attribute A piece of management information maintained by an entity. DNA
defines Identification, Characteristic, Status and Counter attributes.

entity hierarchy The logical structure of manageable components in a system.
entity instance An occurrence of an entity.

entity name The name of an entity consisting of a global name part and a local name
part.

Ethernet A CSMA/CD LAN similar to the one defined by ISO 8802-3.
EVD See event dispatcher.

event An occurrence of a normal or abnormal condition detected by an entity and of
interest to network management.

event dispatcher The intermediary between event sources and event sinks.
event sink An entity which is a consumer of event reports.

event source An entity that detects events and generates event reports.
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exlended sequence numbering An option in HDLC which permits sequence numbers
up to 127 to be used rather than up to seven.

flooding, network layer A means of propagating a message throughout a network.
The message is transmitted to each neighboring system except the one from which it
was received. This forms the basis of the mechanism by which Link State PDUs are
propagated by the Network layer.

flow control A protocol mechanism used during data transfer to match the relative
speeds of transmitter and receiver.

frame A Data Link Protocol Data Unit: a block of data supplied by the Data Link user
together with the Data Link envelope.

frame level Level 2 of the CCITT X.25 Recommendation which defines the link access
procedure for reliable data exchange over a link between a DTE and a DCE.

full-duplex A mode of operation which permits transmission in both directions simul-
taneously.

gateway access protocol The protocol used between a host DNA system and a DNA
system that i1s a DTE on a PSDN, to provide the X.25 gateway access facility to a user
on the host.

general topology subnetwork A non-broadcast subnetwork.
global name That part of the entity name which identifies the node in the network.

global network addressing domain The addressing domain consisting of all NSAP
addresses in the OSI environment.

half-duplex A mode of operation which permits transmission in both directions alter-
nately, but not simultaneously.

HDLC High-level Data Link Control. An ISO standard Data Link layer protocol.

header The first part of a protocol message, containing protocol control information to
coordinate the operation of the communicating protocol modules.

IDI See Initial Domain Identifier.
IDP Sce Initial Domain Part.

Initial Domain Identifier The part of an NSAP address which identifies the authority
responsible for the assignment of the DSP.

Initial Domain Part The part of an NSAP address assigned by the first level addressing
authority.

intermediate system A system which relays NPDUs between other systems.
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LAN Local Area Network, a communication facility that provides high speed communi-
catlons in a moderate size geographical area.

layer A grouping of related communications functions which provide a well-defined ser-
vice to a client, independently of the protocols and other means used to provide it.

level 1 router A router which performs routing within a single area. Messages for des-
tinations in other areas are routed to the nearest Level 2 router.

level 2 router A router which acts as a Level 1 router within its own area, but in
addition routes messages between areas.

line A physical path which provides direct communication among some number of sta-
tions.

line sharing A form of X.21 switched line sharing in which many clients have access to
a line, but only one client has access to any single call.

link state PDU A PDU used by the routing algorithm to exchange information about
each system’s neighbors.

local name That part of the entity name which identifies an entity within a node.
logical channel An association between a DTE and a DCE for a given virtual circuit.
LSP See link state PDU.

Maintenance Mode In DDCMP, the mode of operation used by MOP.

Maintenance Operations Protocol A management protocol used for low-level com-
munication with a system which is not fully operational or which is being tested.

management event notification protocol An Application layer management proto-
col used in DNA Phase V for communication between an event dispatcher and an event
sink.

Management Information Control and Exchange protocol An Application layer
management protocol used in DNA Phase V.

management model See distributed systermn management model.

management protocol The management protocol used between a director and an en-
tity.

MEN protocol See Management Event Notification protocol.
MICE protocol See Management Information Control and Exchange protocol.

Modem Connect The name used in DNA for that class of communications links gov-
erned by industry standards for modem connection.
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module An architectural component of a system which implements a particular protocol.
and provides the corresponding service. within the system.

module entity The entity in the management hierarchy corresponding to a module. A
module entity is a child of the node entity.

MOP See Maintenance Operations Protocol.
multicast Transmission of a single frame to multiple destination stations.

multiplexing The operation of multiple layer n connections over a single layer n — 1
connection. For example, the operation of multiple Transport Connections over a single
Network Connection.

multipoint link A communications link connecting more than two stations, where one
station is responsible for data link control. Also known as multidrop.

nameserver A system with at least one active clearinghouse.
namespace A tree of directories, starting at a root directory.

NCL See Network Control Language.

neighbor A system reachable by traversal of a single subnetwork.
network A collection of systems interconnected by lines.

Network Control Language The command line interface to directors.

network management Functions which permit the operation of a network to be con-
trolled and monitored.

network manager A person using network management.

Network Service Access Point An addressable point at which the Network Service is
made available.

Network Services Protocol A protocol operating in the DNA Transport layer.
nickname A locally assigned name used to refer to a global name.

node entity The top-level entity in the management hierarchy of a system.
normal mode An HDLC operational mode used in DNA over half duplex links.
NPDU A Network layer Protocol Data Unit.

NSAP Sece Network Service Access Point.

NSAP address The address of a Network Service Access Point.
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NSAP selector The last byte of an NSAP address, which selects a particular NSAP,
and hence a Network layer user, within a system identified by the preceding fields of the
address.

NSP See Network Services Protocol.

null modem A simple form of modem connection where only the data interchange cir-
cuits, and not the modem control circuits, are used.

object entry A Naming Service entry which contains the attributes of a network object.
operational mode In HDLC, the particular operational state or protocol being used.

packet level Level 3 of the CCITT X.25 Recommendation which defines the packet
format and control procedures for the exchange of packets over a PSDN.

PCI See protocol control information.
PDU See protocol data unit.

permanent virtual circuit A virtual circuit that is a permanent association between
two DTEs.

physical connection The Physical layer communications path between two systems.

Physical layer The layer of DNA which is concerned with the transmission and recep-
tion of data on the transmission medium.

point-to-point link A communications link connecting two stations.

preamble A bit pattern used by the Physical layer to synchronize to bit boundaries,
transmitted at the start of each frame.

primitive name A name that denotes a single, unique object.

protocol control information Information sent between communicating protocol
modules to coordinate their operation, as distinct from user data.

protocol data unit A message sent from one protocol module to its partner, containing
protocol control information and (often) user data.

protocol ID A five byte field in the header of a SNAP frame on a LAN, used to identify
the Data Link client at the receiving system that is to receive this frame.

protocol identifier A character string name for a protocol.
protocol sequence An ordered list of Protocol Identifiers.

protocol type A two byte field in the header of an Ethernet frame, used to identify the
Data Link client at the receiving system that is to receive this frame.
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public data network A data network administered by a public service provider.
PVC See permanent virtual circuit.
read-only replica A Replica which responds only to lookup requests.

reassembly The process of reconstructing a complete user data message from the re-
ceived segments.

reassignment When operating over the CONS, the process of transferring a Transport
Connection to use a new Network Connection when the original has failed for some
reason.

redirect NPDU An NPDU issued by a router when it forwards a data NPDU onto
the same subnetwork from which it was received. It includes the subnetwork address to
which the NPDU was forwarded. This indicates to the sender of the original data NPDU
that it can send subsequent NPDUs destined for the same NSAP address directly to the
indicated subnetwork address.

replica A copy of a directory stored in a particular clearinghouse.

retransmission The procedure of transmitting a message for a second or subsequent
time. Performed when it is assumed that the previous copy of the message was not
successfully delivered.

root directory The top level directory which establishes the root of a namespace.

round-trip delay When operating a protocol using positive acknowledgments, this term
1s used to describe the total time taken for a message to be transmitted, arrive at its
destination, its corresponding acknowledgment to be sent and subsequently received by
the sender of the original message.

router See intermediate system.

routing domain A collection of End Systems, Intermediate Systems and Subnetworks
which operate according to the same routing procedures and which is wholly contained
within a single Administrative Domain.

SDU See service data unit.

segmentation The process of breaking a large user data message into multiple, smaller,
messages for transmission.

sequence number A field carried in a PDU which indicates the sequential ordering of
successive PDUs.

service A set of functions provided by a layer to its client.

service data unit A distinct unit of data passed by a client of a service, for transmission
to the remote client; a message.
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service element That part of an entity which performs the primary functions of the
entity.

Session Control The DNA module providing functions for system-dependent process-
to-process communication, name to address mapping, and protocol selection.

SNAP Subnetwork Access Protocol, a form of LLC frame used on LANs where multi-
plexing is done using a five byte Protocol ID field. This allows higher layer protocols
that are not national or international standards to be addressed.

SNDCF See Subnetwork Dependent Convergence Function.

soft 1ink An alternate name for an object or directory in a namespace. Soft Links allow
users to view names as forming an acyclic directed graph rather than a pure tree.

spanning tree As used in this document, a logical topology used for Bridge forwarding
in an Extended LAN; it includes all Bridges in the Extended LAN but has no loops.

SSAP Source Service Access Point, the one byte field in an LLC frame on a LAN that
identifies the sending Data Link client protocol.

static routing The use of manually entered routing information to determine routes.
This is used for routing between routing domains where it is not possible, or not desirable,
to exchange the routing information necessary for the dynamic determining of routes.

station A termination on a communications link comprising Physical and Data Link
layer entities.

subaddress An additional piece of addressing information for use by a DTE, beyond
that needed to identify a particular subscriber line or group of lines.

subchannel A logical communications path within an NSP Transport Connection that
handles a defined category of NSP data messages.

subnetwork A collection of equipment and physical media which forms an autonomous
whole and which can be used to interconnect systems for the purposes of communication.
For example, an X.25 packet switched network, an HDLC datalink, or an ISO 8802-3
LAN.

Subnetwork Dependent Convergence Function The set of functions required to
enhance the service provided by a particular subnetwork to that assumed by the
Connectionless-mode Network Protocol (ISO 8473).

subscriber line The physical line between a DCE and the local exchange in a public
data network.

switched virtual circuit A temporary association between two DTEs.
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synchronous link A communications link using synchronous transmission, in which
transmission of a block of data is preceded by a special synchronization sequence. Data
1s transmitted at a fixed rate with the transmitter and receiver synchronized.

system An implementation of a computer that supports the Network Layer, the Trans-
port Layer, and the Session Control Layer. Each system has a unique Network layer
address.

template A named collection of module-specific parameters which can be referenced by
a client of the module without knowing their individual significance.

ThinWire A system which uses a type of (thin) coaxial cable for use in Ethernet, pri-
marily for use in office area wiring.

topology The logical arrangement ol a set of interconnected systems, irrespective of their
physical locations.

tower A Protocol Sequence along with associated address and protocol-specific informa-
tion.

TPDU A Transport layer Protocol Data Unit.

Transport Connection A virtual connection at the Transport layer between two Trans-
port service users.

Transport layer A DNA layer which provides a reliable end-to-end data transfer service
between communicating systems. It operates using the service provided by the Network
layer.

Transport service user A user of the service provided by the DNA Transport layer.
For example, DNA Session Control.

tributary station A non-control station in DDCMP multipoint configurations.

Ul frame An unnumbered information frame in HDLC, used to carry data which is not
subject to flow control or error recovery.

Videotex A computer based electronic retrieval system which uses a hierarchical ar-
rangement of information.

X.21 A Recommendation of CCITT defining access to circuit switched public data net-
works.

X.25 gateway access The facility that allows a user in any DNA system to access X.25
packet level services.

XID frame A frame in HDLC used to exchange operational parameters between the
participating stations.
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3270, 92

access control, 58
ACK
DDCMP, 24
ACSE, 98
address
area, 40-41, 44
autoconfiguration, 41, 44
DDCMP, 23
individual, 31
LAN, 30, 31
learning, 35
maulticast, 30-31
NSAP, 37, 39, 40-45
address resolution, 59
address selection, 61
addressing
authority, 39
domain, 39
network layer, 39
administrative domain, 38
AFI, 39
agent, 82
area, 38, 40
address, 40, 41, 44
attribute, 63, 65, 83
class, 65
class specific, 65
global, 65
RingPointer, 68
set, 65
single valued, 65
attribute set, 65
auto answer
modem connect, 17
auto call
modem connect, 17

balanced mode

HDLC, 26

114

bridge, 30, 33
forwarding, 35
learning, 85
management, 35
spanning tree, 34

broadcast subnetwork, 41

call control service
modem connect, 17
X.21, 19
call references
modem connect, 17
X.21, 19
call sharing
modem connect, 18
X.21, 19
carrier sense, 30
centralized management, 81
characteristic attribute, 83
checksum
Transport layer, 48, 50
child directory entry, 63
circuit database
DDCMP, 25
class attribute, 65
class name, 84
class specific attribute, 65
clearinghouse, 66
clerk, 60, 69
clerk-server protocol, 69
CLNS, 7, 37, 47
CMIP, 11-12, 84
collision, 30
detection, 30

Common Management Information Protocol,

11-12, 84

concatenation
Transport layer, 48

conferencing, 93

congestion avoidance, 7, 43, 47, 51, 53

connection control, 56
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connection establishment
Transport layer, 47, 50, 52
connection oriented subnetwork, 41
connection-mode network service, 7, 12, 37,
47
connectionless-mode network service, 7, 37,
47
CONS, 7, 12, 37, 47, 74
control station
DDCMP, 23-24
cost
routing, 37, 44
counter attribute, 83
CRC
DDCMP, 23-24
HDLC, 26
LAN, 32
CSMA/CD, 29
cyclic redundancy check
DDCMP, 23-24
HDLC, 26
LAN, 32

DAP, 87
data access protocol, 87
Data Link layer, 7, 9, 11, 21
Maintenance Operations Protocol, 85
MOP, 85
data transfer
Transport layer, 47, 50
data transfer facility, 92
data transfer service
modem connect, 17
X.21, 19
DCE, 73
DDCMP, 7, 13, 23, 41
ACK, 24
implied in NAK, 25
address, 23
circuit database, 25
control station, 23-24
CRC, 23-24
cyclic redundancy check, 23-24
error detection, 23-24
error recovery, 23
framing, 23
half-duplex, 23-24
initialization, 25
line database, 25
link entity, 25
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link management, 23
maintenance mode, 25
message exchange, 24
multipoint, 23
NAK, 24
negative acknowledgment, 24
network management, 23, 25
phase IV, 25
piggybacking, 25
pipelining, 24
point-to-point, 23-24
positive acknowledgment, 24
REP, 24
reply to message number, 24
retransmission, 24
selection flag, 23, 24
station entity, 25
synchronization, 23
time-out, 24
tributary address, 23
tributary station, 23-24
decision process, 44
DECMail-11, 89
DED, 41
DA, 42
DCM, 41
static, 41
dialup, 6
directive, 83, 84, 86
director, 11, 82, 83, 86
directory, 10, 63, 64
child, 63
replication, 10
root, 63, 64
directory maintenance protocol, 71
disconnection
Transport layer, 52-53
distributed management, 81
distributed system management model, 81
domain
addressing, 39
administrative, 38
routing, 37, 38, 42
down-line load, 11, 85
DSAP, 32
DSF, 39, 40
structure, 40
DT, 73
DTF, 92

dynamic assignment, 42
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dynamic connection management, 41 bridge, 35
dynamically established data link, 41 network layer, 45
frame format
E.163, 40 Ethernet, 33, 36
E.164, 40 with padding, 33
Emulator ISO 8802-3, 31, 36
3270, 92 Subnetwork Access Protocol, 32
end system, 39, 41, 43-44 framing
entity, 5, 82, 83 DDCMP, 23
entity hierarchy, 83, 84 FTAM, 98
entity instance, 84 full name, 64
entity name, 84
entity naming, 83 GAP, 77
entry gateway
child directory, 63 SNA, 90
object, 63 X.25, 77
soft link, 63 general topology subnetwork, 41
error detection global attributes, 65
DDCMP, 23-24 global name
HDLC, 26 network management, 84
Transport layer, 48 group, 66
error recovery group address, 30
DDCMP, 23
Transport layer, 48 half-duplex
ES-IS protocol, 12, 44 DDCMP, 23-24
Ethernet, 7, 12-13, 29-30, 33, 36 HDLC, 26
frame format, 33, 36 HDLC, 7, 12-13, 26, 41
with padding, 33 16-bit CRC, 26
EVD, 85 32-bit CRC, 26
event, 83, 85 balanced mode, 26
event dispatcher, 85 error detection, 26
event filter, 85 extended sequence numbering, 26
event logger protocol, 11 features, 26
event logging, 85 functional description, 26
event sink, 85 maintenance operations, 27
event source, 85 normal mode, 26
event stream, 85 operational modes, 26
expedited data Ul frame, 27
Transport layer, 51, 52-53 XID frame, 27
extended LAN, 33 header, 4
topology, 34 hierarchical routing, 38
external name, 64
ID, 41
file access, 87 identification attribute, 83
file transfer, 87 IDI, 39
flooding, 45 IDP, 39
bridge, 35 IEEE 802.2, 31
flow control IEEE 802.3, 30
Transport layer, 47, 50, 52 individual address, 31

forwarding process infobase, 94
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instance name, 84
inter-domain routing, 42
intermediate system, 39
internal name, 64
international standards, 15, 17, 82
CCITT X.21, 15, 18
CMIP, 84
ISO
3309, 26
4335, 12, 26
7498, 11-12
7776, 26
7809, 12, 26
8072, 12
8073, 8, 12, 48-49
8208, 12
8348, 37
Addendum 1, 37
Addendum 2, 12, 39
8471, 26
8473, 7, 37
Addendum 1, 44
8802, 7, 12-13
8802-2, 31
8802-3, 29-30
frame format, 31, 36
8823, 12
8825, 12
8878, 12
8885, 26
9072, 12
9542, 12, 4445
9596, 12

LAN, 2, 7, 29, 41
address, 30, 31
extended, 33

topology, 34
spanning tree, 34

LAPB, 7, 26

learning, 35

leased circuit service
X.21, 18

leased line service
modem connect, 17

level 1 router, 39

level 2 router, 39

lifetime control, 43

link management

DDCMP, 23

link state PDU, 37

LLC, 31
load splitting, 45
LOC-AREA, 40

local area network, 2, 7, 29
extended, 33
topology, 34
spanning tree, 34
local name
network management, 84
logical link, 8
logical link control, 31
loopback test, 86
LSP, 37, 44
acknowledgment, 45
age, 45
generation, 45
propagation, 45
sequence number, 45

mail, 89
DECMail-11, 89
VAX Malil, 89

maintenance mode

DDCMP, 25

maintenance operations protocol, 11, 85

management model, 81-82
management protocol, 83
master replica, 66
MEN protocol, 84-85
message exchange
DDCMP, 24
message router, 89
MICE protocol, 84
migration
LAN, 36
modem connect, 17
auto answer, 17
auto call, 17
call control service, 17
call references, 17
call sharing, 18
data transfer service, 17
leased line service, 17
line entity, 18
network management, 18
null modem, 17
switched line service, 17
module, 5
nameserver control, 71
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SNA gateway access, 90
transaction agent, 71
update listener, 71
update sender, 71
module entity, 84
MOP, 11, 85
multicast, 29
address, 30, 31
multiplexing, 31
Transport layer, 48
multipoint
DDCMP, 23

n-entity, 4
NAK
DDCMP, 24
name
external, 64
full, 64
internal, 64
primitive, 63
simple, 64
name server, 10, 66
nameserver control module, 71
namespace, 55, 64
UID, 64
Namespace Unique Identifier, 64
naming service, 10, 55, 63
NCL, 11, 14, 86
NCP, 14
negative acknowledgment
DDCMP, 24
neighbor, 37, 45
network address, 63
network control language, 11, 14, 86
network control program, 14
Network layer, 6-7, 47
network layer addressing, 39
network management, 5, 10, 81
agent, 11, 82
attribute, 83
characteristic, 83
counter, 83
identification, 83
status, 83
bridge, 35
class name, 84

CMIP, 84

Common Management Information Pro-

tocol, 84

configuration, 10
counter, 10
DDCMP, 23, 25
diagnostic operations, 10
directive, 83, 84, 86
director, 82, 83, 86
entity, 82, 83
entity hierarchy, 83, 84
entity instance, 84
entity name, 84
entity naming, 83
event, 10-11, 83, 85
event logging, 85

dispatcher, 85

EVD, 85

event stream, 85

filter, 85

sink, 85

source, 85
Instance name, 84
local name, 84
loopback, 10-11
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Maintenance Operations Protocol, 85

management model, 82
management protocol, 83
modem connect, 18
module entity, 84
MOP, 85
DDCMP, 25
down-line load, 85
loopback test, 86
system console control, 86
up-line dump, 86
NCL, 86
wildcarding, 86
Network Control Language, 86
node agent, 84
node entity, 83
parameter setting, 10
service element, 82
sub-entity, 84
Transport layer, 48
X.21, 19
network service
characteristics, 38
Network Services Protocol, 8, 49, 52
network virtual terminal service, 88
NICE protocol, 11, 14
nickname, 64
node agent, 84
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node entity, 83
node name, 8, 61
non-broadcast subnetwork, 41
normal mode
HDLC, 26
NPDU
data, 37-38, 41-45, 105-106
error, 45
redirect, 45
NSAP, 37, 40
address, 37, 39, 40-45
structure, 40
selector, 41
NSDU, 37
NSP, 8, 49, 52
NSUID, 64
null modem
modem connect, 17

object, 8, 55
name, 8, 61
object entry, 63
OSI application layer, 8, 98
ACSE, 98
FTAM, 98
VT, 99
OSI presentation layer, 8, 98
OSI reference model, 4, 11
OSI session layer, 8, 97
OSI transport protocol, 8, 49
class 0, 49
class 2, 49
class 4, 49

packet, 7
padding, 32-33
PCI, 4, 43
PDU, 5
performance
monitor, 94
phase IV, 13, 49
phase IV
DDCMP, 25
NCP, 86
network management, 86
NICE protocol, 85
physical layer, 15
physical connection, 15-16, 18
network management, 86
Physical layer, 6, 15

piggybacking
DDCMP, 25
Transport layer, 48
pipelining
DDCMP, 24
point to point subnetwork, 41
point-to-point
DDCMP, 23-24
positive acknowledgment
DDCMP, 24
preamble, 31
primitive name, 63
protocol
clerk-server, 69
directory maintenance, 71
solicitation and advertising, 71
update propagation, 71
protocol data unit, 5
protocol ID, 32
protocol identifier, 59
protocol sequence, 59-60
protocol type, 33, 36
proxy, 58
PSDN, 73

read-only replica, 66
reassembly
network layer, 43
Transport layer, 48
reassignment
Transport layer, 51
redirect NPDU, 45
remote job entry, 92
REP
DDCMP, 24
repeaters, 30
replica, 66
master, 66
read-only, 66
secondary, 66
reply to message number
DDCMP, 24
retransmission
DDCMP, 24
Transport layer, 50, 53
RingPointer attribute, 68
RIJE, 92
root directory, 63, 64
round-trip delay, 51, 53
routing, 7
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cost, 37, 44 point to point, 41
domain, 37, 38. 42 tvpes, 41
functions Subnetwork Access Protocol, 32

subnetwork dependent, 43. 44, 45 frame format, 32

subnetwork independent. 43 subnetwork dependent convergence function,
hierarchical, 38 44
inter-domain. 42 subnetwork dependent routing functions, 43,
level 1, 38 44, 45
level 2, 38 subnetwork independent routing functions, 43
operation, 44 switched circuit service
static, 42 x.21, 18

system types, 39 witched line service, 17

woon

ystem console control, 86

SAP, 32

Subnetwork Access Protocol, 32
secondary replica, 66
segmentation

network layer, 43

Transport layer, 48, 52
selection flag

DDCMP, 23, 24

system performance monitor, 94
Systems Network Architecture, 89

template, 5

time service, 93

topology
extended LAN, 34
network laver, 37, 40

select
* ecl\?;AP 41 tower, 59, 61
' -
sequence number TP'?U,;
LSP, 45 trailer,

transaction agent module, 71

transport layer, 41, 43, 47, 55
checksum, 48, 50
concatenation, 48
connection, 47, 55

Transport layer, 50, 52
sequence numbers PDU, 45
session coutrol, 8, 55
simple name, 64
single valued attribute, 65

skulk, 68 connection establishment, 47, 50, 52
operation, 68 data transfer, 47, 50
SNA4, 89 disconnection, 52-53, 58
gateway access, 90 error detection, 48
gateway access module, 90 error recovery, 48
gateway server, 90 expedited data, 51, 52-53
SNDCF, 44 flow control, 47, 50, 52
soft link, 63 management, 48
solicitation and advertising protocol, 71 monitoring, 58
spanning tree multiplexing, 48
bridge, 34 piggvbacking, 48
SSAP, 32 reassembly, 48
static routing, 42 reassignment, 51
status attribute, 83 retransmission, 50, 53
sub-entity, 84 segmentation, 48, 52
subnetwork, 37, 45 sequence number, 50, 52
broadcast, 41 tributary address
connection oriented, 41 DDCMP, 23
general topology, 41 tributary station

non-broadcast, 41 DDCMP, 23-24
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up-line dump, 86

update listener module, 71
update process, 45

update propagation protocol, 71
update sender module, 71

VAX Malil, 89

VAX Notes, 93
videotex, 94

virtual circuit, 75
virtual terminals, 88
VT, 99

VTX, 94

wildcarding, 86

X.121, 40
X.21, 2, 6, 15, 18
call control service, 19
call references, 19
call sharing, 19
data transfer service, 19
DTE sharing, 19
leased circuit service, 18
line sharing, 19
network management, 19
outgoing call facilities, 19
selection criteria, 19
subaddress, 19
switched circuit service, 18
X.25,2,5,7, 41,73
channels, 75
DED, 74
gateway access, 77
Gateway Access Protocol, 77
gateway system, 77
level 1, 73
level 2, 26, 73
level 3, 73
call charging, 77
call re-direction, 77
call request, 75
clear confirmation, 76
clear indication, 76
clear request, 76
closed user group, 77
data, 75
flow control, 75
flow negotiation, 75
functions, 73
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incoming call, 75
interrupt, 76
interrupt confirmation, 76
More Data, 75
optional user facilities, 76
packet, 75
packet size, 75
reset, 76
reset confirmation, 76
restart, 76
user identification, 77
window, 75
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