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terminating selection by sending a SELECT flag is called the selection 
interval. A SELECT flag may be sent and received in any DDCMP 
message. If there is no message to send and a SELECT flag needs to be 
transmitted, the ACK message is used for sending the flag. A 
selection timer is used to detect a lost SELECT flag. It is started 
when a station is selected and reset when valid messages are being 
received. If it expires, no message was received for a timer interval 
and it is assumed the messages with the SELECT flag set were either 
transmitted or received in error. 

The length of a selection interval depends on the response and 
throughput considerations of a particular implementation or system. 
When a station is selected, it should limit the length of the 
selection interval to some maximum period, either: a) by using a 
timer to time the length of the interval, b) by using a counter to 
count the number of bytes transmitted, or c) by limiting the number of 
data messages transmitted during the selection interval. If no 
explicit limit is implemented for half duplex pbint-to-point and 
multipoint stations, transmissions will eventually cease due to 
uacknowledged data messages exhausting buffer capacity or sequence 
numbers. If no explicit limit is implemented for full-duplex 
multipoint stations, the selection interval might never terminate, 
since messages may be acknowleged as other messages are being 
transmitted. Therefore full-duplex multipoint stations must have an 
explicit limit to their selection interval. 

When there are two or more receivers on a link (multipoint) the ADDR 
field is used to address the tributary stations. A multipoint 
configuration consists of a single control station and a number of 
tributary stations. In a point-to-point configuration both stations 
are considered control stations. Address "1" is used in the ADDR 
field on point-to-point links. Addresses 1-255 are used to address 
tributaries on multipoint links and appear in the ADDR field of all 
messages both to and from tributaries. Address "0" is reserved. A 
tributary will only accept messages that contain its address (after 
CRC checks) and will ignore all others. Only SELECT flags set (i.e. 
on) in messages with the matching tributary address are accepted as 
selecting the addressed station. The SELECT flag is always set in 
STRT, STACK, and MAINTENANCE messages for all link types. The 
start-up procedure and maintenance mode operate in the half-duplex, 
single message at-a-time mode for consistency on all link types. 

5.2.1 Link Management On Full-Duplex Point-To-Point Links - There is 
effectively no link management on these links. Both stations are 
control stations and always selected. The address value 1 is used in 
the ADDR field of all messages. The checking of this address is 
optional on reception. For all messages other than STRT, STACK, and 
MAINT, in which the SELECT flag is set, the SELECT flag is optional in 
the full-duplex point-to-point mode and is essentially ignored. That 
is, it may be optionally set on transmission but is not checked on 
reception. 
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5.2.2 Link Management On Half-Duplex Point-To-Point Links - As in the 
full-duplex mode, both stations are control stations and use the AD DR 
value 1. Checking of this on reception is optional. Stations 
transfer control back and forth by use of the SELECT flag. A station 
setting the SELECT flag in a message invites the other station to 
transmit and will shut down its transmitter at the end of the current 
message after sending a number of DEL pad bytes appropriate to the 
modem and circuit. A station receiving a valid message with the 
SELECT flag set will transmit after completion of reception of the 
current message. The station ends its selection interval with the 
SELECT flag set in its last message transferring control back to the 
other station. 

When a station sends a SELECT it starts a selection timer. The 
selection timer is stopped and restarted when a valid data message, 
maintenance message, or control message is received; or when 
resynchronization occurs at the receiver. See the message exchange 
section for the description of a valid message. The purpose of the 
selection timer is to detect a lost SELECT flag either to or from the 
other station. It also serves to detect a loss of data signal partway 
through a message that may not be detected by other components of the 
system (e.g. loss of signal on an asynchronous link after receiving 
part of the data field of a message), preventing deadlocking of the 
protocol due to a link failure. If no message is received when the 
timer expires, the station assumes the message sent with the SELECT 
flag was received in error or the message sent by the other station 
which contained the return SELECT was in error. The station assumes 
ownership of the link and transmits as if it had received a valid 
SELECT return. When a station is selected and transmitting, its 
selection timer is not running. The timer value should be different 
at both stations to avoid a deadlock race condition. The value of the 
timer must include such factors as maximum message length, sync 
sequence lengths, link speed, link turnaround time, and processing 
delays. The selection timer detects the loss of the SELECT flag by 
timing the interval it takes to receive the longest message from the 
other station. It is reset after every message is received. Typical 
values might be on the order of a few seconds. To avoid excessive 
overhead, (when there is no data traffic) of constantly turning the 
channel around and selecting the other station, a station can delay 
replying to a selection for a short period of time (typical value 
would be 1~-20% of select timer value). The decision to do this and 
the value of the delay is based on such factors as: response time 
requirements, message queuing delays, turnaround time, and the 
duration of the selection timer. 

5.2.3 Link Management On Full-Duplex Multipoint Links - DDCMP 
supports configurations with a single control station and up to 255 
tributaries. Messages are only exchanged between the control station 
and the tributaries. There is no direct tributary to tributary 
traffic. The tributaries use address values 1-255. These addresses 
are used in the ADDR field in messages sent both to and from 
tributaries. 
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Transmission from the control station to any tributary can be 
simultaneous with transmission from a selected tributary to the 
control station. The control station must maintain separate error 
counters, starting sequence and state transition logic, and data 
message number sequences for each active tributary. The messages 
transmitted to a given tributary are independent of the messages sent 
to any other tributary. A tributary is only allowed to send after it 
receives a message addressed to it with the SELECT flag on from the 
control station. The control station is allowed to send data messages 
(with SELECT off) to either the tributary it has just selected or to 
any other tributary. The control station is allowed to transmit 
continuously. A message and associated SELECT flag sent to a 
tributary are valid only if the data message header CRC, maintenance 
message header CRC, or control message CRC checks and the ADDR field 
matches that of the tributary. 

The control station uses a selection timer to recover from messages 
where the SELECT flag has been transmitted or received in error. It 
operates the same as in the half-duplex, point-to-point case. The 
tributaries have no timer and wait to be selected again after ending a 
selection interval. 

Tributaries only accept messages with their own addresses. A 
tributary is selected by receiving a message with its address with the 
SELECT flag on. It may then transmit and it ends the selection 
interval by setting the SELECT flag in its last message. While 
transmitting it may be simultaneously receiving messages addressed to 
it. 

The order in which the control station selects tributaries is not 
defined in this protocol. The control station might select each 
station in turn in round-robin fashion, or it might have one or more 
lists that determine the order and frequency of selection. The lists 
might be supplied from a higher level process or be developed by 
selecting all the possible stations to determine which ones are 
on-line. 

A single physical station is allowed to respond to several different 
addresses on a multipoint channel only if it acts as if it were 
multiple separate tributaries. That is, the control station does not 
know that several addresses are located at a single physical station. 

Once the control station has selected a tributary, it must wait for 
either (1) the addressed tributary returning a message with the SELECT 
flag on, or (2) the selection timer expiring, before selecting another 
tributary. On data and maintenance messages received by the 
tributary, the SELECT flag on is valid if the header CRC and ADDR 
check even if the data CRC is in error. The tributary must wait, 
however, until the entire message is received before starting 
transmission. 

Tributary stations track all messages on the link by framing them and 
accepting only those with matching addresses. They resynchronize only 
on non-abutting messages or messages with CRC errors. 
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5.2.4 Link Management On Half-Duplex Multipoint Links - These links 
operate in the same way as the full-duplex multipoint links except 
that the control station must cease transmitting when it selects a 
tributary. It regains control only when (1) it receives a SELECT flag 
from the addressed tributary or (2) the selection timer expires. The 
control station will operate in the same manner as the half-duplex 
point-to-point control station does, except that the ADDR field 
addresses one specific tributary rather than the only other station on 
the link. The tributary stations will operate as if they were 
full-duplex tributaries, except, they do not receive while 
transmitting. 

5.2.5 Link Management Summary Rules - Table 5-2 summarizes the major 
rmodes of operation. 

Table 5-2. Link Management Summary 

~ODE_._ .. ______ . ________ . __ . ___ SUM!:!ARY ________________ .. _. __ . _________ ._._-___ _ 

Full-Duplex 
Point-to-Point 
Control Station 

Half-Duplex 
Point-to-Point 
'Control Sta tion 

- Always selected 
- Uses AD DR = 1 

Checks ADDR on receive (optional) 
- SELECT flag set (on) in STRT, STACK, and 

MAINTENANCE messages 
- SELECT flag ignored in other messages (may 

be set but not checked on receive) 
- No selection timer 

- Selected alternately 
- Uses ADDR = 1 
- Checks AD DR on receive (optional) 
- SELECT flag turns link around and selects 

other station 
- SELECT flag set (on) in STRT, STACK and 

MAINTENANCE messages 
- Selection timer used by both stations. 

Selection timer rules: 

1. Start when sending SELECT to select other 
station. 

2. stop and restart when a valid data message, 
maintenance message, or control message is 
received. 
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Table 5-2. Link Management Summary (cont'd) 

MODE SUMMARY 

Full-Duplex 
Multipoint 
Control Station 

Full-Duplex 
Multipoint 
Tributary Station 

Half-Duplex 
Multipoint 
Control Station 

3. 

4. 

5. 

Stop and restart when resynchronization 
occurs at the receiver. 

Stop timer when receiving a SELECT (being 
reselected). 

If the timer expires, treat as if a valid 
SELECT had been received. 

- Always selected 
- Uses tributary address in ADDR field 

(1-255) 
Checks for proper tributary ADDR on receive 

- SELECT flag set (on) in STRT, STACK, and 
MAINTENANCE messages 

- Start selection timer when selecting a 
tributary 

- Timer operates as indicated for Half-Duplex 
Point-to-Point mode 

- Select another tributary when SELECT is 
received or selection timer expires 

- Selected on receipt of SELECT where CRC and 
ADDR checks 
Ends selection with SELECT set in last 
message 

- Uses its own address in ADDR field 
- Accepts received messages with matching 

ADDR. 
- SELECT flag set in STRT, STACK, and 

MAINTENANCE messages. 
- No selection timer for tributaries 

- Selected alternately with tributaries 
- Use tributary address in ADDR field 
- Checks for proper tributary ADDR on receive 
- SELECT flag set in STRT, STACK, and 

MAINTENANCE messages. 
- Selection timer used when selecting a 

tributary (same as for full-duplex 
multipoint control stations) 
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Table 5-2. Link Management Summary (cont'd) 

MODE SUMMARY 

Half-Duplex 
Multipoint 
Tributary Station 

5.3 Message Exchange 

- Same as Full-Duplex 
station except that 
while transmitting 

Multipoint Tributary 
it does not receive 

Once framing and link management have been handled, messages are 
exchanged by the DDCMP processes to create a protocol that ensures the 
sequentiality and integrity of data sent via DDCMP. The basic 
concepts of this exchange were presented in section 2.5 Functional 
Organization. This section presents the details of that message 
exchange mechanism. 

Before discussing the actual message exchanges, three concepts must 
first be presented: (1) Initialization, (2) Reply Time-outs, and (3) 
Valid messages. 

5.3.1 Initialization - DDCMP can be operated in two modes: (1) the 
on-line or running mode and (2) the off-line or maintenance mode. The 
on-line mode creates the sequential error-free link. The off-line or 
maintenance mode provides a block check on the data, DDCMP framing, 
and link management procedures. The on-line mode is entered via a 
DDCMP start sequence. This startup or initialization resets the 
message numbering, clears out any outstanding messages and prepares 
for the start of data message transfers. The start sequence is 
designed so that both stations must enter the start sequence before 
either station can complete the sequence and the message exchange can 
commence. Startup or restart is initiated by the user of DDCMP when 
it first starts up, on a fatal error, usually on a persistent error, 
and wherever else restarting is appropriate (See Section 6.0, Error 
Recording). DDCMP does not initiate startup itself. 

5.3.2 Reply Time-outs - A necessary component of nDCMP is the reply 
time-out. The replies to some transmitted messages are timed and if 
there is no response within a time-out interval the expiration of the 
timer triggers some action. The time-out is necessary to recover from 
outages and messages distorted by the link such that even framing may 
be lost. Time-outs prevent the protocol from being deadlocked. 

The timer is keyed to the selection of the other station. That is, 
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the other station is given a chance to respond during a selection 
interval and if no proper response is received before the end of the 
selection interval then error recovery is initiated. In full-duplex 
point-to-point links, where the other station is always selected, a 
clock is used as the timer. On the other link configurations, the 
time-out interval is set to be one selection interval and expires at 
the end of the next selection of the other station. A station is 
given one interval to reply. A more detailed description of the 
selection process is given in section 5.2, Link Management. 

Reply timer interval: 

The reply timer controls the 
between sending a message 
taking error recovery action. 
type is as follows: 

a. Point-to-Point 

maximum period a station will wait 
and receiving a proper response before 

The timer interval for each station 

Full-duplex: uses a real clock. The clock period is the 
same as that of the selection timer used in other modes. 
It must include link delays, turnaround, processing and 
message transmission times. A typical value is 3 
seconds. 

Half-duplex: next selection interval. The other station 
is given a selection interval in which to respond. The 
other station is selected, it transmits (if it received 
the selection correctly), and selection is ended (by the 
other station sending a select or by the selection timer 
expiring) . If the proper reply is not returned in that 
interval the reply timer is assumed to have expired. 

b. Multipoint 

Full-duplex-Control Station: Next complete selection 
interval. A tributary is given at least one complete 
selection interval in which to reply. For messages 
transmitted to a tributary which is not selected, 
operation is as described for half-duplex point-to-point 
(see above). For messages transmitted to a tributary 
which is selected, the tributary is expected to reply 
prior to the ending of the next selection interval rather 
than prior to the ending of the current interval. That 
is, a reply timer started during a selection interval 
does not expire until the end of the next selection 
interval, not the current" interval. 

Full-duplex-Tributary station: before the next 
selection. The tributary station expects the control 
station to reply in the interval starting with the 
tributary sending the message requiring the reply, 
completing the current selection, and ending with the 
tributary being selected again by the control station. 
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The message that selects the tributary again is included 
in that interval and may contain the valid reply. If 
there is no proper response within that interval between 
selections the tributary assumes the timer has expired. 

Half-duplex-Control station: the next 
interval. Same as described above for 
point-to-point stations. 

selection 
half-duplex 

Half-duplex-Tributary station: before the next 
selection. Same as described above for full duplex 
multipoint tributary stations with the addition that the 
reply cannot be received before ending the current 
selection due to the half-duplex mode. 

Only point-to-point full-duplex control stations use a real clock; 
all others key reply time-out to a selection interval as indicated. 
Half-duplex and multipoint control stations use a real clock to time 
the selection interval. Tributary stations have no clock and rely on 
the control station for timing intervals (selection). 

5.3.3 Valid Messages - Only valid messages are processed by the 
protocol. A message that has been properly framed is checked for: 

a. Good block checks (header and data). 

b. Valid message TYPE and SUBTYPE - control messages. 

c. Matching ADDR for multipoint stations. 

Optionally, a station may check for: 

a. FILL fields for being zero. 

b. ADDR=l for point-to-point stations. 

Multipoint tributary stations must ignore messages with header block 
check errors, due to the uncertainty of the ADDR field, and rely on 
time-outs for recovery. Control stations (point-to-point and 
multipoint) may process messages with header block check errors (e.g. 
reply with a NAK), as they would process messages with data block 
check errors. 

Additional checks are specific to each message and are described in 
the state tables where appropriate. 
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5.3.4 Message Exchange Variables And States - The following states 
and variables are used in the message exchange state tables and 
descriptions. On multipoint links, there is a set of states and 
variables for each control station tributary station pair. A 
multipoint link appears as multiple point-to-point links operating on 
a single physical channel. Arithmetic and comparisons between these 
variables are always modulo 256. 

5.3.4.1 Data Variables -

R - the number of the highest sequential data message received at this 
station. Sent in the RESP field of data messages, ACK messages, 
and NAK messages as acknowledgment to the other station. 

N - the number of the highest sequential data message transmitted by 
this station. Sent in the NUM field of REP messages. N is the 
number assigned to the last user transmit request which has been 
transmitted (sent in the NUM field of that data message). 

A - the number of the highest sequential data message that has been 
acknowledged to this station. Received in the RESP field of data 
messages, ACK messages, and NAK messages. 

T - the number of the next data message to be transmitted. When 
sending new data messages T will have the value N+l. When 
retransmitting T will be set back to A+l and will advance to N+l. 

x - the number of the last data message that has completed 
transmission. When a new data message has been completely 
transmitted X will have the value N. When retransmitting and 
receiving acknowledgments asynchronously with respect to 
transmission, X will have some value less than or equal to N. 

Other variables are as defined in the message format section and refer 
to fields in specific messages (e.g., ACK(RESP=0) refers to the RESP 
field of an ACK message with value = 0). 

Relationship of data variables(modulo 256. arithmetic): 

A <= N 

A < T <= N+l 

The data message numbers from A+l to N are the current 
unacknowledged data messages. ACKs within this range 
are valid and accepted. ACKs outside this range are 
ignored. 

If new data messages are being sent T = N+l. If 
retransmissions are being sent T will lie between A and 
N+l. If an ACK is received that increments A, T is set 
to A+l to start retransmission, possibly skipping some 
data messages in a retransmission sequence already in 
progress. 
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x <= N The last data message transmitted is always less than 
or equal to the highest sequential data message 
transmitted (N) and may be less than the highest one 
acknowledged (A) due to retransmissions and the NAKing 
of control message eRC errors. 

5.3.4.2 Control Flag Variables 

These flags control the sending of DDCMP control messages. They are 
indicators specifying which control messages to send when the 
transmitter is idle. 

,SACK - send ACK. This flag is set when either R is incremented, 
meaning a new sequential data message has been received which 
requires an ACK reply, or a REP message is received which 
requires an ACK reply. The SACK flag is cleared when sending 
either a DATA message with the latest RESP field information, 
an ACK with the latest RESP field information, or when the 
SNAK flag is set. 

SNAK - send NAK. This flag is set when a receive error occurs that 
requires a NAK reply. It is cleared when a NAK message is 
sent with the latest RESP information, or when the SACK flag 
is set. 

The SACK and SNAK flags are mutually exclusive. At most one will be 
set at a given time. The events that set the SACK flag, R is 
increment~d or a REP is received requiring an ACK, also clear the SNAK 
flag. Similarly, the events that set the SNAK flag, reasons for 
send ing a NAK (see 5.3.7), also clear the SACK flag. Sett,ing or 
clearing a flag that is already set or cleared respectively has no 
kffect. For the SNAK flag, a reason variable (or field) is also 
maintained which is overwritten with the latest NAK error reason. 
Whenever the SNAK flag is set the NAK reason variable is set to the 
reason for the NAK. 

SREP - send REP. This flag is set when a reply timer expires in the 
running state and a REP should be sent. It is independent of 
the SACK and SNAK flags. 

It is desirable for DDCMP implementations to implement the sending of 
control messages via the use of these control 'flags. Events that 
require control messages to be sent will overwrite previous events, 
for which the control messages have not yet been sent, and only the 
necessary control messages will be sent. In general, this will 
increase the performance of DDCMP by eliminating the sending of 
unnecessary control messages which add to protocol overhead and may 
result in unnecessary retransmissions. It is only necessary to have a 
~ingle ACK or NAK, and/or a single REP marked for transmission with 
the latest information. A station when selected to transmit must send 
all pending control messages (i.e., clear all pending control flags) 
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It is also possible to implement the sending of control messages via a 
queuing mechanism, which actually builds and adds control messages to 
the transmit queue. In this case all events that would cause a 
control message to be sent must generate a message for the queue. 

5.3.4.3 DDCMP States 

HALTED protocol stopped and not running. The user can halt 
the protocol anytime by giving it a stop command (see 
user interface description). Commands to start cause a 
transition through halted first. 

STARTING an attempt is being made to initialize the protocol via 
an exchange of STRT and STACK messages. This state has 
two internal states. 

RUNNING 

1. ISTRT (Initiate Start) sends the STRT message. 

2. ASTRT (Acknowledging Start) 
message. 

sends the STACK 

signifies DDCMP is in the on-line mode exchanging data 
messages. 

MAINTENANCE - signifies DDCMP is in the off-line mode sending and 
receiving maintenance messages. 

5.3.5 Message Queuing, Reply Timers, And Buffering -

Messages are passed from DDCMP to a device driver for actual 
transmission on the link. They may be passed either one message at a 
time, waiting for a transmit complete before passing the next one to 
the driver; or more than one message may be passed to the driver, 
letting the driver maintain a transmit queue. One message at a time 
is the most efficient method from the message exchange viewpoint, 
since it defers decisions on which message to transmit next to the 
latest possible instant, making use of the latest available 
acknowledgment information. This technique, however, may not be 
optimal for implementations requiring high performance via queuing and 
pipelining techniques. The state tables for DDCMP message exchange 
operation assume single message at a time operation. If queuing 
techniques are used in an implementation, the operation described in 
the state table as "send" will mean "add to transmit queue" or "pass 
to device driver". 

The reply timer on full duplex point-to-point links uses a real clock. 
The description of the message exchange operation assumes the timer is 
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started after the message has been completely transmitted. In this 
case, the timer value must include link delays and processing time, 
but is independent of the length of the transmitted message. If the 
timer is started, however, when the message is passed to the driver it 
must also include the time to actually transmit the message. If many 
messages are being queued to the driver, then the timer must also 
include the time to transmit all the messages ahead on the queue. 
These increases in the timer value make it less precise and, 
therefore, it does not perform as well as a reply timer that is 
started after transmission. The state table describes the reply timer 
starting at two possible times: one when messages are actually 
transmitted and the other when they are passed to the driver. The 
operation affects the setting of the variable X and the starting of 
the reply timer. The choice of technique in a particular 

_implementation depends on the split of functions between the driver 
'and DDCMP, the sharing of the protocol data base, and the capabilities 
and environment presented by the operating system. All other factors 
being equal, the best technique uses queuing for high performance and 
starts the timer after actual message transmission. On other than 
full-duplex point-to-point links the timer is keyed to station 
selection. The driver transmit queue is always emptied before ending 
selection, and, thus, has no effect on the reply timing. 

;A message must not be marked complete and returned to the user until 
'the message is acknowledged. If the user interface does not separate 
the completion or acknowledgment of data messages from the returning 
of buffers to the user (e.g. transmit buffering is supplied by the 
user), then the message must not be returned to the user while it is 
still residing on the transmit queue. This is required to prevent 
buffers from being released prematurely and given back to the user 
while they are still being used for transmission. If the user 
interface separates the completion of data messages from the returning 
?f buffers (e.g. transmit buffering is supplied by DDCMP, the message 
'is copied to a local DDCMP buffer), then the message may be marked 
complete to the user as soon as it is acknowledged, even though the 
actual transmit buffer (local to DDCMP) may still be on the transmit 
queue (i.e., being retransmitted). 

5.3.6 Reply Timer Operation Rules -

1. Start timer: 

When timer is a clock - set clock to the interval value, 
start it running. When interval expires clock will issue a 
signal and stop. 

When timer is another event (e.g. ending selection interval) 
set flag marking timer as running. When event occurs and 

flag is set, timer will issue a signal and turn flag off. 

If timer is running when start command is issued, it is first 
stopped and then started. 
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When timer is a clock - clock is halted, no signal is issued. 
The timer can be set running via the start timer command. 

When timer is another event - turn flag off. 

5.3.7 NAK Reasons -

NAKS are returned in response to message, device, and buffering errors 
in the running state. 

Specifically the NAK reasons are (Note: the number is the NAK error' 
reason code): 

1. Header block check error - a data message header CRC or a 
control message CRC is in error. 

2. Data field block check error - a data message data field CRC 
is in error. 

3. REP response - the NAK is sent in response to a received RE~ 
message where the NUM field in the REP did not equal R (the 
last message received). 

8. Buffer temporarily unavailable - a buffer was not available 
to store the incoming data message. Either the user did not 
allocate one in time, or the buffer pool was empty. 

9. Receive overrun - The receiving hardware and/or software was 
not able to respond fast enough to incoming bytes and a~ 
overrun occurred. 

16. Message too long - a received data message (COUNT) was too 
long for the allocated buffer. 

17. Message header format error - the header CRC checked but one 
or more header fields was invalid. possible errors are: 

a. Invalid SELECT flag, 

b. Invalid ADDR value (optional check for point-to-point), 

c. FILL fields not zero (optional check), 

d. Invalid control TYPE or SUBTYPE value. 
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Startup is the process of initializing the protocol 
variables, and synchronizing both stations on a link. 
the startup state table~ 

Startup Notes: 
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states and 
Table 5-3 is 

1. Implementations may ignore messages in error (invalid 
messages) or messages other than that expected and wait for 
the reply timer to expire during the start sequence to 
initiate recovery action. 

2. The SELECT flag is always set in STRT and STACK messages, the 
starting sequence being an alternate exchange, one message at 
a time. For all stations, except multipoint control 
stations, the receipt of a STRT or STACK will trigger an 
immediate response due to selection by the start sequence 
messages. Multipoint control stations need not respond 
immediately to the starting tributaries, but may select and 
send messages to other tributaries before returning and 
completing startup with tributaries waiting for start 
sequence replies. 

3. After startup is complete the data variables have the 
following values: R=0, N=8, A=8, T=l, X=0. The control flag 
variables are all clear. 



DDCMP Specification 4.0 Page 52 
OPERATION 

Table 5-3. Startup State Table 

STATE EVENT NEW STATE 

any state User requests halt HALTED 

HALTED User requests startup ISTRT 

ACTION 

None-stop timer if 
running 

Send STRT-
reset variables 
start timer 

User requests 
Maintenance Mode 

MAINTENANCE See section 5.4 
Maintenance Mode 

ISTRT 

ASTRT 

Receive STACK RUNNING 

Receive STRT ASTRT 

Timer expires ISTRT 

Receive MAINT message MAINTENANCE 

Message in error or ISTRT 
other message received 

Receive ACK (RESP=0) 
or Receive Data msg 
(RESP=0) 

Receive STACK 

Receive STRT 

Timer expires 

RUNNING 

RUNNING 

ASTRT 

ASTRT 

Receive MAINT message MAINTENANCE 

Message in error or ASTRT 
other message received 

Send ACK (RESP=0) 
stop timer if 
running 

Send STACK­
start timer 

Send STRT­
start timer 

See section 5.4 
Maintenance Mode 

Either: Send STRT, 
start timer: or 
ignore (do nothing) 

See Data Transfer 
stop timer 

Send ACK(RESP=0) 
stop timer 

Send STACK­
start timer 

Send STACK­
start timer 

See section 5.4 
Maintenance Mode 

Either: Send STACK, 
start timer; or 
ignore (do nothing) 
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Table 5-3. Startup State Table (cont'd) 

STATE EVENT NEW STATE ACTION 

RUNNING Receive STRT HALTED Notify user of 
STRT received 

Receive MAINT MAINTENANCE See section 5.4 
Maintenance Mode 

Receive STACK RUNNING Send ACK (RESP=R) 

5.3.9 Data Transfer -

This is the process of sending data messages, waiting for positive 
(ACK) or negative (NAK) acknowledgment, retransmitting on NAK, and 
sending REP on reply timeout to cause an acknowledgment to be 
returned. Table 5-4 is the state table for the RUNNING State. These 
events always leave the stations in the RUNNING state. The entries 
that change from RUNNING to the other states are listed in the Startup 
State Table above. 

Running State Notes: 

1. All message numbering is modulo 256 (i.e., after message 
number 255 is message 0, then 1 and so on). For example 
3>250 is correct where 3 follows messages: 255,0,1,2. 

2. An ACK always sends RESP=R. A NAK always sends RESP=R and 
an appropriate NAK reason. A REP always sends NUM=N. A 
data message always sends RESP=R, NUM=assigned sequential 
number. A retransmitted message always uses the same NUM 
value and DATA field as the original message, but sends the 
latest receive value in the RESP field. 

3. The maximum number of outstanding unacknowledged messages is 
255. No more can be sent until some are acknowledged. It 
is always required that (A+255) >= N (modulo 256). 

4. positive acknowledgments can be sent in the RESP field of 
data messages transmitted in the reverse direction, in ACK 
messages, or in NAK messages. They are all equivalent on 
receive to providing a positive acknowledgment for 
outstanding messages. In the state table, ACK refers to any 
of the above forms of acknowledgment. 

5. The order for transmitting messages in the running state is: 
NAK, REP, DATA messages, ACK. 

6. A data message contains four 
information: 

independent pieces of 
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a. Data consisting of the NUM, COUNT, and DATA fields. 

b. An ACK response consisting of the RESP field. 

c. Link management information consisting of an ADDR and 
SELECT flag. 

d. Framing information consisting of the QSYNC flag. 

These are independent of each other and treated separately. 
Thus, a received data message is treated as both a received 
data message and a received ACK. For example, even if the 
DATA CRC is in error the RESP field in a good header is 
still accepted and processed. 

7. When a message is received which starts or ends a selection 
interval (SELECT flag set), the message exchange fields 
(RESP, NUM, COUNT, DATA) are processed according to the 
message exchange rules (Table 5-4) prior to the starting or 
ending of the selection interval. For example, a RESP field 
which acknowleges one or more outstanding messages will 
complete those messages and stop the reply timer prior to 
processing the SELECT flag. IF the SELECT flag were 
processed first, the reply timer might erroneously expire. 

8. If there is no message to send in the RUNNING state, and a 
SELECT flag wants to be sent, use the ACK message for this 
purpose. ACKs are legal at any time and may be used for 
time fill and to select and/or terminate selection. 

9. Messages should 
station should 
message before 
retransmissions. 

never be truncated on transmission. A 
always finish transmitting the current 
starting a new one, including. 

10. The SELECT flag can be set in any message. All outstanding 
control messages must be sent before a station ends a 
selection interval by sending a SELECT flag. A selection 
interval is ended when the message with the SELECT flag set 
is added to the transmit queue (given to the driver for 
transmission), even though the message has not yet been 
transmitted on the physical link. 

11. The transmitter is idle when it is permissible to pass a 
message to the driver. It is busy when this is not 
permissible. For non-queued transmission, passing a message 
to the driver is permissble only when nothing is being 
transmitted and the station is selected. For queued 
transmission, passing a message to the driver is permissible 
only when the driver will accept a message (queuing space' 
available) and the station is selected. 

The message with the SELECT flag set is the last message 
passed to the driver in a selection interval. The 
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transmitter will remain busy after passing this message to 
the driver until another selection interval is started by 
receiving a message with the SELECT flag set. This 
technique 1S necessary to maintain the proper relationship 
between the reply timer and station selection. 

12. The notation "A<-B" is the 
statement which sets the 
value of the variable B. 

notation for the assignment 
value of the variable A to the 
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EVENT 

Receive Data Msg 
(NUM = R+l) 

Table 5-4. 

(Also see Receive ACK) 

Receive Data Msg 

Receive message in error 

Receive REP 
(NUM = R) 

Receive REP 
(NUM not= R) 

Receive ACK, or Data Msg 
(A < RESP <= N) 

Receive ACK or Data Msg 
(RESP <= A or RESP > N) 

Receive NAK 
(A <= RESP <= N) 

Receive NAK 
(RESP < A or RESP > N) 

Reply timer expires 
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Running State Table 

ACTION 

If buffer available, R <- R+I, 
give msg to user, set SACK flag; 
otherwise set SNAK flag, 
(reason 8. or 16.) 

Ignore 

Set SNAK flag, see NAK reasons 
(Section 5.3.7) 

Set SACK flag 

Set SNAK flag, (reason 3) 

For all messages (A < NUM <= RESP) , 
complete msg to user, 
A <- RESP 
If T <= A, then T <- A+l 
If A < X, start timer 
If A >= X, stop timer 

Ignore 

For all messages (A < NUM <= RESP), 
complete msg to user, 
A <- RESP 
T <- A+l, stop timer 

Ignore 

Set SREP flag 
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Table 5-4. Running State Table (cont'd) 

EVENT ACTION 

Transmitter is idle 
and SNAK flag is set 

Transmitter is idle, 
SNAK flag is clear, 
SREP flag is set 

Transmitter is idle, 
SNAK and SREP flags are clear, 
T ( N+I 

User requests message 
to be sent: T ( N+l, 
transmitter is busy, 
SNAK flag is set, or 
SREP flag is set 

User requests message 
to be sent, T = N+l, 
transmitter is idle, 
SNAK and SREP flags 
are clear 

Transmitter is idle, 
SNAK and SREP flags 
are clear, T = N+l, 
~o user requests waiting, 
SACK flag is set 

Send NAK with reason value, 
clear SNAK flag 

Send REP, clear SREP flag, 
* start timer 

MSG(T) is retransmitted, 
* X (- T, 
* if timer not running start timer 
T (- T+l, clear SACK flag 

User waits until: 
T = N+I, transmitter 
is idle, SNAK flag is clear, 
and SREP flag is clear 

NUM (- N+I 
Send MSG(NUM) 
N (- NUM 
T (- N+I, clear SACK flag 
* X (- N, 
* if timer not running start timer 

Send ACK, clear SACK flag 

* If messages are queued for transmission and the timer is started and 
stopped after actual transmissions of messages are completed rather 
then when messages are queued, then ignore the starred (*) actions 
listed above for the events: Transmitter is idle (SREP set) , 
Transmitter is idle (T ( N+I), and User requests message to be sent 
(T = N+I) and add the following events and actions: 

Data message (NUM) 
transmission completed 
on link 

~EP message transmission 
~ompleted on link 

X (- NUM 
If A ( X and timer not running, 

then start timer 
If A )= X, then stop timer 

start timer 
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Maintenance mode operation is used where the code requirements 
necessitate minimal coding and compatibility with the DDCMP message 
structure. This is true of bootstrap, dumping, and testing facilities 
where the code might reside in read-only memory (ROM). Compatibility 
is necessary for running on multipoint channels where one station may 
be in the maintenance mode and the other stations in the on-line or 
running mode. By using the same structure both functions can occur 
concurrently on the link using the same control station protocol. 

The maintenance mode utilizes the framing and link management portions 
of DDCMP without having the complexity or the functionality of the 
message exchange facility. That is, it creates a frame or envelope 
for transmitting and receiving message blocks and providing a CRC-16~ 
error detection check. In this mode, there is no message sequencing 
or acknowledgment. Sequencing and acknowledgment must be handled by 
the user of the maintenance mode if necessary. 

Maintenance mode messages always have the SELECT flag set, so they 
operate in the alternate half-duplex mode on both point-to-point and 
multipoint channels. The link management function operates in the 
same manner as described for on-line mode except that only a single 
message is transferred before ending selection. Transmit complete is' 
returned to the user immediately after the message is transmitted, 
since there is no ACK returned to guarantee successful delivery over 
the link. 

The maintenance message header is similar in format to the data 
message header except the RESP and NUM fields are zero FILLs (since 
maintenance messages are neither numbered nor acknowledged). The 
maintenance mode is entered via either a command from the user or a 
received maintenance message. To return to the on-line (or runnin9 
mode) the protocol must first go through the halted and start in9 
states. Both operating modes cannot be mixed within a single 
station-to-station pair. The exact details of how maintenance mode is 
entered is implementation specific and may vary in different systems. 
If a maintenance message is received while not in maintenance mode, 
some implementations may enter maintenance mode and present the 
message to the user. Other implementations may discard the message, 
enter the HALTED state, and provide an indication that a maintenance 
message was received. In the maintenance mode, the protocol adds the 
header and block check to transmitted messages and starts a select 
timer if necessary for proper operation of the channel (e.g., 
multipoint). On received messages, the protocol removes the header 
and checks the block check. If in error it may either discard the 
message or notify the user that a message was received with a block 
check error. The latter action simply improves responsiveness rather 
than waiting for the timer to expire. 

The maintenance mode is used for functions such as bootstrapping, 
dumping, and link testing. If sequencing or acknowledgment are 
necessary it must be done within the data field of the maintenance 
messages. In DECnet, the maintenance message protocol is the 



DDCMP Specification 4.0 
OPERATION 

Page 59 

Maintenance Operation Protocol (MOP) and is not part of this standard. 
Maintenance mode messages are not guaranteed to be delivered or have 
the assurance that they will arrive in the proper sequence. If they 
are delivered, however, they will have been block checked within the 
error limits of the CRC-16 check. ODCMP ignores all non-maintenance 
mode messages received while it is in the maintenance state. 

STATE 

MAINTENANCE 

Table 5-5. Maintenance State Table 

EVENT 

Receive MAINT 
message 

Message in error 
or other message 
received 

User requests MAINT 
message to be sent 

NEW STATE ACTION 

MAINTENANCE If buffer available 
give to user, 
otherwise ignore 

MAINTENANCE None 

MAINTENANCE If transmitter idle: 
send MAINT message, 
If transmitter busy: 
wait until idle 

Note: Transmitter busy and idle conditions have the same meaning as 
described in the RUNNING State notes (section 5.3.9). 
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Link and protocol error recording in DDCMP is implementation specific. 
This section presents recommendations on how error recording should be 
performed within DDCMP implementations. The actual techniques used 
and statistics maintained depend on the system environment and 
requirements of the application. These recommendations should be used 
as a guideline in developing those techniques. It is recommended that 
error recording be employed to compile statistics on the condition of 
the link, determine overall error rates and detect a malfunctioning 
link. The protocol has been designed so that even if one of the 
stations on the link cannot record errors, the other station can be 
used to record errors for all communications sent in both directions 
on the link. This is accomplished by use of the NAK reason field. 
For most errors, the error is recorded locally and a NAK is returned 
with the error reason. The other station, upon receiving the NAK, can 
record the error for the remote station. On occasion, a NAK will be 
lost, but this should not noticeably affect the record being kept of a 
given link. 

DDCMP Error Counters can be divided into three groups: Threshold 
Counters, Cumulative Counters, and Background Counters. Threshold 
counters are used to detect persistent error conditions; cumulative 
counters record overall error statistics; and background counters' 
provide a base on which to evaluate the cumulative counters. It is 
suggested that the user of DDCMP record these values into a permanent 
log, thereby establishing a long-term record on the data link and 
communication equipment. 

A station that has no means for reading out its counters, or whose 
controlling user cannot maintain such records, would not maintain them 
(e.g. a transaction terminal). It is strongly recommended, however, 
that at least one station on a link maintain error statistics. On 
multipoint links the control station will maintain a separate set o£ 
counters for each control-tributary pair. When the number of counters 
represents an excessive burden on an implementation, it may combine 
the counters into groups in order to reduce the memory and processing 
requirements. In the maintenance mode, error counters and records 
need not be maintained. 

6.1 Threshold Counters 

The threshold counters are used to notify the protocol user of a 
persistent error condition. Threshold counters operate by counting 
consecutive errors of a given class and will trigger a notification to 
the user when the threshold value has been reached. A threshold value 
of seven events is recommended. However, a value that is more 
appropriate for the implementation environment may be utilized. 

Each counter is cleared when the threshold is reached or when the 
operation it is monitoring is performed correctly. Threshold counters 
may also be cleared by a start command from the user. Error threshold 
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1. Messages sent to remote stations - counts NAKs received and 
response timer expirations: cleared on ACKs (explicit or 
implicit) received. 

2. Messages received from remote station - counts errors that 
cause NAKs to be sent: cleared on data message received. 

3. Selection errors for multipoint and half-duplex control 
stations counts no response or wrong response to select: 
cleared on a proper select received. 

In the RUNNING state, counter 1 is incremented when a NAK is received 
(which causes one or more outstanding messages to be retransmitted) or 
when a REP is sent. The counter is cleared when an unacknowledged 
message is acknowledged (whether or not there are still other 
unacknowledged messages). In the Initiate Start state (ISTRT), 
counter 1 is incremented when a STRT is sent and cleared when a STRT 
or a STACK is received. In the Acknowledging Start state (ASTRT), 
counter 1 is incremented when a STACK is sent and cleared when an ACK 
or a STACK is received. 

,Counter 2 is incremented for all ODCMP NAK reasons (see operation 
'section 5.3.7). Tributary stations do not count header CRC errors as 
they cannot determine if the address was their own. Counter 2 is 
cleared when data messages are successfully received. 

Counter 3 is only required in a multipoint control station or a half 
duplex point-to-point station. This counter is incremented when one 
of the following errors is detected. 

1. Message Received from Wrong Tributary (does not apply to 
point-to-point operation.) 

2. No Select Received and select timer expires. 

3. Tributary or half-duplex station exceeds an 
implementation-dependant maximum total transmission interval 
without deselecting itself. 

Counter 3 is cleared when a message with the select bit set is 
received from the selected tributary or from the other station if a 
half-duplex point-to-point link. 

It is recommended that, whenever a threshold counter reaches its 
threshold value, causing DDCMP to notify the user, the user read out 
the cumulative counters. This will establish a base 1n determining 
which specific error has caused the next threshold counter overflow. 

hDCMP continues to operate across threshold counter overflows. It 
clears the threshold counters and counts again, notifying the user on 
subsequent overflows. Protocol and link shutdown is left up to the 
user. 
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6.2 Cumulative Counters 

The cumulative counters record 
or receipt of a NAK. The 
accessible to the user (to 
overflow and statistics on 
responsibility of the user to 
accumulate the counts. 
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and total all occurrences of an error 
contents of these counters should be 

determine specific threshold counter 
network operation). It should be the 

read and clear these counters and to 

In DECnet, a higher level network maintenance process accumulates the 
total of each of these counts and provides them for network 
management. 

The cumulative error counters should be able to record an adequate, 
number of occurances of an error to be useful in the maintenance of 
the link. The cumulative error counters should count to their maximum 
value and hold at that value until the higher level process clears 
them. 

Cumulative error counters may be arranged in a number of different 
configurations (e.g., specific individual counters or general group 
counters) depending upon the specific implementation requirements. 
The following list summarizes the types of counters that could be 
maintained: 

1. Counters for received NAK reasons (either individually by 
reason or in groups), 

2. Counters for received errors (i.e., errors that cause a NAK 
to be sent), 

3. Timer Counters resulting in a REP message being sent or 
received, 

4. Hardware error indicator counters (e.g., hardware framing 
errors, transmitter overrun), 

5. Selection Timer Counters (e.g., wrong tributary responding, 
no ending select received. 

6.3 Background Counters 

Background counters are used to provide a statistical base for the 
cumulative error counters. Like the cumulative error counters, their 
usage depends on implementation requirements. It is recommended that 
two background counters be maintained: one to record the number of 
data messages sent (count all attempts), a second to record the number 
of data messages received (exclude duplicates and out of sequenc~ 
messages). An implementation may use additional counters for 
debugging purposes or for additional statistics or control. 
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Asynchronous Serial 
Data Transmission: 

Channel: 

Control Station: 

Duplex Channel: 

Half-Duplex Channel 
(alternate Simplex): 

Master Station: 

Multipoint Channel: 

Parallel Data Transmission: 

Point-to-Point Channel: 

Serial Data Transmission: 
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APPENDIX A 

Glossary 

A technique in which the information 
required to determine when each byte 
(bit grouping) begins is sent along with 
the symbol (the "start" and "stop" 
bits) • The time interval between 
successive bytes is unspecified. 

The data path joining two or more 
stations, including the communications 
control capability of the associated 
stations. 

A station 
responsibility 
the channel. 

that has overall 
for orderly operation of 

A channel over which simultaneous (in 
time) communications in both directions 
(to and from the station) is possible. 
Also -called a full-duplex channel. 

A channel that permits 
communications, but in 

two-way 
only one 

direction at any instant. 

A station that has control of a channel 
at a given instant, for the purpose of 
sending data messages to a slave station 
(whether or not it actually does). Also 
referred to as a "transmitting station". 

A channel connecting more than 
stations. 

two 

A data communication technique in which 
more than one code element (e.g. bit) 
of each byte is sent or received 
simultaneously. 

A channel connecting only two stations. 

A data communication technique in which 
the code element (bits) of each encoded 
symbol of the data are sent and received 
one after the other (serially), rather 
than simultaneously. 



DDCMP Specification 4.0 
ERROR RECORDING 

Slave Station: 

Station: 

Synchronous Serial 
Data Transmission: 

Tributary Station: 
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A station to which a master station 
intends to or does send a data message. 
Also referred to as a "receiving 
station". 

An independently controllable 
configuration of logical elements (e.g., 
a computer) to or from which messages 
are transmitted on a channel. 

A data communication technique in which 
the information required to determine 
when each byte begins is sent at the 
beginning of a group of bytes (the "sync 
bytes"). The time interval between 
successive bytes in the group is zero. 
The time interval between successive 
groups of bytes is unspecified. 

A station on a channel that is not a 
control station. 
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APPENDIX B 

Formal Syntax Definition 

In the following formal definition of the protocol grammar, the 
symbols have the following meanings: 

1. < > denotes a metalinguistic variable. 

2. := means "is produced by" or "has the value of". 

3. <a><b> means "a followed by b" or "b concatenated with a". 

4. <a>!<b> means "a OR b" (exclusive OR). 

5. quantities not surrounded by brackets < > are constants or 
literal values. 

6. «a>*b) means "a repeated b times" «a><a>---<a». 

7. <a>** means "a occurs from zero to infinity times in 
succession". 

8. null means "the empty set". 

B2.9 Message Syntax 

~he following definition of the protocol does not include the specific 
sync sequences and rules when they are used on each link type 0 Refer 
to the operation section for these specifics. 

<protocol>:=<transmission><trailer>!<transmission><protocol> 

<transmission>:=<msg>!<syncseq><msg> 

Note that the form <syncseq><msg> is required in 
numerous cases. See operation section 5.1.3.2. 

<syncseq>:=<leader><sync>*m 

Where m is a parameter determined by hardware and 
interchange considerations. (m >= 1 for asynchronous 
circuits, m >= 4 for synchronous circuits.) 

Note that <syncseq> is used for inter-message padding 
as well as for synchronizing. 
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<sync>:=<syn> for synchronous circuits 
:=10-bit idle line! <del> for asynchronous circuits 
:=null for parallel circuits 
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Where n10-bit idle line" means that the channel is held 
continuously in the state of the stop element (i.e. 
Mark, condition Z, 1) for a period not less than 10 bit 
times. 

<leader>:=«one>*j) «sync>*k) for synchronous circuits 

Where j+8k >= 0 if qsync is set in the previous 
message. This is a short sync sequence. 

Where j+8k >= 32 if qsync is not set in the previou~ 
message. This is a long sync sequence. 

Either j=0 or j>=8 

:= idle line <del>** for asynchronous circuits 

Where "idle line" means that the channel is held 
continuously in the state of the stop element (i.e. 
Mark, condition Z, 1) 

:=null for parallel circuits 

<trailer>:=<one>*j 
:=<leader> 
:=null 

<one>:=l 

for synchronous circuits, where j>=8 
for asynchronous circuits 
for parallel circuits 

<msg>:=<nummsg>!<unnummsg>!<maintmsg> 

<nummsg>:=<soh><header><bcc><data><bcc> 

<unnummsg>:=<enq><body><bcc> 

<maintmsg>:=<dle><mhdr><bcc><data><bcc> 

<header>:=<count><qsync><select><resp><num><addr> 

<data>:=«byte> * value of <count» 

<bcc>:=<byte><byte> 

<body>:=<ackm>!<nakm>!<repm>!<strtm>!<stackm> 

<mhdr>:=<count><qsyncl><selectl><fill><fill><addr> 

<count>:=«bit>*14) 

<select>:=<bit> 
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<selectl>:=l 

<qsync>:=<bit> 

<qsyncl>:=l 

<resp>:=<byte> 

<num>:=<byte> 

<addr>:=<byte> 

<ackm>:=<ack><fill6><qsync><select><resp><fill><addr> 

<nakm>:=<nak><rnak><qsync><select><resp><fil1><addr> 

<repm>:=><rep><fill6><qsync><select><fill><num><addr> 

<strtm>:=<strt><fil16><qsyncl><selectl><fil1><fil1><addr> 

<stackm>:=<stack><fil16><qsyncl><select1><fi11><fill><addr> 

<rnak>:=eeeeel!ee0010!0000ll!0el000!0010el!01000e!e10001 

<byte>:=00000000!00000001! ••• !111lllll 

<bit>:=e!l 

<syn>:=100l0110 

<soh>:=le000e01 

<enq>:=e00e0101 

<del>:=llllll11 

<fil1>:=00000000 

<fi116>:=000000 

<d1e>:=10010000 

<ack>:=00000e01 

<nak>:=00000010 

<rep>:=e0eee0l1 

<strt>:=e00e0110 

<stack>:=e0000111 
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APPENDIX C 

DDCMP Block Check Computation 

Cl.0 DDCMP Error Detection 
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Error detection is provided in this protocol by means of block check 
bytes after each of the message headers and message blocks. This 
block check consists of computing a 16-bit cyclic redundancy check 
using a polynomial known as the CRC-16 polynomial and appending the 
check bits computed to each block. This polynomial and scheme have 
been widely used in BiSync and other protocols. 

C2.0 The CRC-16 Polynomial 

The CRC-16 polynomial [X A16 + XA 15 + XA2 + 1 = (X + 1) * (X A15 + X + 
1)] [see section C3.9 step 3 below] has the following error detection 
properties: 

1. It will detect all errors that change an odd number of bits 
(i.e., 1, 3, 5, ••• bit errors). 

2. It will detect all errors that change two bits provided that 
the block length is less than 32767 bits including the CRC 
bits. Thus the maximum <count> (length of data field) should 
be 4093. 

3. It will detect all errors that consist of a single burst 
error of 16 or fewer bits. A burst error is a group of bits 
in which the first bit and the last bit are in error and the 
intervening bits mayor may not be in error. Thus a 16-bit 
burst error might have as many as 16 bits in error. The 
partitioning of bits in error into burst errors is not 
unique. 

4. It will detect all errors that consist of two occurences of 
two adjacent bits in error provided that the block length is 
less than 32767 bits including the eRC bits. 

5. It will detect all except the fraction 1/2 A15 of errors that 
consist of a single burst error of 17 bits. 

6. It will detect all except the fraction 1/2 A16 of errors that 
consist of a single burst error of 18 or more bits. 

7. It will not detect some errors that change four bits. For 
example, it will not detect the error pattern that is 
identical to the eRC polynomial. Thus the minimum Hamming 
distance between two valid messages (including the eRe bits) 
is four bits. 
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C3.0 CRC Computation 

The algorithm for computing the cyclic redundancy check is as follows: 

1. Consider the header or data portion of the message as it 
appears on a serial line (LSB of the first byte first, MSB of 
the final byte last) and append 16 zeros after the header or 
data. 

2. Take the string of bits constructed in 1, and treat each bit 
as the coefficient of a term of a polynomial with the LSB of 
the first byte being the coefficient of the highest order 
polynomial term. The highest order term is A * XA63 for a 
header block and A * XA(8 * <count> + 15) for a data block 
where A is the least significant bit of the first byte of the 
header or data. The lowest order term is e * XA0 for both 
cases. 

3. Divide the polynomial constructed in 2, by the CRC-16 
polynomial X

A
16 + X

A
15 + XA2 + 1 using synthetic division and 

using modulo 2 arithmetic on the coefficients (i.e., addition 
= subtraction = XOR. All carries and borrows are ignored) 
obtaining a quotient that is discarded and a 16-bit 
remainder. 

Transmit the coefficients of the remainder as the block check 
bytes following the original message bits, transmitting the 
coefficients of the highest order term (X A15) first. Thus, 
the first byte represents coefficients of the XA 8 through 
X

A
15 terms of the remainder (from left to right) and the 

second byte represents coefficients of the X
A

9 through X
A

7 
terms of the remainder (also from left to right). 

4. On reception, perform the same algorithm and compare the 
received block check bytes with the computed block check 
bytes. If the bytes are not identical, an error has 
occurred. 

Notes: 

1. On a parallel circuit, the same algorithm is used and the 
same block check bytes are computed although the bytes are 
sent in parallel instead of serially. Notice that for the 
purposes of the block check byte computation, the LSB of the 
first byte is always treated as the highest order term (i.e., 
the term with the largest exponent) in the message 
polynomial. 

2. On reception, the message may be handled with the block check 
bytes included (two bytes longer) and the algorithm computed 
based on this longer message. If the remainder is not zero, 
an error has occurred. 
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MESSAGE FORMAT SUMMARY 

Dl.0 General Message Formats 

Numbered 
Messages 

<soh> 
<count> 

<qsync> 
<select> 
<resp> 
<num> 
<addr> 
<bccl> 
<bcc2> 
<data> 
<bcc3> 
<bcc4> 

Unnumbered 
Messages 

<enq> 
<type> 
<subtype> 
<qsync> 
<select> 
<rcvr> 
<sndr> 
<addr> 
<becl> 
<bcc2> 

D2.0 Unnumbered Message Summary 

message ACK NAK 

enq enq enq 

type ack nak 

subtype fill6 rnak 

qsync qsync qsync 

select select select 

rcvr resp resp 

sndr fill fill 

addr addr addr 

bccl bccl bccl 

bcc2 bcc2 bcc2 

Maintenance 
Messages 

<dIe> 
<count> 

<qsyncl> 
<selectl> 
<fill> 
<fill> 
<addr> 
<bccl> 
<bcc2> 
<data> 
<bcc3> 
<bcc4> 

REP 

enq 

rep 

fil16 

qsync 

select 

fill 

num 

addr 

bccl 

bcc2 

STRT 

enq 

strt 

fil16 

qsyncl 

selectl 

fill 

fill 

addr 

bccl 

bcc2 
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STACK 

enq 

stack 

fil16 

qsynql 

selectl 

fill 

fill 

addr 

bccl 

bcc2 
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Message exchange examples - These examples are presented here to show 
the operation of the message exchange component of DDCMP in specific 
cases of states and occuring events. They do not show actual link 
timings, as these vary with link characteristics and station 
selection. The variables used are those presented in section 5.3 and 
in the message formats in section 4.0. The variables of importance 
are listed just above the message being sent or just below the message 
received. Not all variables, user requests, and timers are shown in 

;the examples. They are only shown when needed to illustrate a 
specific operational detail of DDCMP. The diagram symbols have the 
following meaning: 

symbol meaning 

------) Send message, received with no errors 

---/--) Send message, received with errors 

--//--) Send message, not received 

Reply timer running 

Example 1 - Startup sequence with no errors. 

User requests startup 
R=0,N=0,A=0,T=1,X=0 

Enter running state 

------) 
STRT 

(------
STRT 

------) 
STACK 

(------
ACK(RESP=0) 

Notify user of startup at 
other station 

User requests startup 
R=9,N=9,A=8,T=1,X=A 

Enter running state 
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Example 2 - Startup sequence with errors. 

User requests startup 

Timeout 

Timeout 

Enter running state 

--//--) 
STRT 

------) 
STRT 

<------
STRT 

--//--) 
STACK 

<------
STRT 

------) 
STACK 

<--//-­
ACK(RESP=9) 

------) 
STACK 

<------
ACK(RESP=0) 
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Notify user, user requests 
startup 

Timeout 

Enter running mode 
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Example 3 - Data transfer with no errors. 

User requests transmit 
R=0,N=1,A=0,T=2,X=1 

iUser requests transmi t 
R=0,N=2,A=1,T=3,X=2 

Message received and user 
requests transmit 
R=1,N=3,A=2,T=4,X=3 

User requests transmit 
R=1,N=4,A=2,T=5,X=4 

\iessage received 
~=2,N=4,A=4,T=5,X=4 

------) 
DATA(NUM=1,RESP=0) 

<------
ACK(RESP=l) 

------) 

Message received and 
given to user 
R=1,N=0,A=0,T=1,X=0 

DATA(NUM=2,RESP=0) 

<------

Message received and user 
requests transmit 
R=2,N=1,A=0,T=2,X=1 

DATA(NUM=1,RESP=2) 

------) 
DATA(NUM=3,RESP=1) 

------) 

Message received 
R=3,N=1,A=1,T=2,X=1 

DATA(NUM=4,RESP=1) 

<------

Message received 
R=4,N=1,A=1,T=2,X=1 

User requests transmit 
R=4,N=2,A=1,T=3,X=2 

DATA (NUM=2,RESP=4) 

------) 
ACK(RESP=2) 

ACK received 
R=4,N=2,A=2,T=3,X=2 
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Example 4 - Data transfer with CRe errors and NAKing. 

User requests transmit 
R=0,N=1,A=0,T=2,X=1 

Nak received 
R=0,N=1,A=0,T=1,X=1 

Retransmi t 
R=0,N=1,A=0,T=2,X=1 

User requests 3 transmits 
R=1,N=2,A=1,T=3,X=2 

R=1,N=3,A=1,T=4,X=3 

R=1,N=4,A=1,T=5,X=4 

----/--> 
DATA(NUM=1,RESP=0) 

<------
NAK(RESP=0) 

------> 

Received in error 
R=0,N=0,A=0,T=1,X=0 

DATA(NUM=1,RESP=0) 

<------

Message received and 
user requests transmit 
R=1,N=1,A=0,T=2,X=1 

DATA(NUM=l,RESP=l) 

---/--> 
ACK(RESP=l) 

------> 

Queue NAK for R=l 

DATA{NUM=2,RESP=1) 

------> 

Message received 
R=2,N=1,A=1,T=2,X=1 

DATA{NUM=3,RESP=1) 

------> 

Message received 
R=3,N=1,A=1,T=2,X=1 

DATA{NUM=4,RESP=1) 

cont'd 

Message received 
R=4,N=1,A=1,T=2,X=1 
Queue ACK for R=4 
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NAK received 
R=1,N=4,A=1,T=2,X=4 

Retransmit 
R=I,N=4,A=I,T=3,X=2 

All messages complete 
R=I,N=4,A=4,T=5,X=2 
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<------
NAK(RESP=I) Queued NAK returned 

------) 
DATA(NUM=2,RESP=I) 

Message ignored 
<------
ACK (RESP=4) Queued ACK returned 
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Example 5 - Data transfer with errors causing reply timeouts 

User requests transmit 
R=0,N=1,A=0,T=2,X=1 

Timeout 

ACK received 
R=0,N=1,A=1,T=2,X=1 

User requests transmit 
R=0,N=2,A=1,T=3,X=2 

Timeout 

NAK received 
R=0,N=2,A=1,T=2,X=2 

Retransmi t 
R=0,N=2,A=1,T=3,X=2 

ACK received 
R=0,N=2,A=2,T=3,X=2 

------) 
DATA(NUM=1,RESP=0) 
! 
! 
1 

<--II--
I ACK(RESP=l) 
1 
1------) 
REP (NUM=l) 

<------
ACK(RESP=l) 

Message received 
R=1,N=0,A=0,T=1,X=0 

ACK response to REP 
R=1,N=0,A=0,T=1,X=0 

--11--) 
DATA(NUM=2,RESP=0) 

------) 
REP (NUM=2) 
<------
NAK(RESP=l) 

------) 

NAK response to REP 
R=1,N=0,A=0,T=1,X=0 

DATA(NUM=2,RESP=0) 

<------
ACK(RESP=2) 

cont'd 

Message received 
R=2,N=0,A=0,T=1,X=0 
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User requests transmit 
R=0,N=3,A=2,T=4,X=3 

User requests transmit 
R=0,N=4,A=2,T=5,X=4 

User requests transmit 
R=0,N=5,A=2,T=6,X=5 

Timeout 

NAK received 
R=0,N=5,A=3,T=4,X=5 

rRetransmi t 
R=0,N=5,A=3,T=5,X=4 

Retransmit 
R=0,N=5,A=3,T=6,X=5 

All messages complete 
R=0,N=5,A=5,T=6,X=5 

------) 
DATA(NUM=3,RESP=0) 

Message received 
R=3,N=0,A=0,T=1,X=0 

--//--) 
DATA(NUM=4,RESP=0) 

.------) 
DATA(NUM=5,RESP=0) 

Message ignored 
R=3,N=H,A=0,T=1,X=0 
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<--//-- ACK to received message 
! ACK(RESP=3) 
1 
1------) 

REP(NUM=5) 

<------
NAK (RESP=3) 

------) 

NAK response to REP 
R=3,N=0,A=0,T=1,X=0 

DATA(NUM=4,RESP=0) 

------) 

Message received 
R=4,N=0,A=0,T=1,X=0 

DATA(NUM=5,RESP=0) 

<------
ACK(RESP=5) 

Message received 
R=S,N=0,A=0,T=1,X=0 

ACK to received messages 
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This list of DDCMP changes from version 3.0 to the current version 4.0 
is provided as a guide for those who have implemented and/or are 
familiar with version 3.0 and are interested in the changes from that 
version to the present 4.0 level. Revision levels between 3.0 and 4.0 
are shown for those who have such documentation. The composite list 
of changes are all the technical changes from version 3.0 to version 
4.8. Only technical changes and major clarifications are listed. 
Changes in wording or documentation level are not included in this 
revision history. 

version 3.0 

There were 3 printed version of this level spec, May 1974, August 
1974, and December 1974. The December 1974 document was the most 
readable, correct, and widely circulated of the three. This document 
is taken as the base 3.0 level and all changes are from this copy of' 
version 3.0. 

Changes 3.0 to 3.02: 

1. Changed FINAL flag bit to QSYNC flag bit. The SELECT flag 
bit is now used for both selecting and ending selection. The 
QSYNC flag signals non-abutting messages allowing short sync 
sequences between messages on synchronous links. 

2. Removed the RESET and RESAK messages. The link is reset in 
both directions at the same time by use of the STRT/STACK 
startup sequence. 

3. Clarified the synchronous and asynchronous synchronization 
and pad sequences. The sequences were made dependant on the 
link transmission characteristics. 

4. Removed RESP and NUM fields from the STRT and STACK messages, 
replacing then with FILLs. After a startup sequence message 
numbering always starts with message number 1. 

5. Changed ADDR field to always be tributary address in messages 
both to and from tributaries. This change added a positive 
identification to the messages being returned from a 
tributary to the control station. 

6. Framing requires first byte to be SOH, ENQ, or DLE. If not 
one of these then no message is framed and, thus, no NAKs are 
generated as in the previous version. 
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7. Startup sequence revised to send an acknowledge to a received 
STACK. The new sequence adds an ACK response to a STACK, 
creating a positive three-way handshake. 

8. Multipoint operation and sync sequences clarified. Many of 
the operational details for multipoint were added to the 
specification. 

Version 3.02 

This version was the result of the above listed changes made by the 
DDCMP committee. This and intermediate review edition 3.01 were dated 
July 1975 - August 1975. The document was also partially rewritten to 
add additional clarification to the specification. 

Changes 3.02 to 3.03: 

1. Require full duplex tributary to wait until the entire 
message with the SELECT flag bit on is received before 
transmitting. Previously it had to wait only for the header. 
This change provides for common operation among the different 
modes and link types. 

2. Require that STRT, STACK, and MAINT messages have the SELECT 
and QSYNC flag bits always set. These messages always 
operate one message at a time alternately. This change makes 
their use common in all modes and link types. 

3. Multipoint control stations must precede a message with a 
sync sequence if addressed to a tributary different from the 
one addressed in the previous message. This change improves 
receiver synchronization at the tributaries. 

4. DATA and MAINT messages with zero length data fields are not 
allowed. 

5. The BOOT message is changed in name to the MAINTENANCE 
message. 

Version 3.03 

This version resulted from the changes listed above by the DDCMP 
committee. version 3.03 dated December 1975 was never totally 
reviewed by the DDCMP committee and contains a number of errors. 

Changes 3.03 to 4.0: 
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1. Divided protocol functions into 3 semi-independent 

2. 

3. 

components: framing, link management, and message exchange. 
This is not a technical change but helps clarify and more 
precisely specify the protocol. 

Clarified the user and device 
This is not a technical 
understanding of the protocol. 

interfaces to the protocol. 
change but assists in the 

Allowed the SELECT flag bit to be set in full duplex 
point-to-point mode with no checking by the receiver. This 
change makes for more compatible full and half duplex 
implementations. 

4. Modified the link idle signal and optional end-of-message 
checking to increase CRC-l6 error detection capability in 
cases of synchronous clock loss. 

5. Allowed an optional increase in the sync sequence 
recover from framing errors when responding 
Especially useful on asynchronous links. 

length to 
to a NAK. 

6. Made checking of ADDR field optional in point-to-point mode 
and checking of FILL fields optional in all modes. 

7. Described the operation of the reply timer in cases of 
retransmission. This is not a technical change but a precise 
description of the timer operation during retransmission. 

8. Changed error recording counters to be a recommendation not a 
requirement. Error recording is now a recommended optional 
part of a DDCMP implementation. 

9. Clarified messages to be retransmitted when NAKs and ACKs are 
received asynchronous to transmission. This is not a 
technical change but a more precise definition of the 
operation in these cases. 

10. Removed the option of multipoint tributaries operating in 
sheltered mode. The only valid mode is circumspect mode, 
where the tributaries always track messages on the link. 
This mode is now simply called multipoint tributary 
operation. 

11. Changed the operation of the select timer to be stopped and 
restarted after every good received message or when 
resynchronizing. This changes the timer to one that times a 
lost select flag (message with flag in error), rather than 
one that times the duration of a total selection interval. 

Version 4.0 

This version is a total rewrite of the DDCMP protocol specification. 
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Three versions of 4.0 were used for review in limited circulation, 
dated June 1977, October 1977, and December 1977. It is an attempt to 
more clearly and precisely define the DDCMP protocol. It incorporates 
the changes listed above from the previous version. 

[END OF DDCMP SPECIFICATION] 
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