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---------------------------------- .. -.-- .....•. --... - .. -.... -

is granted returns the current version number (DTM) 
of the object, which is used in a conditional flush oper­
ation; thereby removing stale pages of the object from 
the requesting nodes main memory. 

A second version of the caching problem is to insure 
that it (extending the example above) the first B pro­
cess to use 0 had modified the object, that the change 
be available to a process on A that wants to use the 
object immediately after theB process releases it. To 
guarantee correctness in this case, copies of all changed 
pages of remote objects are delivered back to their home 
node before the object is unlocked .. This function is 
performed by the lock manager as part of the unlock 
function: a request to unlock a remote object first puri­
fies the object (forces modified pages back to the home 
node), then frees the lock to make the object available. 

Note that concurrency violations can only occur in 
mUlti-node situations: it an object is never locked, and 
is used by only one node, �t�h�a�~� node is the only source 
of version number changes, and will hence always see 
a consistent view of the current version. This is why 
the LOCK and mNT managers' state can be stored in 
virtual memory: the objects that store their code and 
data do not need to be locked because they are only 
used on one node. 

6.2. Discussion 

This two-layer approach to concurrency manage­
ment has several desirable attributes. First is that it 
allows the (presumably) more complicated and larger 
higher level protocol to use the services of OSS to main­
tain its data. base. Second is its flexibility. Changes 
to the higher-level lock manager can be accomplished 
without affecting the OSS-level implementation at all. 
Also, because the operations to manage the cache are 
exported, clients can implement their own schemes, any 
number of which can coexist as long as they manage 
disjoint sets of objects. Lastly, the burden of lock key 
checking assigned to the per-page operations at the OSS 
level is very ·slight compared to the lock manager's data 
base maintenance. 

One restriction that it would be desirable to re';' 
lax is· that the concurrency granularity of the current 
implementation is at the level of entire objects. The 
lock key as described is insufficient for some forms of 
concurrency control. However, if the higher-level pro­
tocols wanted to take on the entire control task, the 
lock key could be set to its writebyall value to disable 
concurrency checking by the OSS-level. Note that the 
per-object techniques described above, but with a ver-
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sion number (DTM) per page, would allow page level 
concurrency control. We already store the DTM with 
each page on backing store; thus keeping one DTM per 
main memory page frame would suffice for this exten­
sion. 

7. Naming Objects 

For users, UIDs are not a very convenient means 
to refer to objects; for them, text string names are 
preferable. However, llke UIDs, they should be uni­
form throughout the network, so that the name of an 
object does not change from node to node. In DO­
MAIN, text string names for objects are provided by a 
directory subsystem layered on top of the single level 
store. The name space is a hierarchical tree, like Mul­
tics [ORGA 72] or UN1X [RITC 74], with directories 
at the nodes and other objects at the leaves. A direc­
tory is just an object, with its own urn, containing pri­
marily a simple set of associations between component 
names (strings) and UIDs. (A symbolic link facility, like 
that of Multics, is the other major feature of directo­
ries.) A f$ingle �c�o�m�p�o�n�e�~�t� name is resolved in the_ con­
text of a particular directory by finding its associated 
UID (if any). The absolute path name of an object is 
an ordered list of component names. All but (possibly) 
the last are names of directories, which, when resolved 
starting from a network-wide distinguished "root" di­
rectory, lead to the UID of the object. Thus, an ab­
solute path name, like a UID, is valid throughout the 
entire network, and denotes just one object. (There are 
other forms of path name besides the absolute form; 
these relative path names are mainly for convenience, 
since absolute path names are potentially very long in a 
large network with large numbers of objects. They are _ 
all expressible as the �c�o�n�c�a�t�e�n�a�t�i�~�n� of some absolute 
path name prefix to the relative path name itself.) 

8. Lessons 

The first implementation of the D01v1AIN system 
was completed in March of 1981. Since then, the system 
has been tested, used, and measured extensively. At 
this writing, the largest operational DOMAIN network 
system is a single token-ring network consisting of over 
600 nodes, and DOMAIN installations of over 70 nodes 
are not uncommon. As a result of this almost four 
years of experience, we believe we have learned some 
important practical lessons - some of. which validate 
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(and in some cases vindicate) our choices and others 
that suggest alternative implementations. 

8.1--. Choosing. SLS 

The DOMAIN-chosen technique mapping file sys­
tem objects into process address space and then turn­
ing ~ faults into object read requests of the form 
(UID, pageno) has been very successful. It enjoys the 
benefits of simplicity of implementation, stateless re­
mote servers and the emcency of demand-paging lazy 
evaluation. Further, a single main memory cache man­
agement mechaniSm equally manages object pages for 
local and remote objects. Our original goal for the re­
mote paging system was to have remote sequential file 
system I/O take no more than two times longer than 
the file I/O from a local disk. Over the years, this ratio 
has averaged around 1.8 to 1. 

8.2. Seduction by SLS 

The characteristics of network location trans­
parency and a low penalty for remote transparent ac­
cess combine to make the "map-it, use-it, unmap-it" 
approach to object manipulation terrifically. attractive. 
However, we have learned that there are sometimes 
compelling pratical reasons for avoiding the allure of 
network transparency at the SLS level for some object 
managers that want to provide a higher level of abstrac­
tion. 

Our naming server, which implements the direc- . 
tory hierarchy and the name-to-UID translation, was 
originally implemented completely on top of the loca­
tion transparent SLS level. Asa result, it mapped and . 
operated on directories without regard to their location 
in the network. The naming server, then, did not, in 
fact could not, distinguish between directories on lo­
cal disks and those on remote disks. As a result, the 
server was straightforward to implement, and as soon 
as it worked on local directories, it worked on remote 
directories. 

The problem with this implementation strategy for 
the naming server was that the storage system (natu­
rally) provided no layer of abstraction for the notion of 
directory. The SLS provided access to the raw bits of 
a directory to each naming server that wanted to ma­
nipulate that directory. This was fine as long as each 
naming server in the network could ~perate on direc­
tories of the same format. In practice, however, the 
naming servers are not the same on every node in the 
network (generally due to software updates occuring at 
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different times) and the. older naming servers are un­
able to handle constructs added to directories by newer 
naming servers running on other nodes. 

Directories are an important example for a system 
like DOMAIN. They ~re permanent (stored on disk), 
heavily shared by multiple nodes, and most transac­
tions on them take very little time. Also, they are likely 
candidates for extensions and improvements over time. 
Because we can never demand simultaneous update of 
software on every node in a network, and because we 
want very much to offer cross-release compatibility, we 
have found ourselves constrained by our original imple­
mentation. 

As if that were not enough, we have found that the 
performance of the naming server tree-walk was signif­
icantly increased by asking the node that owned the 
target directory do the lookup work itself, rather than 
sending pages of the directory over to the requesting 
node. This change demanded that the naming server 
learn the difference between local and remote directo­
ries, and was an example of when .. moving the work 
to the data" was a win over "moving the data to' the 
computation." 

8.3.' Use Simple Protocols 

The key to the attainment of our remote perfor­
mance goals has been the use of light-weight problem­
oriented protocols. We have taken full advantage of 
the relatively clean environm'ent provided by our high­
speed ring network to avoid often costly protocol sup­
ported reliability. 

Operations that are idempotent (I.e. for which re­
peated applications have the same effect as a single ap­
plication) use a connectionless protocol [SWIN 79] and 
retry often enough to achieve the desired level of relia­
bility. Network operations to read and write attributes 
and pages are all of this form. 

Operations which are not idempotent (I.e. which 
have side effects), but which naturally have some state 
associated with them, can often be made idempotent, 
using a transaction ID. Each time a client sends a new 
request (not a retry) to perform an operation, it chooses 
a new transaction ID. If an operation was performed 
once with a particular transaction ID, the receipt of a 
second request with the same ID should be rejected. 
File locking, for example, saves the the transaction ID 
of the operation which set the lock along with the lock 
state. 

The SLS protocols we use are inexpensive because 
they are end-to-end protocols [SALT 80] and do not 
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rely on the communications substrate to provide any 
service guarantees. Instead, each remote operation in­
dividually Implements the least mechanism required by 
its reliablllty semantics. 

8.4. Obtaining High Performance 

Much has been written on this subject lately for 
distributed systems. (In particular, see [CHER 83] and 
[LAZO 84].) The DOMAIN fUe system has evolved over 
the years to provide as much as six times th.e perfor­
mance of its original implementation. Certainly in the 
case of completely diskless nodes, but also very fre­
quently in the case of disked nodes,. the performance­
critical information needed is elsewhere in the network. 
Our performance goals coupled with our aggressive 
remote-to-Iocal ratio goal has influenced the implemen­
tation in several ways. 

The disk subsystem implements fairly familiar 
techniques for performance enhancement including: 
physical locality optimizing, control structure caching, 
batched reads, and clustered writes. Physical locality is 
encouraged by the increasingly clever allocation of suc­
cessive file blocks and theirfUe maps and VTOC entries. 
The basic disk control structures (free-block allocation 
tables and VTOC control blocks) are cached in their 
own set of control block buffers. File page reads are 
"batched" at the SLS-Ievel. Recall that in DOMAIN, all 
flle read activity is caused by touching the bytes of the 
file with normal CPU instructions and thereby page­
faulting on the needed page. When the SLS catches 
the page-fault and determines the need for some (Um, 
pageno), it may ask the lower levels for up to 31 addi­
tional successive object pages. Most disk write opera­
tions are instigated by the page purifier process, and it 
tries to hand the low-levels a large collection of pages to 
write so that seek-ordering and rotational-ordering can 
be performed. In addition, for remote flle system I/O, 
DON.1AIN implements trans-network batched reads; a 
single read page request message may result in as many 
as eight reply pages in anticipation of their need. In this 
way, the ultimate client 'receives more of the benefit of 
disk page touch-ahead. 

8.5. Indefinite Postponement 

In theory, the remote file server running on one 
node can service requests from any number of clients. 
In practice, however, a single server can be flooded 
with requests from ten, twenty, even one hundred hun­
gry clients. Because the communications protocol layer 
provides no delivery guarantees to the higher layers, it 
blithely discards messages it receives after its assorted 
queues and buffers fill up. In theory, the issuer of the 
discarded message will send a time-out based retry and 
all will be well. In practice, indefinite postponement is 
a definite possiblllty. As networks get larger, and in 
particular as server nodes get busier, a solution that 
formally addresses this problem completely is needed 
(rather than an ad hoc approach that, for example, in­
creases the depth of the queues periodically). 

8.6. Conclusion 

The essential ingredients to good performance of 
a distributed file system include all those things re­
quired for a good centralized file system: caching, bulk 
data transfer from the disk, and good object locality 
on the disk. In addition, the distributed file system 
needs -more: it needs caching of remote data to avoid 
as many remote operations as possible; cheap, fast pro­
tocols; and bulk data transfer over the network, even 
when the protocols are very cheap. 
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ANATOMY Of- A PAGE FAUlT 3/83 

This is the story of how the pages of an object are brought into memory. 
We will concentrate on objects mapped by segments into a process 
virtual address space. 

The tale begins with the mapping of the object (usually through an mst_$map call) 
somewhere in the address space. The unit of mapping is a segment, so 32 consecutive 
pages of the virtual address space are reserved by creating an entry in the mst. 

The mst is a two dimensional array whose first indice is a process id and whose 
second indice is an mst entry for an object in that process's address space. 

Each time an entry is added to the mst (representing the mapping of a segment of 
an object in some process's virtual address space), an entry must also be made for 
that object segment in the ast. The ast 
is a table used to keep track of 'active' objects: it relates pages of segments of 
objects to physical memory: it caches static and dynamic information about objects 
(e.g. where they live and whether they've been modified). There is one ast for the 
whole system (it is not per-process): its size determines how many objects can have 
pages resident at a time and is a function of physical memory size. 

Back to the mst. An mst entry (mste) contains information about a segment of a 
mapped object (e.g. the segment number, access rights, its storage location) and 
it contains a page map (pmap), a table with 32 entries. Each entry in the pmap is 
used to describe the status of one page in the segment. A page may be: 

wired 
resident 
in_trans 

not available for page stealing 
in memory 
in some sort of transition state, so hands off 

Each pmap entry also contains the physical page number for the page or its disk 
block address if it is not resident. 

Mapping an object does NOT cause any of its pages to be brought into memory. 
Instead, the first reference to a.page within the object causes a page fault to 
occur. (PAGE FAUlT: the result of trying to reference a virtual address that 
is not currently mapped to a physical address).· Briefly, the page fault brings 
you into code which determines that this is indeed a fault 
on a non-resident page and calls mst_$touch. Hst_$touch does some checking to 
be sure the page exists (or can be created (object is writable» and eventually 
determines that it should call ast_$touch. If the page does NOT have to be 
created, mst_$touch includes in its request to ast_$touch a count of the number 
of consecutive pages within the segment it really would like to have resident 
<beginning with the referenced page). This is the 'touch-ahead' count for the 
object: it is settable from user space (mst_$set_touch_ahead_cnt> and is used 
to get better paging performance. 

Ast_$touch does a little checking of its own an~ then calls pmap_$touch, whose 
job it is (finally) to get the page(s) into memory. 
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Pmap_$touch determines how many of the pages requested realty can be touched by 
looking at the page map in the ast for this segment. It will only try to touch 
consecutive pages, starting at the first page request~d and stopping at the point 
that: 

1. 
2. 
3. 

or 4. 

the count would cause a segment boundary to be crossed 
a page is found in transition (remember hands off?) 
a page is found already resident in memory 
a page is found that has not yet been created 

Pmap_$touch puts the pages it is going to read in transition (in the pmap) and then 
allocates enough physical memory to hold the pages (a local subroutine 'alloc' 
calls mmap_$alloc - but the mmap is another story for another time). Pmap_$touch 
also determines if the object is local or remote and calls either disk_$read_ahead 
or network_$read_aheadto trigger the i/o. If there are any errors in the i/o, one 
or more of the pages requested wil' be released from transition. Pmap_$touch then 
installs each successfully-read page in the mmap (by calling mmap_$install) and, in 1 
pmap, marks each page as resident and sets its ppn to the physical page number. It 
then returns the count of pages touched with each page still marked in transition. 

Seeing that the pmap touch was successful, ast_$touch returns (to mst_$touch) which 
installs all the touched pages in the mmu (mmu_$install), clears the in-transition 
bit for the pages and returns to the fim code which resumes the faulting process, 
having successfully resolved the page fault. 

Somewhat more than this happens of course if the original page cannot be read in, 
or if there is a concurrency violation in pages received from the network or if a 
page needs to be created, etc. 

A few more words should be said about the locking involved in all this. Most of 
this work is done under the page resource lock, 'pag_$lock', which must be held 
whenever a change is to be made to the state of a page (as reflected in the 
information in the pmap). However, there is another rule that says the page 
lock cannot be held during i/o (so someone else can get work done while you wait 
for the i/o). To prevent a page from being stolen or modified by someone else 
when you have to give up the page lock, the in-transition bit in the pmap must 
be set. However, this in itself isn't enough. The mmap (remember?) is a table 
that describes the state of physical memory. It contains one entry for each 
physical page. This sti I I isn't the t"ime for the mmap story, but suffice it to 
say that there is some code that doesn't know abouf the pmap and the in-transition 
bit, but only knows about the mmap and the avail bit. Any page in the mmap marked 

. 'avail' is eligible to betaken for use. (Available does not mean 'not used', it 
'means 'may be stolen for another use'.) So, to keep a page from being tampered 
with when you can't keep the page lock, the in-transition bit in the pmap MUST 
be set AND the avail bit in the mmap MUST NOT be set (call mmap_$unavail>. 
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Further infonnation (and pictures) for most disk data structures and 
layouts can be found in the section on the File System in the Engineering 
Handbook. Pascal type definitions are mostly in ins/vol.ins.pas, with 
a fewer lower level ones in ins/base. ins. ~s. Exceptions are noted. 
Values for particular disk parameters can be fomd mder PeriI;ileral I/O 
in the handbook. 

AL'lERNATE LV lABEL 

When INVCL initializes a logical vollllle, it allocates a block (typically 
the last block on the logical vol \JOe) to hold a oopyof the logical voltme 
label. The PlYsical voltme label contains an array (alt_lvJist) of the 
!ilysical disk addresses of the alternate Iv labels for all logical voltmes 
on the disk. 

If the Iv label of a voltme gets destroyed, it can be regenerated from the 
alternate Iv label with the following steps: 

1. Find the daddr of the alternate Iv label by reading the PI label and 
finding the alt_lv_list. If the PI label has also been destroyed, use 
rwvol to read the blocks at the end of the logical volume (assume that 
the volune is the maxirnun number of blocks) and look for a block whose 
block header uid is 201.0. , 

2. Use rwvol to read the al terna te Iv label. 

o 3." Use IB (or MD, if running offline) to patch p:lge number (3rd long word) 
and daddr (8th long word) as follows: 

page: ??? -> 0 
daddr: ?11 -> 1 

4. Use IWVol to write out the block to daddr 1. 

ASSIGNED DISK 

A physical or logical voltme whose "ownership" has been assigned to a user 
process using either the disJL$P\1_assign or disJL$lv_assign call. An assigned 
disk is not used for -file system (virtual nanory) operations: all i/o to the 
disk is p:!rfonned by user programs using the disJL$as_read and disJL$as_write 
calls. R:1.I'E: even though the disk is lI1der the oontrol of a user program, the 
~ysical block fonnat - 32 byte header and 1024 bytes of data - is tnchanged. 
See also Assigned Disk Routines: oontrast with ltbmted Disk. 

ASSIGNED DISK ROOTINES 

o 

There are seven routines that are availablf? to handle assigned disks." 
These routines and their ftmctions are described below (OOling sequences 
are cEfined in /us/ins/disk.ins.pas. Argument types and meanings are as 
described herein.) . 

disJL$pv_assign - assigns oontrol of a physicalvoll1lle to the caller and 
returns the volx of the volune to use in subsequent assiqned calls. 
The caller must supply controller type, oontroller number, and drive 
mit number. If known, the size of the Ii'lysical voltme, blocks/track, 



o 

o 

and tracks/cylinder can be supplied.' If they are lIlknown, the size of 
the tnysical vollJlle (b~r~ol) should be specified as 0, and the 
appropriate pn-arneters will be returned l¥ the low-level driver. (If 
the low-level driver doesn't know the disk parameters, you KJS!' supply 
them.) . 

dislL$lv_assign - assigns oontrol of a logical volune and returns the 
volx of the voltllle to use in subsquent calls. '!he volx of the Ptysical 
volume, which must have been previously OOlD1ted or assigned, must be 
supplied l¥ the caller. The address of the alternate Iv label is also 
returned. (This is because the online SALVOL need9 the address of the 
alternate Iv label, but may. not be able to read it from the Iilysical 
voltltle label if the volmte has been mounted.) 

dislL$as_read - reads a block from the assigned volume and x:eturns the 
block header and d3.ta. '!he d3.ta buffer must be p:.lge aligned.'1be read 
is mder the oontrol of the assigned options as described lIlder 
dislL$as_options. Note: Aegis assmtes that the caller d::>esn't knCM 
what the block header should oontain, so an assigned read will never 
generate a block header error. 

dislL$as_write - writes a block to the assigned voltme. '!he data buffer 
must be page aligned. The write is mder the oontrol of the assigned 
options as cEscribed under dislL$as_options. 

dislL$format - the specified track on the assigned voltme is formatted. 

dislL$as_opl:ions - this alloos the override of some of the d:faul t behavior 
of the low-level disk routines. Options are: . . 

write_protect - logically write-protects the assigned voltme. 
no_crc_retry - if a data check occurs during a read, it is not 

retried (used l¥ EBS). 
use_caller_blkhdr - tells Aegis not to touch the block header, in 

particular nOt to fill in the dtm, p:ld, chksum,. or daddr fields 
(used by EBS). 

dislL$unassign - relinquishes oontrol of an assigned voltme. Any assigned 
options that have been specified are reset. 

BAIlSroT ClLINDER 
J 

A cylinder, typically one of the last two on 'a !ilysical disk (see Engineering 
Handbook), used l¥ INVOL to hold the !ilysical oodspjt list. The Plysical badsp:>t 
list is written out to each head on the bad9!;X)t cylinder in an attempt to 
overcome any badstx'ts that might appear on the tadspotcylinder. 

sru:sroT LISTS 

o 

ihere. are two typ:!s of oodsJ;X>t lists - physical and logiru. ~ !ilysical 
oods!X>t list is ronstructed l¥ INVOL or a disk diagnostic and written out to 
the bads!;X)t cylinder (which see). There is also a logical l:ads~t list oontained 
in the LV label of each logical volmte on the disk. '!his list describes only 
those tadsJ;X>ts which lie within the confines of the logical volune. 

A set of subroutines that oontain all knooledge about the format of the 
Plysical and logical .oodspot lists. Programs needing to reference the tads-r;nt 
lists (IWOL, .SALVOL, . EBS) all call the bads!X>t manager to read, write, and 
update the tadsIX>t lists. 
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A media defect on a disk that renders one or IOOre blocks musable for data 
,storage. M:>stdisks we use oome fran the manufacturer with a list of badsp:>ts. 

O (Sane storage module p:!cks are guaranteed defect-free 1 floppies 00 not have 
badsr;x>t lists.) 

When a disk is initialized, INVOL is used to translate the hard-copy badsr;x>t 
list for ~nnanent storage on the disk (see Badspot c.ylinder). In some cases, 
the bads!X>t infonnation is stored on the disk t¥ the manufacturer, and the 
awropriate disk diagnostic can be used to autanatica1ly read this infonnation 
and oonstruct the {ilysica1 badspot list on the disk. 

As p=lrt of disk initialization, INVOL reads the !hysical badsr;x>t list and 
removes any bad blocks from the Block Availability Table (which see). Note 
in particular that Aegis knows nothing about tBdspots; they just a~ar to 

- be pre-allocated blocks on the disk. 

BAT 

See Block Availability Table. 

BLOCK 

See Disk Block. 

BLOCK AVAILM3ILITY TABLE (BAT) 

o 
A bitmap describing the current allocation of blocks in a logical volune. 
The location and size of the BAT is described ~ the BAT header, which lives 
in the logical voltJne label. 

Each bit in the BAT describes the state of one disk block - 0 if the block 
is free, 1 if the block is in use (or is a badsJ;X>t). '!be BAT header oontains 
the disk address of the block represented I:¥ the first bit in the map. 

The BAT is initialized I:¥ INVOL during initialization of a logical volune. 
When S/lLVOL is run, the BAT is reoonstructed using the -current state of the 
V'lOC and the badsp:>t list in the logical vol~e label. 

BLOCK HEAlER 

See Disk Block Header. 

A disk parameter giving the total number of blocks on a physical volume 
that are available for the &finition of logical volunes. 'lYPically, 
blocks~r_vol will equal blocks..,l?er_Plol (which see) minus the number of 
blocks in the badsp:>t and diagnostic cylinders. On s:mte disks, blocksJ)er_vol 
is artificially reduced further so that the primary and seoondary sourced 
disks will be of oomparable size. 

O A disk parameter giving the total number of usable blocks on a physical 
disk volume (contrast with Blocks_Fer_Vol) • 



o 
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See SYSBOOl' • . 

An offline (SAU) or online (100M) conrnand used to set the calendar 
clock on a node. '!he calendar utility will also update the last valid 
time in the logical volll1le label. 

WrE: calendar should be rm on a mde before using the offline IN\TOL 
to initialize a disk on the node. If this is not done, INVCL will generate 
invalid UIDs for the disk. (INVOL will check for this in the future.) 

CHECl<SUM --CDMMAND 

o 

CS 

o 

A oommand (See lusx/com) used to enable, disable, and display the 
checksum status of the system. '!he format of the amnand is: 

CS [-e I -a] [winchester f flopp.{ I storage_module I network] 

"-en enables dlecksurmning for the sy;scified device1 "-a" disables 
checksurmning. Only one device can have dlecksurmning enabled at a time. 
If neither -e or, -d is specified, the dleckstm status of the system is 
displayed. 

When dlecksumming is enabled for a cEvice, Aegis ~rforms the follCMing 
actions whenever a block is read or written: 

1. Before writing a block, a software dleckstm is calculated and 
stored in the block header. The l6-bit checksum is a simple sum 
of the 512 words of data in the block. 

2. After any block is written to the cEvice, it isinmediately _reread 
. and checked as in #3 • 

. 3. When any block is read fran the device, if the dleckslJll in the 
header is non-zero (meaning that it was previously written with 
checksurmning enabled), a new checkstm is calculated and oompared 
with the checksum in the header. -

When dlecksllmlling is enabled, Aegis will crash on any of the follCMing 
condi tions: . 

reacLafter_write (BOOlC) FollCMing a write, the ,subsequent read 
incurred an uncorrectable disk error or 
the block had an inoorrect block header. 

reacLchksum (800lF) A read (not a reacLafter_write) failed 
the checksum test. 

reacLafter_write_chkstm (80020) A reacLafter_write failed the dlecksum test. 

See Checksum Command. 

An offline (SAU) and online (in /INSl'ALL) utility used to dlange every 
urn on a J;i1ysical vollJlle. '!he need for this procedure arises when a disk 
is initialized on a node whose node m is different fran the ID of the 
node to which the disk is eventually to be attached. (For example, manufacturing 
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initializes, loads, and stockpiles m300 disks without knowing the eventual 
qestinations of the disks.) When Aegis is rmming, it expects the node m 
part of ums for local objects to match the m of the node on which it is 
running. If these IDs differ, Aegis I2rfonnance suffers because the algorithm 
for finding object in the network generates many needless network transmits o (trying to find the mde that originally initialized the disk). 

'lb prevent this, once a disk reaches its eventual Inne, aruvOL is run to 
"rename" every object on the disk. ~s involves reoonstructing the V'lOC 
and cilanging the block header of every block in tEe. 

WARNING: CRNCL should be nm only w~n you have a high degree of confidence 
in the disk hardware and the file_ system on the disk in known to be in 
a oonsistent state. If there are user files on the disk (i.e., files not 
replaceable fran master release media), they should be tacked up prior to 
rmming aruvoL. 

See Controller Number. 

CDN'mOLLER NUMBER (muM) 

A number defining which oontroller of a given oontroller ~- you want 
to talk about. A oontroller nurnter can be 0 (first oontroller) or I 
(second oontroller). CUrrently, Aegis and the standalone utilities 
stIpIX>rt only one oontroller numl:er - o. 

O 
An ennllIlerated ~ mfining the names of the various oontrollers that 

- st.IpIX>rt file systern activity. Possible values are 

WIN<BESTER (all flavors of winchester disks) 
ELQPFY 
RING_XMIT 
RIOO_RGV 
SlORlGE_ltDOOLE 
crAPE 

(use this, not rinq..r~) 

(includes Intel controller and file server disks) 
(cartridge talE) 

A command for oopyingSYSBOOI' onto a disk (and the CNLY w8!:l SYSBOOI' 
can be placed ona disk - see also SYSBOOI'). Qxmand format is 

CP.BOOT <souroe-dir> <target-dir> 

Note that the source and target are p:tthnames of the directories 
containing SYSB00l'1 do not SIEcify SYSBOOl' as J;Brt of the J;Bthnarnes. -

CI'YPE 

See Controller TYPe. 

CYLINDER 

OA vertical Slice_ through a physical disk. A ~linder oontains one or 
more heads or tracks. 
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See Disk Address. 

o See Device Controller Table. 

IEVICE <DN'IROLLER TABLE (ocr) 

(Aegis internal) A table internal to Aegis that describes the oontrollers, 
ring and disk in particular, that are or may be part of the hardware 
oonfiguration of the system. Each DC!' entry (DCrE) contains the oontroller 
nanber and ty};e, and a set of p:traneters that are oorranon to all ex>ntrollers 
in the'table (interrupt vector address, ianap slots, read/write routine 
addresses, etc.). '!be DCl'E ty};e definition is in ins/io.ins.p:tS1 actual 
DCrEs are defined in ker/io_tbls.asn. 

DIAGIDSTIC crLINIER 

A cylinder .- typically the last or next to the last on a IilYsical disk 
(see Engineering Handbook) .- reserved for diagnostic o~rations by disk 
diagnostics (offline diagnostics, oontroller built-in diagnostics, the 
online TESTVOL-program). 

DISK AIDRESS (DADDR) 

o 

The address of a block on disk, sane times represented as cylinder/head/sector 
nanbers, but more typically represented as a singl~ DADDR - the sequence 
nanber of the block in a IitYsical or logical volllIle (starting fran 0). . 

DAIDR = (cylinder*tracks/cylinder + track) * sectors/track + sector 

("track" is the same as "head".) 

Disk addresses can be Iilysical or logical. A Plysical daddr is the absolute 
address of a block relative to the start of the IXlysical volllIle regardless 
of which (if any) logical volune it may be in. A logical daddr is the address 
of a block relative to the start of the logical volllne to which it belongs. 
So, for example, the IitYsical daddr of the first logical volllIle label on a 
disk is 11 its logical daddr is O. (In ~neral the logical daddrsof all 
disk addresses on the first logical volune will be one less than their 
J;ilysical disk addresses.) 

ALL disk addresses a~aring in a logical volllIle (except those in block 
headers) are logical disk addresses. 

DISK BLOCK 

A sector or reoord on a disk. A disk block consists of a 32-byte software 
header (see Disk Block Header) and 1024 bytes of data, so the Iilysical block 
size on disk is 1056 bytes. (Floppy disk blOcks have rio headers, so the 
IXlysical block size is 1024 bytes.) For disk block addressing, see Disk Address. 

DISK BLOCl< HEADER (BLILHIJt...T) 

The first 32-bytes of data in any Plysical disk block (except for floppies, 
which have no headers). '!be block header is used ~ Aegis to verify· that the o oorrect block was read and ~ SALVor, to verify the consistency of the file 
system. The block header oontains the following. information: 



o 

OlD The UlD of the file to which the block 0010ngs; 
PAGE ire p:lge nt.Jnber of the block within the file (the first 

block is p:lge 0, the seoond is Pige 1, etc.) ; 
The um and Pige number are sufficient to mique1y 
identify any block in \Se. 

Dl'M The time (as a cl.ocldLt) when the block was last written 
to the disk. 

~ Identifies the block as data (0) or level I, 2, 3 filenap 
SYSTYP Identifies the ~ of object (file, dir, sysdir). 
CHKSUM A software calculated checkslJll for the data in the block. 

(This is used only if read-after-wri te checksunrning is 
turned on - see Read-After-Write Checksllll.) 

PAD Unused (O·s). 
IWDR The };hysical disk address of the block. 

DISK PARAME'lERS 

,A set of ntmlbers that describe the size and ·sha~" of a tilYsical 
disk voltJlle. 'lbese nt.Jnbers are stored in the t;:hysical voltJlle label 
(which see) of a disk so that Aegis and the standalone utilities can 
detennine the size of a disk without depending on self-identifying 
hardware on the disk drive. '!be Piraneters describing a disk are 

DRIVE TYPE 
BLOCI<S_I£ILWCL 
BLOCI<S_I£IL'mK 
'lRACKS_I£ILCYL 
FHYS_SEClD!LSIZE 
HlYS_SEClO!LSl'ART 
SECIU!LDELTA 

OISK VOLUME TABLE (DVT) 

(Aegis internal) A table setup and maintained I¥ Aegis to describe the 
state of all JOOunted and assigned disks on the system. Fach IJJT entry 
(DV'lE) contains the state of the voltJlle (beingJOOunted, IOOunted, assigned), 
the disk parameters describing the volune, the identity of the current 
CMner, the um of the voltJlle, and a p:>inter to the DC1'E for the oontroller 
of the drive on which the volllne resides. For lx>th mounted and assigned 
voltIlles, disks are identified I¥ Aegis I¥ a VoltJlle Index (VOLX), which 
is the index of the Dl'lE for the disk in the rNT. '!he layout of a DV'TE is 
in ins/disk. pvt. pas; the actual IJJT lives in "nuc/dislLwired.p:ls. 

DISILERR 

An online utility (in /SYSTFST/SSRJll'IL) that prints out information 
saved I¥ Aegis on most recent unreoovered disk error. The information 
includes the disk volx, the time, disk address, and Plysical page nunter 
into which the block was read, the error status, and the requested and 
actual block headers. 

IMIVOL (DISIDUNT_ VCLUME) 

An online oornmand to disnount a mounted volume. 

DRIVE TYPE (orYPE) 

o A nunber, which can be p:lssed in to dislL$pv;.....assign but is more typically 
set and returned ~ the lower oontroller-specific driver, that identifies 
a particular drive ~ for a controller that can support more than one 
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kind of drive (e.g., 30MB and 70le winchesters). 
(Currently, the only disk driver that takes ~ as an IN argument is 
the flopp'{ driver, for which the drive ~ ism;ed to differentiate between 
single and Cbuble density floppies - coming soon from pjl.) 

CTYPE 
see Drive~. 

See Disk Vollllle Table. 

EXTENT 

A mntiguous set of blocks in the V'lOC. Each V'lOC extent is described 
by an entry in the V'lOC map (which see). 

FBS (FIND_BArSID'lS) 

An offline (SAD) utility that can be used to construct a mcsp:>t list 
for a Iilysical voltme if the original tadsp:>t list has been lost. FBS 
writes and reads several worst-case data patterns to every block on the 
disk for a user-sp:!cified number of passes. ~e original oontents of the 
disk are, of oourse, completely oosed. 

FILE MAP 

o 
A list of (logical) disk addresses that define the locations of the blocks 
of an object in a logical vollIne. There are four levels of file maps, 
referred to as Level 0, 1, 2, and 3. A Level 0 file map p:>ints to the 
first 32 blocks (pages 0-31) of an object and lives in the V'lOC entry for 
the object. A Level 1 file map is 256 entries long and IX>ints to pages 
33-287 of the object. A Level 2 file map contains up to 256 pointers to 
further Level 1 file maps for the object. A Level 3 file map contains up 
to 256 pointers to Level 2 file maps. ~e first Level 1, 2, and 3 file maps 
are p:>inted to by the V'lOC entry. ~e maximllll size of an object is thus 

(32 + 256 + 256**2 + 256**3) * 1024 = 17,247,300,000 b¥tes 
) 

Level 1, 2, and 3 file maps are each 1024 b¥t~s long and are allocated 
as required when a file grCMS. ihe UlD of the block header for ,file map 
blocks is that of theaming -object: the block ~ will identify the 
level of the filenap. 

HEAD 

o 

One of the n thingarnawidgets that sit on disk surfaces and cD reads 
and writes. Number of heads = number of tracks/cylinder. 

~ P'lYsical layout of logically oontiguous pages of an object on disk. 
Since Aegis (and/or the disk oontrol1er) typically isn't fast enough to 
'read oonsecutive blocks from the disk without losing a revolution of the 
disk, Aegis, when allocating disk . blocks to an object, skips one or more 
disk blocks between consecutive pages of the object. So, for example, 
pages 6, 7, 8, 9 of a file might be given disk addresses 100, 103, 106, 
109, lOC (asslllling an interleave factor or Sector Delta of 3). The optimal 
interleave factor is a function of the SJ.=eed of revolution of the disk, 



the amount of work required by the disk driver, and the J;8ttern of reference 
,by the program using the file. Interleave factors range fran 2 for a 
flop!¥ disk up to 9 or so for a storage module on an Intel rontroller. 

INVOL (INITIALIZE_VOLUME) 

o An offline (SllIJ) or online (froM) utility for initializing disk vollllles. 
INVOL has several options that allOVI initializing logical vollJlles, entering 
badsIXlt information, wilding an os p3ging file, and displaying the status 
of the vollJlle. Complete instructions on usage are in some manual. 

LOOIC'AL DruDR 

'!he address of a disk block relative to the start of the' logical vollJlle 
to which. it belongs. All disk addresses (excluding those in block headers) 
on a logical voltlTle are relative to the start of the logical voltlTle. . 
See also Disk Address. 

i 
ImlCAL VOLUME 

A self-contained and independently addressable entity on a Ptysical volune. 
A physical disk volune may rontain one or more logical voltlTles,each of 
which may te mounted (for file system operations) or assigned (for assigned 
i/o). I£>gical vol lines are numbered starting at 1. 

Logical voltlIles are created using INVOL. '!he first block of a logical 
volllne is the Logical Volune Label, which oontains the name and UID of the 
logical voltlIle and information about the other structures on th~ logical. 
volune • . . . 

C~IC'AL VOLUME LABEL (LV lABEL) 

The first block in a logical vollll1e (logical daddr 0), holding information 
about the size and state of the logical voltlTle, headers for other data 
structures on the logical volllIle (the BAT and V'IOC), and p'inters (vroacs) 
to certain standard objects on the logical volune (network root - / / , 
root directory - /, os p3ging file, SYSBOOl'). 
'!he Iv label also oontains the date-times of last mount, disnount, and 
salvage (see SALVOL) • . 
See also Alternate Logical Volune Label • . . . 

LV lABEL 

See Logical VollJlle Label. 

KXJN'IED DISK 

A Plysical or logical voltlTle that is available for file system (virtual 
menory) operations. A volune is mounted using the ftnVOL oommand (an 
exception being the mot voltlIle, which is autanatically IOOunted by Aegis 
at system startup). Once mounted, all access to the voltlIle is oontrolled 
by Aegis via file system and virtual nenory paging operations. 
See also Assigned Disk. 

GflVOL (KXJNI'_ VOLUME) , 

The oomrnand used to moln'lt a logical volllTle and catalog the volune 
in the file system. 



• ~ORK ROO!' (/ /) 

A directory, / /, that is initialized 1¥ INVOL as part of any logical 
volune. A lX'inter (VlOC{) to the network root directory is stored 1¥ o IN\1OL in the logical volune l~l. .' 

OS PAGING FILE 

Anlllcataloged permanent object that must appear on any logical volane 
that is to m used as the Ixx>t device for Aegis. '!he os paging file is 
the backing store for those parts of Aegis that are eligible to be p:lged 
out to disk. '!he p:lging file is wilt using INVOL, and a IXlinter (VlOC{) 
to the p:lging file is stored in the logical volane label. 

mYSlCAL DruDR 

The absolute physical address of a disk ,block relative to the start 
of the !ilysical volune: see Disk Address. 

HiYSlCAL VCLUME 

A disk, oonsisting of a Ihysical volllne label (first block on the disk, 
daddr 0), one or more logical volunes, a tadslX't cylinder, and a diagnostic 
cylinder. A physical volune can be mounted or assigned. See also 
Logi cal Vol line. 

HlYSlCAL VOLUME LABEL (P\7 IABEL) 

o 
The first block - Plysica1 daddr 0 - of a Plysical disk voltJTle. ibe 
pv label oontains p:lrameters describing the physical disk (see Disk 
Parameters) and lists containing the addresses (physical daddrs) of 
each logical volune and its associated alternate Iv label. 

Since the PI label is the first record on a disk~ it can be read 
without first knowing the exact p:lrameters of the disk, which are 
normally required to convert a d:tddr into cyl-head-sector for the 
low-level disk driver. Aegis and the standalone utilities make use 
of this fact· when mounting (or assigning) a disk on a drive whose 
parameters are unknown. 

PV lABEL 

See Physical VolllOe Label. 

READ-AFTER-WRITE OlE(l{S[JMMING 

See Olecksum CDmmand. 

ROO!' DIREcroRY (I) 

A directory, I, that is initialized by INVCL aSt;:art of any logical 
volune. A IX>inter (V'IO<X) to the root directory is stored l:¥ INVOL 
in the logical vollJne label. '!be root directory is the top level of 
the directory structure for the file system on the logical volune. 

O~OL (READ/WRITE:-.VOLUME) . 

A standalone (SAU) or online (/SYSTEST/SS~"J1.r.rL) utility for reading . 
and writing blocks fran a IDysical disk. (To use the online H-NOL, 
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. , the J;i1ysical disk cannot be mounted.) HNCL is a useful tool for 
examining and repairing parts of the file systen. It can also be 
Used to help diagnose failing oontrollers or drives. 

SALVOL (SALVN3E_VOLUME) 
(-'" 
"-../ A standalone (SAU) or online (/OOM) utility for salvaging a disk 

o 

after a &ystem crash or other occurrence that may have oorrupted 
the file &ystem on the disk. Since many changes to files, the V'lOC, 
and other parts of the file systen are not inmediately reflected 

. on the disk, a crash nay leave the disk in an inoonsistent state. 
For example, a file may have grown (had new blocks allocated to it), 
but the Block Availability Table· (BAT) may not have been updated 
on the disk. 

A logical volune is identified as needing salvage I:¥ examining the 
last-IOOunted-time, last-disnounted-time, and last-sal vage-time, 
three fiel& in the logical volune label. If the last mount predated 
the last disnount, and the last salvage was not ~rformed after 
the last mount, then the volune was not oorrect1y dismounted and 
has not yet teen salvaged. 

'!be dlief operation {Erformed by SALVOL is to scan the entire V'lOC 
on a logical vol tme and reoonstruct the BAT so as to be oonsistent 
with the oontents of the V'lOC. In the process, SALVOL will detect 
and attempt: to fix many other file system errors, for example, 
multiply allocated blocks (blocks that claim to belong to two or 
more objects), bad chain p:>inters ,in vmc blocks, and incorrect !\CL 
reference oounts. 

When booting a llOce in normal IOOde, SYSBOOr checks to see if the 
boot volune needs salvaging. If it does, SALVOL is autanatically 
run before bringing up Aegis. 

SEClOR 

Same as Disk Block (which see). 

SEcroR DELTA 

See Interleaving. 

S!'ANOO,CNE UTILITIES (SAlls) . 

A set of programs that live in the SAOn ell rectory and {Erform 
various disk rnaintainence and diagnostic functions. The standalone 
utilities are ~, aru\TOL, INVCL, EBS, HWOL, and SALVCL 
(all of which see). ltt>st of these utilities have online versions 
that can be run tJ1cer Aegis on an assigned disk (a disk which is 
not the boot vol1.lne and has not been mounted for file system use) ~ 
Online versions of CALENDAR, INVOL, and SALVOL live in /ooM; the 
online CHtNOL lives in /INSTALL; the online HWOL lives in 
/SYSTEST/SSR_tJrIL. 

SYSBCXJr 

Cl A program that. lives in (physical) disk blocks 02-0B on any Iilysical 
/ volune that is to be used as a boot cEvice. SYSBOOl' is read from 

the selected root device by MD whenever an EX, EY, ID, or LD cormnand 
is issued. SYSBOOl' knows just enough about the file system to be able 



o 

to find the SAUn directory and read in the requested file. SYSBOOl' 
can also reoognize a volune in need of salvaging and, when asked to 

·load Aegis in normal node, will first execute SALVOL. 

Records 02-0B are also the first 10 data blocks of the first logical 
vollJlle on the disk. '1bese blocks are set aside (narked in use in the 
BAT) by INVOL when the first logicalvollJlle is initialized. INVOL 
also catalogs SYSBOOl' in the root directory of the first logical volune, 
but OOES NCY.l' copy SYSBOOl' onto the logical volune. 'Ib 00 this, the 
cmoor oommand (which see) must be used. Also, since SYSBOOl' occupies 
a particular IilYsical !Dsi tion on the disk, it cmHYr be replaced ~ 
normal file system operations (e.g., CPF). . 

'lES'lVOL (TFSl'_ vtLUME) 

An online disk diagnostic that lives in /S'lSTESr • ... 

A disk ~rameter defining the. number of tracks (heads) per cylinder 
on a physical disk. 

UID 

o 

Unique identifier. A 64-bit number that is the unique "narne" of any 
object (file, Iitysical or logical valune, acl, directory, etc.) that 
lives in or is part of the A!X>llo ,file systen. Certain objects, since 
their ums must be known a priori, are given "canned" UIDs. In iBrticular 
the following p:irts of a disk have canned UIDs: 

Physical volune label 
Logical volune label 
vroc blocks 
BAT blocks 

200.0 
201.0 
202.0 
203.0 

UNIT 

'!he nllTll:er of a particular disk drive oontrolled by a given disk 
controller. Unit nllTll:ers range from 0 to 3, 0 being the number of 
the first (or only) drive on a oontroller. 

VOLUME INDEX (VOLX) 

The nllTll:er returned ~ the dislL$P'l_assign and dislL$l v_assign calls 
that is used to identify the assigned vollJlle in subsequent calls for 
assigned i/o (read, write, format, etc.). (Internally, the VOLX is 
the index of the assigned volune in the Disk Volune Table, which see.) 

VOLUME TABLE OF CDN'.ImTS (VlOC) 

C) 

A table describing the current oontents of a logical volllIle. '!be V'lOC 
is an area allocated near the center of a logical volune t:¥ INVOL during 

- the initialization of a logical volune. '!be size of the V'IOC is a ftmction 
of the size of the logical volme and the average file size as ~cified 
by the user. 

The V'.IOC is allocated in from 1 -to 8 extents, each extent being a oontiguous 
set of blocks. Each extent is described t:¥ an entry in the V'IOC map, a 
table· in the V'.IOC header (which is in turn p:lrt of the Iv label). INVOL 



· . 
allocates the V'lOC in such a WB¥ as to minimize oonflicts with bacspots and 
thus keep the number of V'JDC extents to a minimtJtl. 

I .. 

Each block in the V'lOC contains uP to 5 VlOC entries (which see). Fach 
V'lOC entry contains information about an object stored on the disk. '!be 

o v.roc entry for a pirticular object is fOlmd I¥ hashing the um of the object 
(using a hash rnodul us stored in the vmc header) to obtain the index of the 

V'IOC block in whidl the V'lOC entry for the object is to be fOlmd. (This 
calculation produces the daddr p:>rtion of a V'IOC Index, which see.) 

If an object is being created, and its UID hashs to a V'lOC block that 
already oontains 5 entries, a V'IOC extension block (hash bucket) is allocated 
and dlained to the full V'lOC block. 

VOLX 

See Vol tJtle Index. 

V'lOC 

See Volune Table of Contents. 

V'lOC EN'.mY (VlOCE) 

o 

An entry in a V'IOC block describing the attributes and locatiori of an object 
on a logical vollJlle. A V'lOC entry contains the UID of the object, the 
date/times last used and modified, the Olrrent length and the ums of 
the ACL, TYPE, and oontaining directory for the object (the latter only if 
the object is cataloged). . 

A VIDe entry also oontains IX>inters to the first 32 blocks of the object 
and IX>inters to the Level 1, 2, and 3 file maps (if any) for the object. 

V'lOC INIEX (V'lOQLT) 

A pointer to the V'lOC entry for an object of the form DDIDDX, where DDDDD 
is the logical dadc1r of the V'IOC block for the V'lOC entry of the object 
and X is the index (0-4) of the ViOC entry in the block. 

For example, the p:>inter to root directory in the V'lOC header is a V'IOCX. 
If it has a value of 73400, then the V'lOC entry for "/" is the first entry 
in !ilysical disk block 734E, asslJIling the logical vollJne starts at daddr 1. 

V'1OC MAP 

An array in the V'IOC header (in the Iv label) describing the location 
and size of up to 8 VIDC extents. See V'lOC. 

See V'lOC Entry. 

vrocx 

See V'IOClndex. 

GTRITE PRarECrED 

The state of a mounted or assigned vollJlle that inhibits any writes 
to the volune. Of the disks sllpIX)rted by Aegis, only floppies and 

---"- .. -------~~-
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some storage modules have hardware write protect mechanisns. When' a ' 
. . yolllne is write protected (by the -protect option of MlVOL or by 

, disJL$as_options), the protected state is reoorded by Aegis (in the 
IN'lE for the vollJlle) and prevents Aegis from attempting writes. 

o 

o 

o 
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