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In the 60 seconds after the operating system detects a problem, several nodes may attempt to send a
test message and then may try to send error reports. This may cause inaccurate information in the
netstat -1 first performed.

When the last failure detected by a node occurred more than a minute ago, the netstat -1 failure
report describes it as the “last failure.” The netstat -1 output continues to report the last failure until
a new failure is detected, or until the node is rebooted and the error counters are reset. Figure 9-1
shows examples of failure reports at the end of the netstat -1 command output.

A clock loss failure occurred less than a minute ago, or a node running early revision software
noted a failure of either type less than a minute ago: '

Ring hardware failure detected by node A59 on 1983/08/31 at 13:16
Node is not receiving clock signals.
System configured with 1.0 mb of memory.
A total of O ECCC errors were detected.

A data loss failure occurred less than a minute ago:

Ring hardware failure detected by node 92B on 1983/09/02 at 15:21
Node is receiving clock signals but no data.
System configured with 1.0 mb of memory.
A total of 0 ECCC errors were detected.

The last failure, a data loss failure, occurred more than a minute ago:

Last ring hardware failure detected by node FFF on 1983/09/09 at 17:57
Node is receiving clock signals but no data.
System configured with 1.0 mb of memory.
A total of O ECCC errors were detected.

The node hasn't received a broadcast of a failure report since it was booted:
No ring hardware failure report.

System configured with 1.0 mb of memory.
A total of 0 ECCC errors were detected.

Figure 9-1. Examples of netstat Failure Messages

Getting Information During Network Failure

The procedures described in this chapter use a “top down” approach to locate the cause of the
network failure. First locate the failing loop, using the netstat command, and switch that loop out of
the network. Next, locate the failing segment of the network in that loop and remove or repair that
segment. )

Use network and node problem logs, described in Chapter 7, to quickly pinpoint a problem. A similar
problem may have occurred in the past at this part of the network.

When there are frequent, but intermittent, network problems, use data gathered by the Netmain
Interactive Tool. In particular, refer to error and hardware failure messages. Monitors with low skip
distances and small sampling intervals provide the best information.
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Use the Netmain Interactive Tool, as described below, when a network problem occurs.

that node. Use the Change Monitor Behavior menu to determine the “check interval” of the
ERR_COUNTS probe. If necessary, reschedule the probe so that it checks each node every few
minutes.

® On a node that runs a monitor, use the Find Monitors and Nodes menu to select the monitor on (\
A

® Use the Topo List from Node Total and Print Topology List features to get a topology list, if
you don’t have one.

® Use the Analyze Network Data menu to get a graphic or printed report of error occurrences
gleaned from the monitor itself. If you want to look at the current log file, first close it by
using the Change Monitor Behavior menu.

Network Troubleshooting Procedures

This section contains procedures used to isolate the cause of a network failure and to restore the
network. The procedures are best used when the network has a multiloop format as described in ~
Planning DOMAIN Networks and Internets.

In multiloop networks, a failing loop can be switched out of the network after you determine that it is
causing the problem. The rest of the network should become functional again. Most users can
continue to work while you isolate, then correct the specific cause of the network failure.

If your network does not have a multiloop format, troubleshooting can take more time. However, if
you followed the network documentation guidelines given in Chapter 7 and 8, adequate information
for finding the cause of the problem should exist..

The procedures given here are guides for isolating the cause of network failure. Use your knowledge (\
of your own network to make judgments about when and where to apply these procedures. The \
procedures are for the following tasks:

® Determining if there is a network problem
® Locating the failing loop or loops
® Locating the point of failure

Execute the commands in these procedures from a node with a disk. You cannot use a diskless node

if the network has failed. In addition, when you use the Netmain Interactive Tool to assist in network N
troubleshooting, use the program on a node that runs a monitor or on a node that has a recently

closed log file to investigate. You may not be able to access a monitor or log file on a remote node.

Symptoms that appear to be caused by a failing network may have other causes. For example, if users
cannot gain access to files on a remote node, the remote node or its loop may be off the network.
The files’ ACLs may not allow access by the user. The files may be locked. Use Procedure 9-1to
determine if the network has actually failed. If the network has failed, use Procedure 9-2 and
Procedure 9-3 to continue the troubleshooting.
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PROCEDURE 9-1: Determining if the Problem is a Network Failure

Execute 1d (List Directory) for a disked node that you know is online, in another loop.
Specify /com to ensure that the local node executes the command from its own /com
directory, and does not go across the network to find the command. Type the following:

$ /com/ld //Inode_name <RETURN>

If the command output shows a listing of the entry directory, the network is working. If you
receive an error message, the network may have failed. Go to Step 2.

Execute netstat -1. The netstat command writes a summary of the network and hard disk
activity. The -1 option provides the long form. Figure 9-1 shows netstat command output.
Type:

$ /com/netstat -1 <RETURN>

Examine the bottom lines of the message. If these lines report that the last ring hardware
failure occurred recently, assume that the network has failed. Go to the next procedure.
Otherwise, go on to Step 4.

CAUTION: Do not use lcnode, or any Netmain features that perform Icnode, to deter-
mine if the network is failing. The lcnode command polls all nodes in the
network. If the network is failing, executing lcnode may take a long time
and give only partial results.

If netstat reports no errors, there is probably not a “hard” failure.. There may be an
intermittent failure or a failure that netstat cannot detect. If you still think there may be a

network problem, go to a node that has a netmain_srvr monitor running or has a log file that
‘you can examine. Then use the following Netmain tools to try to locate the problem:

®  Analyze Network Data menu
® Error peaks for Transmit modem errors

® Error density for Transmit modem errors

END OF PROCEDURE 9-1
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PROCEDURE 9-2: Locating the Failing Loop or Loops

This procedure describes how to locate a failing loop in the network. The procedure assumes that the
network has a multiloop structure with network switches. If the network does not have a multiloop
structure, use Procedure 9-3. This procedure instructs you to switch loops out of the network or

simply to “switch out” a loop. Do not switch any loops back into the network until instructed to do
sO.

1. Execute netstat as shown, type:

$ /com/netstat -l -r 5 -s 10 -n node <RETURN>

[node is the node ID or entry name of some other node in the same loop.] Start another
shell process on the same node. In it, execute netstat as shown; type:

$ /com/netstat -1 -r 5 <RETURN>

The -r option makes netstat report new data every n seconds. In the first report, netstat
displays the totals for all network statistics it monitors. In subsequent reports, netstat displays
only the differences since the previous report. The -s n option makes netstat send n messages

- to the node(s) specified by the -n node option. The -n node option specifies the TD or
entry name of the node to which you are sending messages.

Execute two commands because the first one generates network traffic and the second one
measures the success of the traffic.

2. Examine output from the second netstat command. Monitor the results of this command for
the remainder of the procedure.

These lines give the node ID of the last node to detect a hardware failure and the date and
time the failure was detected.

Examples of iterations of the second netstat command follow.

*x*%x Node 2603 **** //budapest
Time 1987/03/06.13:54:16 Up since 1987/03/06.08:33:06

Net I/O: total= 128696 rcvs = 126323 xmits = 2373

888 page-in requests issued.
45 page-out requests issued.
126 page—-in requests serviced.
0 page-out requests serviced.

Detected concurrency violations -- read: O write: O
Xmit count 2373 Rcv eor o
NACKs 80 Rev cre 3
WACKs 345 Rcv timout 12
Token inserted 1 Rcv buserr 0
Xmit overrun 0 Rcv overrun 1
Xmit Ack par 0 Rev xmit-err 672
Xmit Bus error 0 Rcv Modem err (o}
Xmit timout 0 Rcv Pkt error 0
Xmit Modem err 0 Rcv hdr chksum 0
Xmit Pkt error 21 Rcv Ack par 1

Delay switched OUT.
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Procedure 9-2 (Cont.)

Winchester I/0: total= 290258 reads= 22428 writes= 6830

Not ready 0 Contrlr busy (]
Seek error 0 Equip check 0
Drive time out 0 Overrun 0

CRC error percentage: 0.00%
Last ring hardware failure detected by node A9B3
on 1987/03/06 at 13:54
Node was not receiving clock signals.
System configured with 3.0 mb of memory.
A total of O parity errors were detected.
............. waiting for 5 seconds...

*x**x Node 2603 **** //budapest
Time 1987/03/06.13:54:21 Up since 1987/03/06.08:33:06

Net I/0: total= 42 rcvs = 27 xmits = 15
Winchester I/0: total= 2 reads= 2 writes= 0
............. waiting for 5 seconds...

**¥**x Node 2603 **** //budapest
Time 1987/03/06.13:54:26 Up since 1987/03/06.08:33:06

Net I/0: total= 32 rcvs = 18 xmits = 14
Winchester I/0: total= 0 reads= 0 writes= 0]

............. waiting for 5 seconds...

If no node is identified, or if the time displayed is too long ago to be relevant, go to Step 8.
Switch out the loop that contains the node listed in the /com/netstat -1 command.

See if the network is back up by watching the Xmit and Rcv error counts displayed by the
netstat command. If these counts go to 0, the network is functional.

If your network is functional, you have isolated the loop that caused the problem. Leave this
loop switched out of the network and go to the next procedure to determine the failing
section of the loop.

If the error counts remain high, study your network diagram. Determine if the node reported
in the netstat output is at the start or end of a loop.

If the node is at the either end of a loop, switch the upstream (for nodes at the start of a

loop), or downstream (for nodes at the end of a loop), loop out of the network. See if the
network is now functional by studying the netstat output.
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Procedure 9-2 (Cont.)

7.

If the network is now functional, try switching the loop that you switched out first, back into
the network. If the network remains up, the fault is in the last loop you switched out. (A
loop immediately upstream or downstream of the loop that contains the node listed in the
netstat command.) Go to the next procedure to determine the cause of the fault in the failing
loop. .

If the network fails again, the fault may be at the junction between the two loops. Carefully
check the connections at the network switches for loose cables and go to the next procedure.

If the network is still down, switch all loops out of the network one loop at a time. After each
loop is out, test to see if the network is back up. Once the network comes back up, switch
the loops back into the network, one loop at a time, in the same order that you used to
switch them out. Test after each loop to see if the network is back up. TIn this manner, you
should isolate the problem to one or two loops. Go to the next procedure.

If all else fails, call your service representative.

END OF PROCEDURE 9-2
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PROCEDURE 9-3: Locating the Point of Failure

This procedure describes locating the point of failure in a loop. To execute the commands described
in this procedure, use a node in the loop that you assume to contain the failing node.

1.

Use netmain on a node running a monitor in the loop that you isolated. Run the
ERR_COUNTs probe so that it samples each node every few minutes.

On the same node, or on another node in this loop, execute the following two netstat
commands, in separate shell processes (see Step 1 of Procedure 9-2).

$ /com/netstat -1 -r 5 -s 10 -n node <RETURN>

and

$ /com/netstat -1 -r 5 <RETURN>

The node listed in the output of the netstat commands should be either the node that caused
the failure or the node next to the one that caused the failure. If a node is listed, move to
Step 3. If no node is identified, or if the time displayed is too long ago to be relevant, move
to Step 7.

Go to the node that detected the last hardware error as reported by the netstat command.
Check all cables connected to this node to ensure that they are connected correctly. If any
cables are loose, tighten and recheck the status of the loop. If the loop is now functional, you
have corrected the problem. Switch the loop back in the network.

. Use the netsvc —n command to remove the node reported to have received the last hardware

error from the network. This command must be run on the node you’re checking.

$ netsvc -n <RETURN>

Examine the output of the netstat commands to see if the loop is now functional. If the
network is functional, leave the node out of the network and go to Step 11. If the network is
still failing, go to Step 6.

Go to the node that is immediately upstream of the node in Step 3. Follow the procedure
described in Steps 3 through 5 on this node.

If the network still is failing, perform the procedures described in-Steps 3 through 5 on the
node that is downstream from the one in Step 3.

If the network is still failing, use the Netmain Analyze Network Data menu. Select the
following options and commands:

® Select executing monitor (F2)
® Error Values Plotted (use XMIT error)
® Error Peaks output format

® Top of error percentage scale (select 10 to 30%; then adjust if necessary)
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8. Go to the node for which the highest error percentage is reported, and repeat the procedure’s
.. Steps 3 through 5.
9. If all else fails, shut down the nodes in the loop, one by one, by running the netsve -n
command on each one. After shutting down a node, check the status of the network. Work
in one direction from the node in Step 3 around the network.

10. If you cannot isolate the failure, leave the loop switched out of the network and call your
service representative.

11. Once you have isolated the failing node, begin to switch nodes back into the loop. Switch in
one node at a time with the netsvc —a command and check the status of the network after
switching in each node. If the network works, leave the node in. If it fails, switch it out of
the loop. Once the loop is functional, switch the loop back into the network.

END OF PROCEDURE 9-3
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Chapter 10

The Netmain Interactive
Tool for Managing the
Network

S

This chapter describes netmain, the interactive tool used to manage the network and to diagnose
problems with individual nodes or disks. It provides complete reference information on the tool and
describes how to invoke and use it.

The Netmain Interactive Tool can manage netmain_srvr monitors. The netmain_srvr monitors
collect information used to allocate network resources and diagnose network problems The contexts
in which to use netmain are described in Chapters 7, 8, and 9. Most of this chapter contains
reference information on each of the netmain menus. This chapter also contains a tutorial, in case
you have never used netmain.

Refer to this description of netmain when you set up a network management program and when you
work with the tool. If you have never used netmain, practice with the tutorial at the end of this
section. The tutorial does not give detailed information about the menu commands. Its purpose is to
allow you to become familiar with controlling the the netmain menus. Read the descriptive
information on netmain before or after you practice with the tutorial.

You can configure netmain_srvr from the command line (see Chapter 6) or you can start a server
process and use the Netmain Interactive Tool to configure it. The menu and submenu descriptions
below reference the server options that can be controlled from each menu.

When netmain_srvr is running, the netmain lets you control netmain_srvr monitors, change
parameters, and analyze the information in the log files. In addition, netmain provides output formats
and graphic displays of the information collected by the netmain_srvr process. The tool provides
online help about menu usage and about every item in every menu.
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Invoking netmain

Use the shell command pst to verify that a monitor is running before using netmain. The tool can
find monitors that have been running for approximately 30 seconds. If the tool cannot locate it, the
monitor may be experiencing a problem.

Invoke netmain from the shell command line as follows:
$ netmain <return>

You can run the Netmain Interactive Tool in an icon window by selecting the F6 box in the Top
Level menu and using the space bar to create the icon. Open the window from its icon mode by
placing the cursor in the icon and pressing the space bar once.

When you use netmain, select a netmain_srvr monitor to work with before using any other feature
of the program.

The netmain Top-Level Menu

When you invoke netmain, the program displays its top-level menu, shown in Figure 10-1. Use the
top-level menu to

e Invoke the other menus

® Run netmain in an icon window

: , , 1]
Top menu ' Topo list is empty -
Fl F2 F3 F6) F7 F8
Find Change Analyzs Shrink Help :
monitors manitor network window me uss EXIT
end nodes| | behavior data to icon menu }

Nn monitors are known.

Using the NETMAIN menus

/ - Use the , or bit-pad to
Figure 10-1. Top-Level Netmain Menu
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Find Monitors and Nodes F1 Invokes a submenu that selects a single monitor from which to collect in-
formation or generate reports about monitors or nodes. Use the F1 menu
to select monitors or to create and manipulate network topology lists.

Change Monitor Behavior F2 Invokes a submenu that redefines the netmain_srvr parameters. Use the
F2 menu to change the behavior of an active monitor or to close an ac-

Analyze Network Data F3

Shrink Window to Icon Fé

Help Me Use Menu F7

Exit F8

tive log file for examination.

Invokes a submenu that formats data and displays it on the screen. You

can copy formatted data to a file for printing at a later time. Use the F3
menu to format data from an executing monitor or from a log file that has
been closed.

Provides online help.

Quits the program.

Runs the program in an icon window.

The netmain Find Monitors and Nodes Menu

Figure 10-2 shows the Find Monitors and Nodes menu. Use the Find Monitors and Nodes menu to

e Find monitors

® Select monitors for use

® View network topology lists

“Procesn 11

F1 F2 F3 F4) FS F6 F7 )
Choose a Find all Topo list || Topo list {| Topo list Display Help Return to
specific monitors from from from topology me uss Top
monitor LCNODE |{ node total{ | data file list menu msnu

No monitors are known.

w

Figure 10-2. Find Monitors and Nodes Menu

The F1 and F2 command boxes in this menu find specific monitors. The F3 through F6 command
boxes write to and display the topology list. Table 10-1 explains each command box in the Find
Monitors and Nodes menu.
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Table 10-1. Find Monitors and Nodes Commands

Task

Command Box Used

Explanation

Select a monitor for
examination or
configuration

List all monitors

Fill topology list with
current Icnode information

F1 — Choose a specific
monitor

F2 — Find all monitors

F3 — Topo List from
Icnode

Selects a monitor for work or analysis.

Use this option when netmain reports “No
Monitors are Known,” and you want to
examine information in the log file currently
open for this monitor, to examine the
monitor itself, or to reconfigure the monitor.
Use the input box to specify the monitor by
following the guidelines in the help box.

Netmain finds the monitor and draws a box
containing that node’s. name. If it can’t find
the monitor, netmain reports “Node
appears not to have a monitor.” This can
happen if:

The monitor is busy and cannot respond
The monitor has stopped running

The network is broken so that messages
are not transmitted

® The monitor is in a loop that’s switched
out

A diskless node can’t page information

In case the monitor is busy, always try the
command a second time if you receive this
message.

You cannot use other netmain features until
you use this command or the F2 command
to choose a monitor.

Finds all monitors, using the current
topology list (see F6). If the topology list is
empty, netmain executes lcnode and writes
the results to the Topo List. Status messages
appear as the program searches for
monitors. Netmain draws a box containing
the name of each monitor it finds. Select a
monitor by pointing to the box. Netmain
encloses it with stripes.

Executes Icnode and writes the information
to the Topo List. To display the list, use the
F6 command box.
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Table 10-1. Find Monitors and Nodes Commands (Cont.)

Task

Command Box Used

Explanation

Fill topology list with an
estimated list of all the nodes
physically connected to the
network — even those not
communicating on the
network.

Fill topology list with a
list of nodes from a file

View current or stored
network topology kept in
topology list.

F4 — Topo List from
node total

FS — Topo List from
data file

F6 — Display Topo List

Takes the Total Node List stored in the
monitor selected and writes it to the Topo
List.

Since the Total Node List is a cumulative list
of nodes that the monitor found after several
Icnodes, it should be the most complete on-
line list of all the nodes in the network.
When the monitor has run for a week, the
Total Node List should include all the nodes
that have been on the network since the
monitor started. The list may be longer than
the current lcnode report. If you are using
the monitor on the local node, netmain gets
a Total Node List without generating
network traffic. Use this command on a
local monitor when you need to generate a
topology list during network problems.

To display the topology list, use the F6
command.

Prompts for a filename and writes its
contents to a Topology List. Use a log

file or create a text file. If you create a text
file, list node names or hexadecimal IDs,
separated by spaces, or listed on different
lines. Comment lines must start with the
characters # or {, and the text must run to
the end of the line. Use this command to
build a Master Topo List or special purpose
lists, for example, a list of nodes that run
netmain_srvr or any of the network servers.

The help box shows how netmain resolves
relative pathnames.

To display the contents of the topology list,
use the F6 command box.

If you don’t enter a filename in response to
the prompt, netmain displays an error
message.

Displays the current contents of the topology
list in a read-only pad. You can use other
commands (F3, F4, F5) to fill the topology
list with particular information. If you have
not used one of these other commands yet,
netmain performs an Icnode, fills the
topology list with the results, and displays the
contents of the list. To save the list, use the
DM pn command.

10-5
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The netmain Change Monitor Behavior Menu

The Change Monitor Behavior menu allows you to manipulate monitor behavior. The netmain_srvr
option -topo [init] corresponds to the F6 command in this menu. In order to use this menu, you
must select a monitor using the Find Monitors and Nodes menu. Then you can use this menu to

® Close a current log file so you can analyze its contents
e Schedule probes to run more frequently
® Reschedule observers

® Configure data collection parameters for each monitor

Figure 10-3 shows the Change Monitor Behavior menu, and Table 10-2 lists each command box in
the menu.

Topo list is empty
FlL F2 F3 F4 FS Fé6 F7 F8
Alter Alter Alter Log a text Kill Add topc Help Return to
logging probe obsgerver string monitor fila to ms use Top
controls timing timing | | node totalr menu manu
The following nodes have monitors:
L MA | |

Figure 10-3. Change Monitor Behavior Menu
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Table 10-2. Change Monitor Behavior Commands

Task

Command Box Used

Explanation

Set parameters for log file

Set parameters for probes,
list probes

Set parameters for observers,
and list observer

Send a text message to a
monitor

Stop a monitor

Update a monitor’s total
node list when the
TOPOLOGY probe cannot

F1 — Alter logging
controls

F2 — Alter probe timing
F3 — Alter observer
timing

F4 — Log a text strihg

F5 — Kill monitor

F6 — Add topo file to
node total

Starts new log files, which allow you to
change logging parameters.

Reschedules probe active and waiting
periods and probe skip distances.

Reschedules the intervals at which
observers wake up to check for conditions.

Prompts for a line of text that can contain
up to 80 characters and sends the text to the
selected monitor. To select a monitor, point
to the box that contains its name. Netmain
encloses the box with stripes. If the monitor
name box is not displayed, return to Find
Monitors and Nodes menu and choose F2 —
Find all monitors.

To stop a monitor from netmain, point to
the box that contains its name. Netmain
encloses the box with stripes. If the monitor
name box is not displayed, return to a Find
Monitors and Nodes menu, and choose

F2 — Find all monitors.

Note that once you stop the monitor, you
must restart it.

Updates the chosen monitor’s Total Node
List from a topology list in a text or log file.
Use this feature only if the network failed
and the TOPOLOGY probe on a monitor
you just started cannot get topology
information to update the list. This feature
should not be used at other times because,
if the topology list used does not include all
nodes, the monitor will not collect data from
any node not in the topology list.

The help box shows how netmain resolves
relative pathnames.

10-7
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Using the Change Monitor Behavior Menu

When you are using the Change Monitor Behavior menu, do not use CTRL/Q (Quit a process)
between the time you select the “Perform changes” commands and the time the message
“Node_name acknowledged” appears. Doing so may cause unpredictable monitor behavior.

The netmain Alter Logging Controls Submenu

The Alter Logging Controls submenu, shown in Figure 10-4, displays the parameters in effect for the
log file currently in use. These parameters are the same as the following netmain_srvr options.

-1|-nl

Write or do not write to a logfile

-1 [pathname] The logfile name

-lln Limit the size of the logfile

Use this menu to:

® Change the parameters in effect for a log file, or

® Cancel changes and return to the parameters most recently in effect

Table 10-3 lists each command box in the “Alter Logging Controls” submenu.

Table 10-3. The netmain Alter Logging Controls Submenu

Task

Command Box Used

Explanation

Change parameters of
log files

Cancel changes to
parameters

Get assistance with the
menu

Exit this menu

F1 — Perform logging
changes

F2 — Revert to original
logging

F7 — Help me use the
menu

F8 — Return to
“Change” menu

Causes the changes you make to take effect.

Causes changes made to return to the
latest set of parameters actually being
performed. When you use the Alter
Logging Controls submenu, you are
making changes to parameters on a
“scratch pad.” Select F1 to cause the
changes to take effect. If you make
changes, then decide not to put them in
effect, use F2 before you use F1 to undo
the changes in the scratch pad.

The changes you make with F1 take effect
when the status message, “Node_name
acknowledged” appears. If you make
further changes to parameters, then choose
F2, the logging parameters revert to the
parameter changes that were most recently
in effect.

Gives online help using the menu.

Returns to the Change Monitor Behavior
menu.

Managing Networks Tool
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Using the Alter Logging Controls Submenu

The number of option boxes that you see in the Alter Logging Controls submenu depends upon the
monitor’s current logging behavior. If you start netmain_srvr with the default option, log files are
always written (unless you stop them) and the submenu displays three option boxes that describe the
log file parameters. If the -nl option was used at monitor startup, no logging is performed (unless you
start logging), and the submenu displays just one option box. Figure 10-4 shows the top sections of
both menus.

Process_1
i FlL Fz F? F&
Me A Perform Rewert to Help Return to
nu logging ariginal me uze "Change”
No lOgging changss logzing mernu menu

Logging parameters for MA

[ 190] [Log file iz not heing written |

W

Process_1 ‘ v
F1 FZ ' F7 FB
Perform Revvert to Help Return to
logging ariginal me uze "Change"
Me B changes logging menu menu
nu
Logging Logging parameters for DIAM
( VES| [Leg file iz already being written ]
[ net_lnz.85.09.15] [Original leg file name ]
f 1500 [Limit on log file length {1024 byte unitz) |

e

Figure 10-4. Alter Logging Controls Menu

In both versions, the left-hand boxes report the status of each parameter. The right-hand boxes
name or describe the parameter. To change a parameter, you can select either the left-hand or the
right-hand box. To start logging, select either box in Menu A. Menu B then appears.

Use the first box in Menu B, New Log File will be written, to close a log file. The options at monitor
start-up determine whether a new log is written. If the -nl option was used, no new log file will be
written. If the option was not used, a new log file starts once you close the original file. Before closing
a file you plan to analyze, note its name; you must enter the name in the Analyze Network Data
menu. Use the second box in Menu B, Log File Name, to change the name of a log file. Netmain
automatically closes the current file and opens a new log file with the filename you provide or with
the default name net_log.yy.mm.dd. (Either name is relative to the ‘node_data/net_log directory.)
If netmain creates more than one default log file on the same date, it appends a suffix, using
alphabetical order, to the log file names. Three log files created on the same day would be named:

net_log.83.08.19 net_log.83.08.19_a net_log.83.08.19_b
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When you change the name, the new name appears in the left-~hand box, and the message “Logging
will be shut down and restarted” appears. If you choose to use the default name, the next message
says “Using default name.” ' .

Use the bottom box in Menu B, Limit on Log File Length, to display the length to which the current
log file can grow or to limit the length of the new log file (the one displayed in the middle box). The
length is in units of 1 Kilobyte (1024 bytes); the default length is 3000 (3 megabytes). You cannot
change the limit for a current log file.

Note that if a log file reaches the maximum length and netmain needs to write more data, the
program starts to write over the oldest data in the log file. If you want to save this oldest data, you
should close the file and store it when it approaches its maximum length.

If you attempt to leave the submenu without choosing “Perform logging changes” or “Revert to
original logging,” an input box prompts “Do you want to perform the changes? [Y | N].” You must
choose to perform the change or cancel the change in order to leave the menu. .

‘The netmain Alter Probe Timing Submenu

The Alter Probe Timing submenu shown in (Figure 10-5) displays the schedule used by each probe
when it collects data. These parameters are the same ones as the following netmain_srvr options.

-sample Probe time'
-skip Probe distance

Use the Alter Probe Timing submenu to:

® Display the intervals at which probes collect data.

® Change the scheduling intervals. Probes and their default data collection intervals are listed in
Chapter 6.

Table 10-4 lists each command box in the “Alter Probe Timing” submenu.
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Table 10-4. The netmain Alter Probe Timing Submenu

Task

Command Box Used

Explanation

Change parameters of log
files

Cancel changes to
parameters

Show probes above those
currently displayed

Show probes below those
currently displayed

Get assistance with the
menu

Exit this menu

F1 — Perform logging
changes

F2 — Revert to original
logging

F4 — Scroll Up

F5 — Scroll Down

F7 — Help me use the
menu

F8 — Return to
“Change” menu

Causes the changes you make to
take effect.

Causes changes made to return to the

last scheduled intervals in effect. When
you use the Alter Probe Timing submenu,
you’re making changes to parameters on a
“scratch pad.” Select F1 to cause the
changes to take effect. If you make
changes, then decide not to put them in
effect, use F2 before you use F1 to undo
the changes in the scratch pad.

The changes you make with F1 take effect
when the status message, “Node_name
acknowledged” appears. If you make
further changes to parameters and choose
F2, the logging parameters revert to the
parameter changes that were most recently
in effect.

The menu displays only eight probes at a
time. If you are in the lower portion of
the menu, use F4 to display the top portion
of the menu.

The menu displays only eight probes at a
time. If you are in the upper portion of
the menu, use F5 to display the bottom
portion of the menu.

Gives online help using the menu.

Returns to the Change Monitor Behavior
menu.

Using the Alter Probe Timing Submenu

As shown in Figure 10-5, each probe name appears in the long box at the right; parameters for the
probe are on the left. Figure 10-5 shows the top part of the Alter Probe Timing submenu.
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Figure 10-5. Alter Probe Timing Submenu

Table 10-5 lists the probe parameters appearing in the leftmost boxes of the Alter Probe Timing

submenu.

Table 10-5. Probe Parameters

Parameter Position

Description

Probe scope First box on left

Sampling interval

Skip Distance

Second box from left

Third box from left

Indicates whether the probe operates on all’

nodes or only on the node on which the
monitor is running. You cannot change this
parameter.

Indicates how often the probe operates in
hh:mm:ss format. The actual probe
sampling intervals are slightly longer than the
number shown, especially on heavily used
nodes. For information about probe
defaults, see Chapter 6.

Indicates the distance between nodes
checked in each pass around the ring. It is
only relevant for probes that check every
node. A default skip distance of 1 checks
each node on each pass; a skip distance
greater than the number of nodes in the ring
checks a different node on each pass. For
skip distances greater than 1, the probe
starts with a different node on each pass.
For example, a skip distance of 5 checks the
following nodes on each pass:

Managing Networks Tool
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Table 10-5. Probe Parameters (Cont.)

Parameter Position Description

Nodes 1, 6 .. on the first pass
Nodes 2, 7 .. on the second pass
Nodes 3, 8 .. on the third pass

Nodes 1, 6, .. on the sixth pass

Note that the numbers in the above example
represent distances from the monitor around
the ring. Node 1 runs the monitor, node 2
is the next node downstream, and so on.

If you attempt to leave the submenu without choosing “Perform Scheduling Changes” or “Revert to
original scheduling,” an input box prompts “Do you want to perform the changes?” [Y | NJ]; you must
choose to perform the change or cancel the change in order to leave the menu.

Guidelines for Scheduling Probes

When you first start to run monitors, you should schedule their probes to collect data very frequently
so that you can compile a complete set of data. After several days or a week, you can reschedule
the probes.

When you start netmain_srvr on a node, leave the TOPOLOGY probe at its default time of 1 hour
(01:00:00). Within 48 hours, the log files should include a fairly complete topology list; every node
will most likely have been powered on and be online and communicating on the network when the
Icnodes were run. The netmain process then automatically reschedules the topology probe to run
every 12 hours to conserve CPU time.

If you change the network topology by adding, removing, or relocating nodes, change the sampling
interval to every half hour or so. The netmain process will activate the TOPOLOGY probe within 1/2
hour, and the Icnode performed by the topology probe will collect the information about new nodes.
After this, the topology probe will again run only once every 12 hours.

Note that when a node does not appear in an lcnode, the netmain_srvr leaves it on the total node
list for some time, assuming that it is powered down, that the node’s loop is switched out, or that the
node is not communicating on the network. If the node disappears for more than a week, the
netmain_srvr assumes that it is really gone and removes its name from the Total Node List.

Probes that can check each node write a large amount of data to log files. When you configure these
probes for each node running a monitor, determine how much disk space you want to allow the log
files to consume each day. In general, log file storage requirements

® Increase with the number of probes you use
® Decrease as the sampling interval increases
© Decrease as the skip distance increases

When scheduling probes for your network, remember that log files reach their maximum size most
quickly when you check many nodes, sample frequently, and run many different kinds of probes.
Sampling less frequently does not fill up the log file quickly, but does not get as much detailed
information. If you run fewer probes, you do not fill up the file as fast, but you get less complete
information about the network. On any schedule, the longer the recording period, the fuller the log
file gets. Make trade-offs based on your needs for network information.
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The check interval for each probe is the product of the probe’s sampling interval and the skip
distance. The check interval determines how often the probe on a particular monitor actually checks
each node. The following equation shows the check interval.

c=rms
Where: .
c | Is the check interval - how often the probe checks each node
rn Is the probe n’s sampling interval
s Is the skip distance

Using this formula, we could schedule a monitor’s ERR_COUNTS probe, for example, to a skip
distance of 10 and a sampling interval of 3 minutes (00:03:00). The check interval is 30 minutes so
the ERR_COUNTS probe checks each node once every 30 minutes.

If you are experiencing an ongoing problem with node or network performance or reliability, you
should run probes at regular intervals, with more frequent samples and lower skip rates, in order to
locate the problem. The smaller the check interval, the more data you will collect and the better your
chances for detecting the problem.

When you change probe scheduling parameters, each probe wakes up as soon as it is rescheduled. If
you reschedule a number of probes at the same time, avoid “bursts” of CPU activity by setting
parameters for a single probe, (use Perform scheduling changes to change the parameters) and then
setting parameters for the next probe. If you change all parameters at once and then perform the
scheduling changes, the probes all wake up at once. For a brief period, these multiple wake-ups can
affect performance on the node running the monitor. '

The netmain Alter Observer Timing Submenu

The Alter Observer Timing submenu (shown in Figure 10-6) displays the schedule used by each
observer when it collects data. These parameters are the same ones as the following netmain_srvr
options:

-observe Observer time
-reobserve Observer time

Use the Alter Observer Timing submenu to

® Display the intervals at which observers collect data
® Change the scheduling intervals

Observers and their default data collection intervals are listed in Chapter 6.

Table 10-6 lists each command box in the Alter Observer Timing submenu.
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Table 10-6. The netmain Alter Observer Timing Submenu

Task

Command Box Used

Explanation

Change parameters of log
files

Cancel changes to
parameters

Get assistance with the
menu

Exit this menu

F1 — Perform logging
changes

F2 — Revert to original
logging

F7 — Help me use the
menu :

F8 — Return to
“Change” menu

Causes the changes you make to
take effect.

Causes changes made to return to the

last scheduled intervals in effect. When
you use the Alter Observer Timing submenu,
you're making changes to parameters on a
“scratch pad.” Select F1 to cause the
changes to take effect. If you make
changes, then decide not to put them in
effect, use F2 before you use F1 to undo
the changes in the scratch pad.

The changes you make with F1 take effect
when the status message “Node_name
acknowledged” appears. If you make
further changes to parameters, then choose
F2, the logging parameters revert to the
parameter changes that were most recently
in effect.

Gives online help using the menu.

Returns to the Change Monitor Behavior
menu.

Using the Alter Observer Timing Submenu

If you attempt to leave the submenu without choosing “Perform Scheduling Changes” or “Revert to

”

original scheduling,

an input box prompts “Do you want to perform the changes?” [Y | N]. You

must choose to perform the change or cancel the change in order to leave the menu.

As shown in the Alter Observer Timing menu (Figure 10-6) the rightmost box names the observer,
the middle box displays the observer’s recheck interval and the leftmost box displays the observer’s
wake-up interval. The wake-up interval (30 minutes by default) is the interval at which the observer
checks the data it has collected. When an observer reports on a node, it does not check data for that
node again until after the recheck interval (12 hours by default). A long recheck interval prevents
numerous notifications about the same problem.
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Figure 10-6. Alter Observer Timing Menu

The netmain Analyze Network Data Menu

Use the Analyze Network Data menu to analyze the information netmain_srvr monitors collect about

your network. This menu enables you to

® Specify the source of the data you wish to analyze
® Choose a data output format and appropriate parameters for that format

® View the data output format on the display monitor or save the display for printing at a later
time .

Figure 10-7 shows the Analyze Network menu, and Table 10-7 lists each command box in the menu.

frocess 1

Analyze network data Topo list is smpty

Fi F2 F3 F4 F7 F8

Network Netwuork Stop Display Help Return to
data from | | data from| | data from|| nstwork me use Top
log files manitor monitor data menu menu

No performance data selected.
[ Output format selectsd : »xx No salaction oo |

/\/\_—/\/_\f

Figure 10-7. Analyze Network Data Menu
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Table 10-7. The netmain Analyze Network Data Menu

Task

Command Box Used

Explanation

Select a log file

Use data from the
Current Monitor

Stop data from monitor

Choose a display output
format

Get assistance with the
menu

Exit this menu

F1 — Network Data
from log files

F2 — Network Data
from Monitor

F3 — Stop Data from
Monitor

F4 — Display Network
Data

F7 — Help me use the
menu

F8 — Return to Top
Level menu

Brings up a menu of log files you can
analyze. If multiple log files are specified,
netmain merges the contents of the files
before performing the analysis.

You must select a monitor with F1 in the
Find Monitors and Nodes menu before
using this command. Data comes from a
running monitor. To get enough data for
analysis, use F2 in the Change Monitor
Behavior menu to set probe check intervals
to short time periods; e.g., 20 seconds. Set
the time axis marks to about the same short
intervals.

Closes the data stream from a running
monitor so it can be examined from
netmain. After you issue the command, the
monitor continues to collect data but does
not send data to netmain.

Formats the network data using the output
formats you select. You cannot display
data unless selection flags are replaced by
some performance statistic or output format.
For most displays, you should also choose a
topology list, a monitor and a log file. Data is
displayed in a window which can be saved
for printirg with the DM commands pn or
pw. <CTRL> Q halts a display.

Gives online help using the menu.

Returns to Top Level menu.

Using the Analyze Network Data Menu

Before you can use the Analyze Network Data menu to look at data, you need

® A source of data. Use one or more log files or a running monitor selected with F1 in the Find
Monitors and Nodes menu.

e A Topo List. You can use one you've already generated with the Find Monitors and Nodes
menu; or if you don’t specify a Topo List, netmain will generate one to build a display.

® An Output Format selection.

After you choose a source of data, the Analyze Network Data menu names the log file(s) selected, or
displays the name of the monitor you are examining. If the log file’s pathname is long, netmain

truncates it.
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After you have a Topo List and a source of data, select an output format. Netmain displays
additional menu items containing parameters for that format. Many parameter menu items have
default selections, others display a “**No Selection**” message. When you make a selection or
change an existing selection, additional menus or prompt boxes can appear.

After you supply the information necessary, netmain collects the data and generates the format you
selected.

The following sections describe what happens when you choose various command boxes from the
Analyze Network Data menu.

Selecting the Log Files Submenu

Choosing F1 Select Log Files produces a menu that lets you analyze one or more of the log files you
selected with the Find Monitors and Nodes menu. If you choose to analyze multiple log files,
netmain merges the data from the files.

Merging multiple log files provides more complete information than using a single log file. Several log
files may contain data from sequential time periods, for example. Also, if certain loops are switched
out of the network and there are monitors in each loop, merging log files merges the data collected by
the monitors on each loop. If you didn’t merge log files, you simply would not see data for any loops
that were switched out.

To select each log file, select one of the long, rectangular boxes in the menu and enter the log file's
pathname in the input box that appears. The help information that appears lists the command search
rules netmain uses if you specify a relative pathname.

If you choose a log file that you haven't closed, an error message appears. Close the file via the
Change Monitor Behavior menu or select a working monitor instead.

When you analyze more than one log file, enter the log files in any order. If the log files were
produced by monitors on different nodes, correct any differences between the Universal Coordinated
Time (UCT) on the nodes running each monitor. If you don’t correct these differences, or correct
them imprecisely, displays will show numerous “x” marks, representing loss of data.

UCT differences usually exist only in networks that have multiple monitors. Log files copied from one
node to another, however, retain the UCT of the node on which they were created.

If you have let the TIME_SKEW probe run, simply select the F1 Compute Offset Times command to
make netmain correct the time differences using the TIME_SKEW data. If you use the default
sampling interval for this probe, the probe will probably have adequate data to perform the automatic
computations. (If it does not have adequate data, the computation will fail.) Using the F1 command
with the TIME_SKEW probe is the best offset time correction method.

If you have not let the TIME_SKEW probe run, enter the offset times yourself by using the small box
at the right of the box that contains the log file name. Find out the UCT time on each node from
which you've chosen a log file. Go to each node, use the date shell command, and record the UCT
displayed. Be very exact, recording the time it takes to walk between nodes and subtracting it from
the UCTs you gather. Then, with the times written down, choose one node as the node with the
“base” UCT. Compute the difference (offset) between the base UCT and the UCT on any other
nodes from which you’ve chosen log files. Enter this offset in the form “+hh:mm:ss” by choosing the
offset time box and using the input box that appears.

You can also use the Icnode command to find the times on nodes that run monitors. If there are
many nodes in the network, take into account the amount of time it takes to product the Icnode
display.

If you use the CALENDAR utility to reset the UCT on a node running a monitor, there could be an
offset between log files created before and after you set the UCT. (Note that time zone settings do
not affect the UCT.) To correct for this offset, manually enter the offset between the two times, as
just described. Use the old time as a base time, and, for any log file created after the calendar reset,
enter the new time as an offset of the old time.
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Selecting the Executing Monitors Submenu

Before selecting an executing monitor as the source of data for a netmain display, reschedule the
probes you want to examine to operate more frequently than the defaults. If you do not reschedule
probes, netmain cannot produce the display until all nodes have been sampled at least twice. This
can take a very long time with default probe scheduling.

A monitor that samples frequently can produce a large amount of data. Ensure that it does not reach
its maximum size and begin to write over old data. To provide prompt display of data, take the
following steps:

1. Use the Change Monitor Behavior menu to close the current log file. Start a new log file to re-
cord data while you examine the active monitor.

2. Reschedule the probe(s) you want to examine to check each node every 15 to 60 seconds.
3. Use the Analyze Network Data menu to select data from the current monitor.

4. From the same menu, set the time axis marks equal to the node check interval. If the node
check interval is 00:00:30, set the time axis marks to 00:00:30.

5. Use F4 Display Network Data to produce a real-time display of data from the executing
monitor.

6. Once you've finished examining the data from the executing monitor, type <CTRL> Q or
<CTRL> N to stop output to the display.

7. Use F3 Stop Data from Monitor, and return to the Change Monitor Behavior submenu to
reschedule the probes to their original sampling schedule. You can start another log file.

Choosing Output Formats for Data

This section describes the output formats available for analysis, the performance statistics or other
data available in each format, and the parameters to specify for each format. It also provides
additional notes about interpreting output in various formats.

Netmain provides graphic display output formats, as well as printed and binary data files. You can
view some kinds of data in several different output formats.

Choose a format by selecting the Output Format Selected command in the Analyze Network Data
menu.

© Choose a “density plot” format (gray scale plot) to get a graphic display that shows the behavior
of all nodes.

® Choose a “peaks” format (scatter plot) to isolate nodes whose behavior on a performance
statistic is above a threshold level.

® Use an “across net” format to survey nodes’ relative contributions to network-wide counts for
a performance statistic.

® Use the “bar chart” format to look at only a single node’s behavior, or to see exact
percentages and counts for a performance statistic.
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Output Format Descriptions

Table 10-8 lists each of the formats and provides a brief description of each. Use the first three
formats listed in the table to get information about diskless nodes and network events, for example,
hardware failure messages.

Use the other formats in the table to display performance statistics collected by netmain probes.
Performance statistics for the entire network and for individual nodes are available in a number of
categories. Use the parameter selection menu to choose a category and a performance statistic within
that category.

In most displays, information about a performance statistic appears as a percentage of a total for that
category. For example, choosing a performance statistic in the ring transmit category shows
occurrences of each node’s ring transmit statistics as a percentage of the node’s total ring transmits.

“Rate” and “Across net” formats do not show percentages of node totals in a performance statistic
category. “Rate” formats, such as “Rate density plot” or “Peak rate” show the absolute number of
counts per time unit. In “Across net” formats, such as “Density across net” or “Peaks across net,”
the percentage shown is each node’s contribution to network totals for that statistic.

In the graphs, time intervals appear on the vertical axis. Most of the graphs show data for all nodes
in the topology list and show the nodes on the horizontal axis. If the topology list is empty, netmain
performs an Icnode and uses the results.

Table 10-8. Output Format Descriptions

Format Description

Diskless partners Displays the network’s diskless nodes and their partners. Configure the
display to show the diskless nodes served by each “mother” disked node,
or to show the mother node for each diskless node. Use this format only
when you analyze data from log files not from executing monitors.

Scattergram events Makes a scatter plot of incidences of probe failures or hardware error
messages. Hash marks represent event incidences higher than a threshold
level set in the parameter menu.

Bar chart Makes a bar chart for the performance statistic you specify in the pa-
rameter selection menu. Each hash mark (#) in the chart represents inci-
dences of the condition tracked by the statistic, as a percentage of a total
for that statistic. For example, a bar chart for a performance statistic in
the ring transmit category shows percentages of total ring transmits. Un-
like other output formats, you can display a performance statistic for a
single node in a bar chart. For a single node, the bar chart shows the sta-
tistic as a percentage of a total for that node. If you choose “aggregate,”
the bar chart shows the statistic as a percentage of a total for the entire
network. The bar chart is also the only format that provides exact per-
centage levels and quantities for the performance statistic chosen.

Peak incidences Makes a scatter plot of the “peak” incidences of the performance statis-
tic chosen. Hash marks represent a percentage of incidences higher than
a threshold you set for the “Top of error scale” parameter in the parame-
ter menu.

Incidence density Makes a gray scale plot that graphically displays the percentage level for
the performance statistic chosen. The percentage level for each node is
proportional to the density of the plot. No color represents 0%, or a per-
centage too low to report at the resolution set and a solid color repre-
sents percentages over the "Top of error scale” number set in the pa-
rameter menu. The name for this condition is saturation.
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Table 10-8. Output Format Descriptions (Cont.)

Format Description

Peak rate Makes a scatter plot that shows nodes that exceed a specific threshold
rate (occurrence per time interval) for the statistic chosen. Hash marks
represent a rate higher than the threshold set with the “Top of rate scale”
parameter in the parameter menu.

Rate density plot Makes a gray scale plot that shows, for each node, the rate of occurrence
of a condition measured by the performance statistic you select. The rate
for each node is proportional to the density of the plot. No color repre-
sents a rate too low to report at the resolution set, and a solid color repre-
sents rates over the “Top of rate scale” set in the parameter menu. The
name for this condition is saturation.

Peaks across net Makes a scatter plot that isolates nodes that contribute the highest per-
! centages to network totals for the performance statistic you select. Hash
marks indicate nodes whose contribution is higher than the threshold you

set with the “Top of error scale” parameter.

Density across net Makes a gray scale plot that shows the relative contribution of each node
to network-wide totals for the performance statistic chosen. The percent-
age contribution for each node is proportional to the density of the plot.
No color represents a contribution too low to report at the resolution set,
and a solid color represents rates over the “Top of error scale” set in the
parameter menu.

Printed output Displays a printed summary of events. You can choose to summarize in-
cidences of hardware failure messages, user messages, probe failures, ob-
server reports, Or memory errors.

Binary data file Dumps data into a-binary data file that you can use in specialized
network monitoring programs you may wish to write. This format is for
advanced users who want statistics not provided by netmain. See the
insert file /sys/ins/nud.ins.pas for the binary file record structure, and
see the files /domain_examples/netmain/nud_example.pas or
/domain_examples/netmain/nud_example.ftn for an example of how to
use it.
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Output Format Parameters

When you select an output format, a menu of appropriate parameters for that format appears. The
menu items are identical for many output formats. Table 10-9 describes each parameter and shows
the output formats for which it is required.

Table 10-9. Parameters for Output Formats

Parameter

Required By These
Output Formats

Parameter Function

Select a log file

Earliest/Latest data
displayed

Time axis marks

Max wait for data

F1 — Network Data
from log files

All when you use these
files for analysis

None when you use a
monitor

All except
Printed output
Diskless Partners

Same as above;

also not necessary
when you select “bar
chart” with actual
sampling times

Brings up a menu of log files you can
analyze. If multiple log files are specified,
netmain merges the contents of the files
before performing the analysis.

Lets you limit the time range over which
errors are reported, when you're using
log files for analysis instead of a monitor.

By default, reports start with the earliest
data “First in log” and end with the
latest “Last in log.” To shorten the time
range, enter a later time in the prompt
box when you choose earliest data
displayed, or enter an earlier time in the
prompt box when you choose latest data
displayed.

Lets you change the length of the time
units used in formatted data outputs.

Sets the number of time axis intervals

that netmain will wait for data from a
missing node. After the specified time,
netmain continues to format data. When
you are analyzing data from a log file,

you can enter “end-of-file” to read to the
end of a log file before continuing with the
scattergram. You cannot choose “end-of-
file” when you are examining an executing
monitor.
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Table 10-9. Parameters for Output Formats (Cont.)

Parameter

Required By These
Output Formats

Parameter Function

Top of error scale

Data plotted

Data dumped

Events plotted

Data printed

Data ordering

Node to plot for

Bar chart error Density
peaks, Density across net

Bar chart Density, Peaks
Across net, Density Plots
(or peaks)

Binary

Scattergram events

Printed output

Diskless partners

Bar chart

Sets the full-scale value or the threshold
used in the output format you’ve chosen.
In gray scale plots, incidences higher than
the value set cause saturation, so the value
you set is a full-scale value. In scatter plots,
incidences higher than the value set show as
hash marks, so the value you set is a
threshold.

The value set is given in percent units

(or, for rate plots, as a ratio of counts per
time unit). The meaning of the percent unit
depends on the format. For output formats
that only show levels for performance
statistics, the value is percentage of the total
that results this condition. For “across net”
formats, the value is the percent that each
node contributed to the total number of
errors of that type over the time interval.
The default value is 50%.

Specifies the data value you see in plots
and scattergrams. Displays a submenu
from which you choose one of the
categories shown in Table 10-8. See
Chapter 7 for information about specific
performance statistics.

Specifies data as in “data plotted,” above.
Here, however, netmain sends data to a
binary file instead of formatting it for
screen display.

Lets you create a scattergram of hardware
failure messages or probe failures. See
Chapter 6 for information about these
events.

Lets you choose printed reports on
hardware failure messages, probe failures,
user messages, Or memory errors.

Lets you specify whether the Diskless/
Partners format shows diskless nodes for
each diskless node (choose Partners by
Diskless.)

Displays an input box that lets you specify
the name of the node for which statistics
are displayed in a bar chart. By default,
the chart shows the sum for all nodes
(network aggregate).
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Interpreting Bar Chart Displays

The left section of a bar chart contains four columns of information about each time interval. The
time and date that each interval ended are in the far left columns. The actual number counted for
the performance statistic during this interval, and the number as a percentage of a total for the
performance statistic, are in the next two columns. Netmain rounds off percentages to the nearest
integer value. Each hash mark (#) represents a part of this percentage.

The actual percentage represented by one hash mark depends on on the scale you choose for the
graph, using “Top of scale.” This value is the full-scale value of the bar graph. With a
full-scale value of n percent, the bar graph is at its maximum or full-scale length (50 hash signs)
when n percent of the transmit or receive I/O operations result in the error selected. If you use the
default value of 50 percent, then the bar graph contains 50 hash signs when 50 percent of the
operations result in the error selected. Using the default, then, each hash sign stands for a
percentage of 1 percent.

If a node has been rebooted or if a probe has failed because of a transmit failure, the plot reports the
reboot or transmit failure during the time interval in which it occurred. A set of greater—-than (>)
characters to the right of the hash marks indicates that the graph is off scale. Make the “Top of error
percentage scale” higher if this problem occurs.

When you choose to plot for a single node, you should set the time axis intervals to correspond to the
node’s check intervals. This prevents inaccuracies due to the skewing between check intervals and
time axis intervals.

When you interpret an aggregate plot, be aware of the limits on the plot’s resolution. The node
check intervals determine the resolution of the data. A check interval of 1 minute will of course
produce higher resolution data than a check interval of 30 minutes, but you may be using a check
interval of 30 minutes because of log file size limitations. Whatever your check interval, try to set the
time axis interval in your aggregate plots to about the same number. Then, when you interpret the
plots, note that displays may spread the error incidences out over a period of roughly two check
intervals.

For example, if the check interval is 30 minutes and a 2-minute period of network problems occurs,
many nodes may not be sampled until up to a half hour after the 2-minute period. Instead of
showing a peak for a 2-minute period, the errors could be spread out over a 1-hour period.

If the time axis interval is much longer or much shorter than the check interval, the displays will be
skewed even more and will pinpoint peak times for a particular performance statistic less accurately.
If the check interval is much longer than the time axis interval, the times reported will be very
inaccurate.

When a node is rebooted, it resets all its internal counters. The counts for a time axis interval during
which a node was rebooted include only those statistics counted after the reset. The counters lose
any quantities counted in the time axis interval before the reset. For this reason, time axis intervals
which include node rebootings can report an artificially low incidence for the statistic. Charts for
single nodes can show “node rebooted” messages in place of a report for that time interval.

Interpreting Scatter and Gray Scale Plot Displays

Scatter plots for hardware or probe failures illustrate incidences of each of these events with an n or
asterisk (*), where n is an integer between 1 and 9, and the asterisk represents any integer greater
than 9. Plots for performance statistics show any failure to get information from a node as an “x.”

Peak times shown in scatter plots have the same resolution limitations that they do in bar graphs
(discussed in the previous section). Also, you should ignore the first line in a scatter plot, since it
usually shows an incomplete time axis interval.
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If your network is very large, with more than 225 nodes, and you attempt to create a plot showing all
nodes, the Display Manager (DM) cannot display the rightmost columns in the display for each time
interval. To avoid this problem and display all nodes, take the following steps:

1. Take the total node list from the monitor and display it, using the Find Monitors and Nodes menu.
2. Use the DM to cut and paste the list into a new file.

3. Edit the new file to give it a format acceptable to the “Topo list from data file” command.
See netmain help for details on this command.

4. Now cut and paste part of this new file into a separate file. You should now have two files,
each containing a list of half the nodes on the total node list.

5. Invoke the “Topo list from data file” command, and name the first file. Then do a plot.

6. Now invoke the “Topo list from data file” command again; this time name the second file.
Now do another plot.

7. You now have plots in two windows, each containing half of the nodes. You can line the two
windows up using DM window control commands, so that the two windows give the effect of
one very large window.

Saving Output Displays

You will often want to save netmain displays for future reference. When it makes a display, netmain
creates a window and a pad, writes the text into the pad using special fonts, and closes the pad. You
can save the pad in the fonts used by using the pn (Pad Name ) command. Position the cursor in the
window, then type the following command.

pn filename <RETURN>

Filename must be a file on your node. When you close the window in which netmain produced the
display, (with <CTRL> Y), the filename will contain the display in the original fonts. If you just cut
and paste to a file, the special fonts will not be used, and the text may be less easy to read.

To print one of these saved files, open the file using the <READ> or <EDIT> key. Then use the
cpscr shell command to make a copy of the entire screen display and store it in a second file. Print
the file with the —plot option. You can use the following command sequence.

cpscr second_filename; prf second_filename -plot

See the DOMAIN System Command Reference manual for more information about the prf and cpscr
commands.

Getting Started with netmain

This section provides step-by-step procedures that can help you to start using the netmain menus.
These procedures show you how to move through the menus and perform some of the basic
operations needed to control netmain_srvr. Refer to previous sections for a full description of the
Netmain Interactive Tool menus and to Chapter 8 for a discussion of how to use the tool for network
management.

Before you can practice using netmain, a monitor has to run in your network. If no monitors are
running in your network, start netmain_srvr as described in Chapter 6. Let the monitor run, with
default values, for a week. Then you may begin the procedures described in this section.
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1.

2.

3.

4.

Procedure 10-1. Getting Started with netmain
Invoke netmain by typing

$ netmain ~whelp <return>

The ~whelp option tells netmain to grow the window, to display the entire netmain menu,
including the help area. The Top Level menu, the top of which is shown below, appears.

‘Top menu .Topo list is empty

R F2 F3 Fé F7 F8
Find Change Analyze Shrink Halp
monitors monitor natwork window moe use EIT
and nodes] | behavier data to icon menu

" No monitors are known.

Using the NETMAIN menus

Figure 10-8. Top-Level Menu

Study the menu.
The menu name appeat:s in the top left corner.

Each command box, across the top of the menu, shows a command and the keyboard
function keys, F1 through F8.

Netmain messages that describe functions selected appear below the command boxes. The
message, “No monitors are known,” below the command boxes reminds you that you haven't
yet chosen a monitor. Netmain also uses this area to draw an input box and to prompt you
for input.

Error and status messages appear above the command boxes. Netmain reports on its activity
as it carries out commands. There are no messages above the command box right now. A
“Topology List status” message appears in the top right corner.

The large box at the bottom of the screen contains online help about each menu.

Locate the + shaped cursor in the netmain window. Use the arrow keys, touch pad, mouse,
or bitpad to move the cursor. Move the cursor outside the window. It regains its rectangular
shape and the Display Manager is in control.

Move the cursor back to the netmain window.

Point to a command box by placing the cursor in the box. Notice that pointing to a command
box, accents the box. It changes color. When a box is accented, the + shaped cursor is no
longer visible.
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Procedure 10-1 (Cont.)

S.

10.

Point to the F6 Shrink window to make the command box into an icon. To get help on any
netmain command or .parameter, type h, or ?, or press the middle or right buttons on the
mouse, Or press any button except the top on the bit-pad puck. The menu help box displays
additional information about the command.

Select the F6 Shrink Window to Icon command. To select a box in a netmain menu, you
have the following choices:

@ Press the appropriate function key (only‘for command boxes labeled with function key names).
e Point to the box and press the keyboard’s space bar.
® Point to the box and press the mouse’s left button.

® Point to the box and press the top button of the bit-pad puck. Select the F6 Shrink
window command box using any of these methods.

The netmain window becomes an icon. The netmain program continues to run in the icon,
retaining any information it has amassed, but taking up little space on the screen. Point to the
netmain icon by moving the DM cursor over the icon.

Request help about the icon by pointing to it and typing h, ?, pressing the middle or right
buttons on the mouse, or pressing any button except the top on the bit-pad puck. A system
help file is displayed.

Enter netmain by pointing to the icon and pressing the space bar. Then select F2 Change
monitor behavior, and note the error message that appears. You have not yet selected a
monitor with which to work. You'll do this in the next procedure.

Now look for the command box to exit from netmain. As you probably guessed, it’s the F8

Exit box. On any netmain menu, use this command box to exit to the higher-level menu. On
this top menu, use it to exit from netmain.

END OF PROCEDURE 10-1
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Execute this procedure at a node where a netmain_srvr monitor is running.

PROCEDURE 10-2: Using the Monitor Location and Control Menus C

1. Invoke netmain again. From the Top Level menu, select command box F1 to display the
Find Monitors and Nodes menu. The top section of this menu is shown below.

Select monitors and nodes Topo list is empty
F1 F2 F3 F4 F5 Fé F7 F8
Choose a Find all Topo list Topo list Topo list Display Help Rsturn to
specific raonitors from from from topelogy ms uss Top
monitor LCNODE node total| | data fils list menu menu
No monitors are known. C

Figure 10-9. Find Monitors and Nodes Menu

2. Select F1 in this menu to choose a specific monitor. An input box containing a triangular C\*
cursor appears below the command boxes. Help for the input box also appears. Whenever an
input box and a triangular cursor appears, you must enter something in the input box. Often,
you can type <RETURN> to select the default behavior for the input box.

3. Type <RETURND> to select the monitor running on this node. The status message “Using this
node” appears above the command boxes while netmain looks for the monitor.

4. The next netmain status message reports “The following nodes have monitors” and displays
the name of this node in a box. If netmain reports “Node appears not to have a monitor,” .
the monitor may have been busy and did not answer. Repeat Steps 2 and 3. Restart the ( )
‘monitor, using the information in Chapter 6 if the monitor still does not answer.

S. Select the F3 Topo list from lcnode command box. Netmain displays a status message as it
executes the Icnode shell command to find the network topology. Netmain stores the list of
all the nodes in the network in a topology list. After netmain fills the topology list, the
topology list status message changes. It describes the new contents of the topology list.

6. Select the F6 Display topology list command box to display the contents of the topology list.
The display that appears shows all the nodes that responded to the lcnode command.

7. Select F8 to return to the Top Level menu. Then select the F2 Change Monitor Behavior

command box to display the Change Monitor Behavior menu. Figure 10-10 shows the top
section of the menu.

Managing Networks Tool 10-28




Procedure 10-2 (Cont.)

Alter Alter Alter Log a text| Kill Add topo Help Rsturn to
logging probe obgerver string moni file to me use Top
contrals timing timing node total menu menu

Fl1 F2 F3 F4 FS F6 F7 F8

The following nodes have monitors:

MK ]

10.

11.

13.

14,

15.

16.

W

Figure 10-10. Change Monitor Behavior

Note that the monitor list and topology list status messages remain on the screen.

Select F1, the Alter Logging Controls submenu. The Change Monitor Parameter submenu
appears. It describes the log file parameters for this monitor and allows you to change them.

Notice the two command boxes, labeled F1 Perform logging changes, and F2 Revert to
original logging. No change you make is final until you select F1 Perform logging changes.
Select F2 Revert to original logging, to cancel a change that you entered in the input box but
haven’t put in effect. The function boxes, Logging parameters for node_name, show the status
of each parameter on the left and the name of the parameter on the right.

Select the Log file is already being written parameter box to close the log file. When netmain
reports “Log file will not be written,” you've closed the log file.

Complete the change by selecting F1 Perform logging changes, then select F8 to Return to
Change menu.

When you return to the Change Monitor Behavior menu, select F2 Alter Probe Timing to
display a submenu of probes and probe scheduling parameters. Locate the input box for the
Topology probe, and note the input box to the left of the probe box. It displays a default
schedule for the probe (1:00:00). This means that the probe operates every hour.

Select the probe scheduling input box. In the input box that appears, enter “2:00:00” to
change the scheduling for this probe to every two hours.

Cancel the change you’ve made by choosing F2 Revert to original scheduling. The monitor
behavior submenus always allow you to cancel a change you've made.

Select F8 to return to the Change Monitor Behavior menu. From this menu, select F8,
Return to Top menu. Then select F1, Find Monitors and Nodes menu.

Select the F5 Topo list from data file command box. The input help box describes how
netmain resolves relative pathnames, if you use one. Enter the logfile pathname in the input
box to write the contents of the log file, which you closed in Step 10, to the Topology List.
You will use this file.in the next procedure to generate netmain output.

END OF PROCEDURE 10-2
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Procedure 10-3. Using the "Analyze Network Data” Menu

C

1. Invoke netmain and select the F3 command box to display the Analyze Network Data menu.
Figure 10-11 shows the top section of the menu. Choose F1 Network data from log files.

Protess 1

Analyzs notwork data Topo list is emply
FI ) T F3 ¥4 F7 o
Network | | Network Stop Display Help Return to
data from | | data from| | data from|| network me use Top
log files monitor monitor data menu manu

No performance data selected.
[ Output format selected : saes No selection mes |

Display network data C«

This command formats the network data using ths options you have : —
selected. You can not produce a display until the “sss No selection wsox®
flags have all been replaced by formats, performance statistics, etc.
For most displays, you should also have selected a topology list and a
source of data, either log files or a monitar.

The display always appears in a window of its own. You may save the
display using the DM commands PN and PW. As long es the display has
not ended, CONTROL-Q will hait it. “ssex Pad Closed ses® marks the end
of the display,

Figure 10-11. Analyze Network Data Menu

2. In the submenu that appears, select one of the long rectangular boxes. (There is a small box
to the right of the long box; the small box contains dashes indicating no selection.) When an
input box appears enter the pathname of the log file you closed in the last procedure. It
should look like this.

‘node_data/net_log/net_log.yy.mm.dd

This is the file you put in the topology list in the last procedure. A status message, below
the command boxes, names the file you select. Return to the Analyze Network Data menu. (\\

3. Select the “Output format selected” box (the long rectangular box at the bottom of the —
menu). In the output format menu that appears, select the “Incidence density” option.
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10.

11.

Parameter selection options appear beneath the output format box. Most parameters have
default values. Choose “Data plotted,” directly under the “Output format selected” box. It
does not have a default selection.

From the “Select performance data” menu items that appear, choose the RING RECEIVE
category. Notice the individual performance statistics that appear beneath the performance
data categories. :

Choose the “Rcv CRC” performance statistic.

Reset the value for the “Top of error scale” parameter, at the bottom of the parameter list.
Set the value to 1%. You're now ready to display data from the sample log file.

Select F4 Display network data, to produce an incidence density plot from the log file.
netmain produces a gray scale plot. It may take several minutes for the plot to appear.

Scroll horizontally through the plot, as netmain continues to produce it, and notice the areas
of high and low density. Areas of high density indicate high levels for the “Rcv CRC”
performance statistic. Chapter 7 describes how to draw conclusions about your network’s
behavior from gray scale plots like this.

Type CTRL/N to close the pad for the plot. If netmain was still producing output into the
plot, it will display a message stating that the output was aborted. You can used the “PN”
Display Manager command to name the pad, and save it, which netmain would also report in
a message. Chapter 9 describes how to save netmain displays. :

You may exit from netmain or practice with other kinds of displays and performance
statistics.

END OF PROCEDURE 10-3
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Index

The letter f means “and the following page”; the letters ff mean “and the following pages”. Symbols are

listed at the beginning of the index.

Symbols

A

access rights 5-1ff
account files
comparing 4-23f
accounts
adding with edppo and edacct
4-14ff
default supplied with system 4-10

ACL

directory 5-2f
initial default directory 5-3
initial default file 5-3

file 5-2

ACL templates 5-2f
categories of 5-4
editing 5-6
list of fields in 5-5
list of filenames 5-3
open_node .5-4
personal_node 5-4

" reading 5-4f

system_node 5-4

ACLs 1-1
defined 5-1ff

alarm server 6-5ff
arguments 6-6f
configuration files (sample) 6-6

alarm server examples 6-7f

alarm server-
options 6-6f
starting 6-5

ctnode 2-1ff, 3-1

device drivers 6-28
directories
entry 3-3
network root 3-3
node entry
contents of 3-7
‘node_data for diskless nodes
3-21
per-node /registry 4-11
updating 4-28
registry site 4-10f
structure (figure) 3-3
/sys
contents of 3-8
/sys/dm
contents of 3-9
/sys/net
contents of 3-9
/sys/mode_data 3-9 (see also
‘node_data)
contents of 3-10f
upper level 3~3
volume entry 3-4
directory
‘node_data 3-5ff (see also
/sys/node_data)
slash (/) 3-5
disk and memory errors
collecting statistics on 8-4
diskless node server 6-21ff (See
netman)
diskless nodes
evaluating performance 8-3f
Display Manager
context inheritance in 3-11
start-up files 3-13ff
DOMAIN Server Processor (DSP)
1-1
DOMAIN/IX 3-10
DSPs 6-1
cataloging
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procedure for 2-4

edns 2-9f

diskless nodes and 2-11
environment

network 3-1ff
error messages

netstat 9-3

H

hardware maintenance procedures
8-8

IMAGEN printer
interface with 6-29

internets 3-2

invol 2-1, 3-4

Icnode 7-2f
log-out script processing 3-15
Irgy 4-19

'

mailbox server 6-9ff (See
mbx_helper)

Managing DOMAIN Internets 2-1f,
3-2, 4-1

mbx_helper 6-9ff

mrgrgy 4-24ff

N

naming server helper 6-22ff (See
ns_helper)

naming tree 3-2

netmain 10-1ff
altering observer timing 10-14ff
altering probe behvaior 10-8ff
analyzing log files 10-18
analyzing network data 10-16ff
Change Monitor Behavior menu

10-6

commands 10-7
Change Monitor Behavior menu
using 10-8ff

Find Monitors and Nodes menu
10-3
commands 10-4f
netmain output data
interpreting 10-24f
netmain
output formats for data from
10-19ff
sample procedures 10-26ff
starting 10-2
top level menu 10-2f
netmain_srvr 6-1, 6-10ff, 7-1,
10-1ff
collecting performance statistics
with 7-4f
data collected by probes 6—10ff
examples 6-20f
options 6-20f
netmain_srvr probes 7-6f
netmain_srvr
starting and stopping 6-20
topology lists 7-3f
using to establish performance
levels 8-1ff
netman 3-20, 6-21ff
starting and stopping 6-21f
netstat failure messages 9-3
netsve 4-6

setting ACLs on 4-20
network
creating 2-5
network events
detecting 8-4
network failure
and the operating system 9-2f
obtaining data during 9-3f
network information
collecting 7-1ff
network log book 7-8
network maintenance server 6-10ff
(See netmain_srvr)
network
managing 1-2
naming structure of 3-2ff
network performance problems
isolating 8-4ff
network topography 7-2
network topology 1-2, 7-2ff
Icnode command and 7-2ff
network troubleshooting 9-1£f
procedures 9-4ff
networks
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installing software on secure 5-10

network~wide resources
managing 3-12f
node clocks
checking 2-23
synchronizing 2-14
node
defined 1-1
node information
updating 2-6, 2-21
node names
changing 2-6, 2-20
node performance
evaluating 8-2
node problem log 7-9
nodes
cataloging 1-1, 3-1
locally 2-1ff
on the network 2-5ff
procedures for 2-2ff

commands to determine whether
diskless 2-11
directory structure of (figure)
3-o6ff
disked
logical volumes 3-4
physical volumes 3-4
diskless
administering 3-20ff
and edns 2-11
establishing partners 3-20f,
3-22f
managing commands 3-24
managing with partners 3-24
‘node_data for 3-21
operation 3-20
requesting specific partners
3-24
server for 6-21ff (See netman)
specifying partners 3-21
entry directories of 3-3
naming
disked 3-2
diskless 3-2
specifying 3-1ff
ns_helper 2-2, 6-1, 6-22ff
database 2-7
adding nodes to 2—-18
contents of 2-7
deleting nodes from 2-18
initializing 2-16f

updating node information
2-18
interaction with uctnode 2-12
on the network 2-7ff
procedures 2-13ff
list 2-13
replicas 2-8
adding or starting 2—-22
maintaining consistency 2-24f
removing 2-26
shutting down 2-27
synchronizing clocks 2-10
starting 2-15
starting and stopping 6-22f

P

Planning DOMAIN Networks and
Internets 7-1f
ppo files
comparing 4-22
print server 6-23ff (See prsvr)
protected subsystem 5-10f
login 5-11
using to control access 5-11ff
protection
levels of 5-3f
protection program 5-6f
running 5~-8f
prsvr 6-23ff
configuration files 6-25f
options and arguments
6-26ff
starting 6-24f
starting from a remote node
6-24f
stopping 6-25f

registries
comparing 4-21f
commands 4-21
merging 4-20ff
procedure 4-26f
protecting 5-3ff
registry 1-1, 3-3
creating 4-11ff
sample session 4-14f
defined 4-1
registry files
account 4-2, 4-10f
organization 4-2, 4-10f
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person 4-2, 4-10f
project 4-2, 4-10f
registry
local 4-2ff
defined 4-4
replacing 4-23
maintaining 4-11ff
maintaining database consistency
4-19
master 4-2ff, 4-10
copying 4-17
creating 4-12f
defined 4-2
moving 4-18
network
considerations for
implementing 4-6f
standard pathnames 4-8
structure of 4-7
per-node directory 4-11
per-node file copy 4-11
protecting 5-8
shell commands for administering
4-12f
registry site directory
adding 4-16
creating 4-12ff
deleting 4-17
registry
system actions upon
at login 4-2f
root directories
defined 2-1
managing with ns_helper 2-9ff
root directory
master 2-12
updating 2-12

salrgy 4-19

serial i/o line servers 6-30ff (See
also sio)

server process manager 6-35ff (See
also spm)

servers 6—1ff
checking status 6-4
creating 1-1
introduction to 6-2
starting 6-2f
startup attributes 6-3f

stopping 6-4
shutspm
06-36
SID 5-1ff
using to grant access 5-14
SIO 6-30ff
SIO line login server 6-31ff (See
also siologin)
SIO

process monitor 6-33f (See also
siomonit)

siologin 6-31ff

options and arguments 6-31ff
siomonit 6-31

06-33f

restarting 6-33f

()

signaling 6-33
starting 6-33 C\\
siomonit_file : :
example 6-34
siomonit_log 6-35
spm 6-35ff
starting and stopping 6-35f
start-up files and node types 3-14f
start-up files

Display Manager 3-13ff o
executed at log in K
system 3-19ff
user 3-19ff

format of 3-15f
list of standard 3-13
sample 3-17
spm 3-16, 3-18
sample 3-18
system 3-13ff
templates 3-15f
users’ 3-13ff
system administrator
responsibilities of 1-1
system
backing up 5-10
system resources
managing 3-12ff
system services
providing 3-12f
system software
protecting 5-3ff
start-up files 3-13ff .
structure of 3-6ff
/syst/net/diskless_list 3-21

5

—~

Index-4




tablet server 6-36f
starting 6-36

uctnode 2-1
interaction with ns_helper 2-12
user.none.none 5-14
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