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Implementation of the Data
Encryption Standard Using the
TMS32010

Abstract

This report examines the implementation of a data encryption
method using the TMS32010. The encryption algorithm chosen for
the report is the Data Encryption Standard (DES). This report
details the DES algorithm and its TMS32010 coding. Processor
resource requirements are also provided for applying the DES to
speech coding at different bit rates. For a 2.4-kbit/s LPC vocoder
application, the DES only requires six percent of the TMS32010
CPU loading. The encryption scheme operates on a stream of bits
that represent text, computer files, speech, or any other entity in
binary form. The result is directly applicable to the design of any
secure data/voice communications.
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INTRODUCTION

The programmability of the TMS320 family of digital signal
processors makes possible the implementation of different
signal processing algorithms on the same device, rather than
on several different custom chips. As an example, this
application report describes the implementation of a data
encryption method on the TMS32010. The encryption
scheme operates on a stream of bits that represents text,
computer files, or anything else presented in binary form.
In particular, the encryption method is considered in
conjunction with speech coding to achieve secure
communication over voice channels. Another example
consists of the encryption of data supplied to a transmitting
modem and decryption of the corresponding data stream
coming out of the receiving modem. The algorithm chosen
for the encryption is the Data Encryption Standard (DES)
as extablished by the National Bureau of Standards. !

The following paragraph has been taken from reference
[1] and is brought to the attention of the readers of this report.
For more information, please contact the national Bureau of
Standards.

““EXPORT CONTROL.: Cryptographic devices

and technical data regarding them are subject to

Federal Government export controls as specified

in Title 22, Code of Federal Regulations, Parts

121 through 128. Cryptographic devices

implementing [the DES] and technical data

regarding them must comply with these Federal

regulations.’’

THE DATA ENCRYPTION STANDARD (DES)

Encryption/Decryption Algorithm

The Data Encryption Standard (DES), the algorithm
of data encryption selected by the United States federal
government, is described in detail in the NBS publications.1
The description is summarized here in order to associate it
with the implementation on the TMS32010.

Figure 1 shows a flowchart of the enciphering portion
of the algorithm. The stream of bits to be encrypted (the
plaintext) is segmented into blocks of 64 bits. Each 64-bit
block is submitted to an initial permutation, and then is split
into two 32-bit blocks (a left one Lg and a right one Rg),
which are input to the transformation section. The
transformation section consists of 16 stages, where the data
is scrambled by the use of the encryption key. At each stage
i, the inputs are the left block L;.; and right block R;.j of
the previous stage, and the outputs are the left block Lj and
right block R; of this stage. The outputs L; and R; of each
stage are computed from L;.1, Rj.1, and a subkey Ki; that
is generated from the encryption key. Note that the 16th stage
is different from the other stages. The output of the last stage
is subjected to a permutation, which is the inverse of the
initial permutation. The resulting 64 bits are the ciphertext.
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Figure 1. Flowchart of the DES Encryption

The initial permutation and inverse initial permutation
matrices IP and IP-1 in Figure 1 are shown in Figures 2 and
3. Where there is bit manipulation according to a matrix,
the matrix should be read from left to right and row by row.
Each entry .of the matrix corresponds to a bit in the output
block. In other words, the information presented in the matrix
is sequential and not two-dimensional. The matrix
arrangement is used here only for convenience of
presentation.



Each entry of the matrix indicates the order of the bit
in the input bit stream, starting from the leftmost bit. For
example, during the initial permutation, the leftmost bit after
the permutation is the 58th bit from the left in the input
stream; the second leftmost bit is the 50th bit, etc. If the
matrix has as many entries as the number of bits of the input
block, the input and output blocks from the bit manipulation
have the same number of bits. If, however, the matrix has
more entries (by repeating some of the bits of the input block)
or fewer entries (by skipping some input-block bits), the
output of the bit manipulation is longer or shorter,
respectively, than the input. Such examples, shown later in
this report, are matrix E that transforms 32 bits into 48 bits,
and matrix PC-2 that transforms 56 bits to 48 bits.

68 60 42 34 26 18 10
60 62 44 36 28 20 12
62 54 46 38 30 22 14
64 56 48 40 32 24 18
67 49 41 33 25 17 9
59 51 43 35 27 19 11
61 53 45 37 29 21 13
63 65 47 39 31 23 15

N W AN

Figure 2. Matrix IP

4 8 48 16 56 24 64 32
39 7 47 15 56 23 63 31
38 6 48 14 54 22 62 30
37 65 45 13 53 21 61 29
36 4 44 12 52 20 60 28
3 3 43 11 B1 19 B9 27
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25

Figure 3. Matrix IP-1

The function f(R;.1,Kj) of Figure 1, which combines
the right block R;.1 of the previous stage and the subkey K;
of the present stage i, is shown in detail in Figure 4. The
input to the function is a block of 32 bits, and the output
is also a block of 32 bits. Figures 5, 6, and 7 give the matrices
E, P, and S1 through S8 of Figure 4. K;’s are subkeys
generated from the main key, as described in the next section.
The S-boxes, which convert a 6-bit sequence to a 4-bit
sequence, are used as follows: the first and last bits of the
sequence, taken together, represent a number I between 0
and 3, while the middle 4 bits represent a number J between
0 and 15. The S-boxes are 4 x 16 matrices whose entries
take values between 0 and 15. Each of these entries can be
represented by a 4-bit number. For each S-box, the I and
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Figure 4. Computation of the Function f(R;,K; + 1) of Figure 1



¥ are computed, and the corresponding 4-bit number in the 001010, then I = 0,J = 5, and the output is the decimal
matrix is the output. For example, if the input to S1 box is 15, which corresponds to the 4-bit binary number 1111.

32 1 2 3 4 8 16 7 20 21
4 5 6 7 8 9 29 12 28 17
8 9 10 11 12 13 1 15 23 286
12 13 14 16 16 17 5 18 31 10
16 17 18 19 20 21 2 8 24 14
20 21 22 23 24 25 32 27 3 9
24 26 26 27 28 29 19 13 30 8
28 29 30 31 32 1 2 11 4 25
Figure 5. Matrix E Figure 6. Matrix P
s1
14 a4 13 1 2 15 1N 8 3 10 € 12 & 9 o0 7
o 15 7 4 14 2 13 1 10 6 12 11 9 5 3% 8
4 1 14 8 13 6 2 1 15 12 98 7 3 10 5
% 12 8 2 4 9 1 5 11 3 14 10 o0 6 13
s2
15 1 8 14 6 1 3 4 9 7 2 13 12 0 5 10
3 13 4 7 16 2 8 14 12 0 1 10 6 9 MN 5
0o 14 7 11 10 4 13 1 5 8 12 6 9 3 2 1B
13 8 10 1 3 18 4 2 N 6 7 12 0 65 14 9
s3
10 ©O0 9 14 6 3 1% 6 1 13 12 7 11 4 2 8
13 7 o0 9 3 a4 8 10 5 14 12 11 15 1
13 6 4 9 8 15 3 0 M 1 2 12 5 10 14 7
1 10 13 o 6 98 8 7 15 14 3 1N 5 2 12
s4
7 13 144 3 0 6 9 10 1 2 8 6 11 12 4 15
13 8 1 5 6 1% o0 3 4 7 2 12 1 10 14 9
10 6 9 0 12 N 7 13 15 1 3 14 5 2 8 a
3 16 o 6 10 1 13 8 9 4 6 M1 12 7 2 14
S5
2 12 4 1 7 10 1 6 8 5 3 15 13 0 14 9
19 n 2 12 a4 7 13 1 5 O0 15 10 3 9 8 6
4 2 1 11 10 13 7 8 15 9 12 &6 6 3 0 14
1 8 12 7 1 14 2 13 6 18 0 9 10 4 5 3
s6
92 1 10 1% 9 2 6 8 ©0 13 3 4 14 7 & MmN
0 15 4 2 7 12 9 6 6 1 13 14 0 1
9 14 156 65 2 8 12 3 7 o0 4 10 1 13 N 8
4 3 2 12 9 5 15 10 11 14 1 7 6 o0 8 13

Figure 7. S Matrices
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Figure 7. S Matrices (continued)

For decrypting the ciphertext, the same procedure is
used as for encrypting, except that the transformation block
in Figure 1 is modified as shown in Figure 8. The left and
right 32-bit word locations are exchanged, and the algorithm
starts with subkey 16 and ends with subkey 1. The
implementation for decryption is similar to encryption. The
TMS32010 code (see the appendix) includes a flag to signal
if encryption or decryption is performed. In decryption, the
subkeys are read backwards, but everything else remains the
same.

Generation of the Subkeys

The encryption key is 64 bits long, out of which only
56 bits are used for the encryption. In every group of eight
bits, the eighth bit is such that the byte has odd parity. This
provides some guarantee of key integrity during transmission.
From the 64-bit key, 16 subkeys, each 48-bits long, are
generated as shown in Figure 9. The matrices for permuted
choices 1 and 2, PC-1 and PC-2, are given in Figures 10
and 11, respectively. Table 1 shows the number of left shifts
at each stage. The indicated left shifts are circular left shifts
for each half of keys C;j and D;.

Table 1. Left Shifts for Subkey Generation
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Figure 8. Flowchart of the DES Decryption
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MODES OF OPERATION

The DES algorithm can be implemented in different
modes of operation2, two of which are the Electronic
CodeBook (ECB) mode and the Output FeedBack (OFB)
mode. Selection of a mode determines the kind of plaintext
to serve as input to the algorithm and how the ciphertext is
used.

Figure 12 is another representation of Figure 1 and
corresponds to the most straightforward application of the
algorithm, the Electronic CodeBook (ECB) mode. The
plaintext is the actual bit stream to be encrypted, and the
ciphertext is what is actually transmitted over the
communications medium.

Figure 13 depicts the 64-bit Output FeedBack (OFB)
mode. In this case, the 64 bits of the output of the DES
algorithm are exclusive-ORed with 64 bits of the actual bit
stream to generate the encrypted stream for transmission.
The same 64 bits of the DES output are then fed back to the
input of the DES as the new input to the algorithm. The whole
process is initialized by inputting a predetermined block of
64 bits into the DES algorithm. The receiver has a similar
operation. As long as it has the same initial 64-bit block as
input, the receiver operates synchronously with the
transmitter. Note that in this mode there is no need to
implement the decrypting portion of the algorithm, because
both the transmitter and the receiver are using only the
encrypting portion of the DES. The OFB mode has the

advantage over the ECB that it confines any transmission
errors to single bits, rather than a block of 64 bits.

TMS32010 IMPLEMENTATION OF THE DES

In addition to implementing the main
encryption/deéryption algorithm, it is necessary to process
the encryption key in order to generate the subkeys used in
the DES. The key consists of 64 bits, of which only 56 are
active. In every byte of the key, the eighth bit is an odd-
parity bit. To avoid any mistakes, the user is asked to supply
the 56 bits. The device then generates the correct 64-bit
version that can be used for storage and transmission. This
function is realized by the routine DESKEY. The whole
implementation of the Data Encryption Standard in
TMS32010 assembly language can be found in the appendix.
Figure 14 is a flowchart illustrating the arrangement of the
TMS32010 programs that implement the DES.

The largest part of the code consists of a repetitive
construction, which implements the permutation of a block
of bits according to a matrix. This construction is discussed
here to provide a better understanding when implementing
the code.

Assume that a certain step of the algorithm requires
the scrambling of 64 bits according to a matrix. The 64 input
bits are stored in four words, WIl to WI4. The
scrambled-bit output is also stored in four words, WO1 to
WO4. The scrambling is accomplished by constructing the

64 64
KEY
INPUT KEY DECIPHERED
BIT SCRAMBLED DATA BIT
STREAM STREAM
64 DES 64, 64, INVERSE DES 64
7> ALGORITHM 7 CHANNEL 7 > ALGORITHM 7"
Figure 12. Electronic CodeBook (ECB) Encryption Mode
\
KEY
DES 7 KEY DES y
754' ALGORITHM /64 754' ALGORITHM /es
64y
/ 794
A
INPUT ]
BIT STREAM SCRAMBLED DATA DECIPHERED
6a 64 BIT STREAM
XOR CHANNEL XOR

Figure 13. Output FeedBack (OFB) Encryption Mode
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Figure 14. Flowchart of TMS32010 Programs Implementing the DES

WOI1 to WO4, one bit at a time from left to right. For
example, let the current entry of the matrix be the 35th entry
and have the value 53. This means that WO1 and WO2 are
already filled (containing 2 x 16 = 32 bits), and now the
third bit of WO3 is being determined. Since that bit is the
53rd bit of the input stream, it occupies the fifth location
in WI4 (53 = 3 x 16 + 5). If M1 contains > 8000
(hexadecimal value), the transfer of the bit from the input
stream to the scrambled output stream is performed by the
following code:

LAC Wi4,4
AND M1
ADDH w03
SACH WO03,1

In other words, the bit of interest is positioned at the
leftmost location of the accumulator’s low word, and then
masked out by M1. The current contents of WO3 are added
to the accumulator’s high word, which is then stored back
to WO3 shifting by one. In this way, the bit of interest is
also picked up.

In order to run the main algorithm, 16 subkeys, each
48-bits long, must be generated, to be used at the 16 stages
of the algorithm. The algorithm for the generation of the
subkeys involves permutations and shifts of the original key.
The method of generating the 16 subkeys is implemented in
the routine KEYGEN. For convenience, each subkey is
stored in four 16-bit words so that only the top 12 bits are
active in each word.

Having generated the subkeys, an incoming stream of
bits can be encrypted or decrypted. The body of the DES
algorithm is implemented in the routine DES. This routine
implements both encryption and decryption, and the
appropriate choice is flagged by a bit. In the present
implementation, this bit is supplied together with the key.

Table 2 shows the program storage in words and the
execution time in instruction cycles and milliseconds, as
required by the DES algorithm. The information given for
the routine DES is the time required per 64 input data bits.
The execution time of the DES algorithm corresponds to a
loading of 100 percent of the device for a bit rate of about
42.5 kbit/s. This makes the TMS32010 a faster encryption
device than some of the currently available dedicated
devices.?



Table 2. TMS32010 Memory and Speed for the DES

Program Execution Time
Function Memory {instruction {ms)
(words) cycles)
Key Management and 600 4527 0.905
Subkey Generation
Encryption 1102 7464 1.493
Decryption (both) 7542 1.508

NOTE: The encryption/decryption execution time is an average for
the half-duplex operation and for processing 64 bits, based
on a 200-ns instruction cycle. The corresponding actual
bit rates are:

Encryption:
Decryption:

42.86 kbit/s
42.42 kbit/s

The data memory required for the implementation of the DES
includes 64 locations for the subkeys and another 51 locations
as scratch registers. If an application running concurrently
requires more data memory, the minimum memory
requirement is four words, which contain the DES key. The
subkeys can be regenerated at the beginning of every
encrypting (or decrypting) session (but with a corresponding
penalty in execution time).

Note that no attempt of optimization is made in this
implementation. Because of tradeoffs between data memory,
program memory, and execution speed, the designer must
optimize the implementation of the algorithm to fit the needs
of the application.

ENCRYPTION OF CODED SPEECH

The TMS32010 Digital Signal Processor has been applied
to encoding of speech signals in a variety of approaches. Its
architecture and instruction set are particularly convenient
for easy implementation and fast execution of speech
algorithms, such as those used in vocoders. Several
algorithms have been implemented on the TMS32010 to

encode speech data at 2.4, 9.6, 16, and 32 kbit/s.3-8 These
speech-encoding algorithms can be readily combined with
a data encryption method to provide security both in
store-and-forward applications and in telecommunications
applications. In this section, a review of the requirements
for the speech coding algorithms is presented to show how
the DES can be incorporated in a speech coding application.
Figure 15 illustrates how the DES may be implemented on
the TMS32010 processor for either data or speech
encryption.

Table 3 presents the different speech-coding algorithms
that have been implemented on the TMS32010. Table 4
summarizes the loading of the TMS32010, when running the
DES, for several bit rates corresponding to the bit rates of
Table 3. Note that these loadings are for half-duplex
operation, i.e., for either encryption or decryption only.

Table 3. Speech-Coding Algorithms Implemented on the

TMS32010

Bit Rate TMS32010 Loading
Coding Method {kbit/s) {percent realtime)

Analysis Synthesis
LpPC 2.4 43 44
RELP 9.6 91 79
APC 16 87 35
SBC 16 38 38
ADPCM 32 47 45
ADPCM-CCITT 32 91 95
NOTE: LPC = Linear Predicitive Coding, 10th-order model

RELP = Residual Excited Linear Predictive vocoder
APC = Adaptive Predictive Coding
SBC = Sub-Band Coding

ADPCM = Adaptive Differential PCM {CCITT algorithm, not
bit-by-bit compatible)
ADPCM-CCITT = CCITT ADPCM (bit-by-bit compatible)

,_ TMS32010 |
— - LPC-10

SPEECH A/D 1 ANALYSIS _K._ — '
I T ENCRYPT |—&—— CHANNEL

DATA | I

DATA I - 1
DES

/ [———— CHANNEL

SPEECH —=—] D/A ‘L LPC-10 DECRYPT I

| SYNTHESIS l

I_ —_— e ——— __I

Figure 15. Speech or Data Encryption/Decryption with the TMS32010



Table 4. TMS32010 Loading Time for the DES

(Half-Duplex)
Bit Rate TMS32010 Loading
(kbit/s) (percent realtime)
42.8 100
32 75
16 37
9.6 22
2.4 6

NOTE: The loading (for encryption) is given as a percentage of 42.8
kbit/s. The other bit rates were selected to match the bit
rates in Table 3.

A comparison of Tables 3 and 4 shows that the
2.4-kbit/s full-duplex system can be implemented in realtime,
including the encryption, in only one TMS32010. However,
for the other coding schemes, it is necessary to use a second
chip. The speech algorithms used have been selected without
consideration for any other processing of the speech signal.
It may be possible to restructure the marginal cases in order
to implement the combined speech and encryption algorithms
with fewer chips. Other speech coding algorithms with lighter
computational load may also be considered.

CONCLUSION

The TMS32010 Digital Signal Processor can be used
to implement algorithms, such as the DES, which in the past
have been implemented on dedicated devices. The 200-ns
cycle time of the TMS32010 makes possible a half-duplex
rate of 42.5 kbit/s for the DES. This rate is superior to that
achieved by some of the available devices. The single-cycle
multiplication is used in the computation of the S-boxes and
helps increase encryption speed. Applications of the
encryption include not only speech, as discussed in this
report, but any kind of digital data. For example,

implementation of a V.22 bis modem can be combined with
the DES to achieve security of the transmitted information.
An important point to be considered is that, having designed
the TMS32010 in a system, the data encryption function can
be added with minimal system cost because of the
programmability of the device. This feature is a natural
extension in the functionality of a digital signal processor.
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Appendix
TMS32010 Assembly Language Programs

The TMS32010 code implementing the DES is not published in this appendix because it falls within the U.S. Department
of State Export Control Regulations. If a copy of the code is desired, please contact your local TI representative.



